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2 About this Guide

CodeMeter® is the technology of Wibu-Systems providing secure protection and effective license management of software and digital
content.

In the following parts of the document the term CmDongle will be used representing all CodeMeter hardware form factors.
CmActLicense represents the pure software and activation based variant of the protection and licensing system CodeMeter. If
there is a technical reference to both variants, the term CmContainer is used.

Moreover, throughout this document, at times, the terms "licensor" and "licensee" are used. The term "licensor" may be
replaced by "developer” or "vendor", while "licensee" refers to the software "end user" or a user of digital content.

The CodeMeter Developer Guide is divided into separate parts.

The preface gives you an overview of the Guide's structure, holds references for the user of the CodeMeter Software Development Kit
(SDK), informs on typographic conventions used, and helps you when contacting the support team of Wibu-Systems.

Part 11018 sketches the outstanding features of CodeMeter in the areas of security, hardware and software-based software protection,
and flexible license management. Part 1110326 follows describing how the concept of CodeMeter meets protection, licensing, and
security requirements. Moreover, basic terms are introduced.

Part VD148 describes CodeMeter Start Center, the communication turntable to open single CodeMeter tools, while Part V050 tyrns the
attention to CodeMeter License Server as the central component of CodeMeter designed to run as a service on each computer, where
CodeMeter protected digital content is used.

Part VIB® and Part VIIB*™ point to the automatic and individual integration of the protection into your software. On the one hand,
AxProtector for integrating automatic software protection using the graphical user interface (GUI) or the commandline for different
project types. On the other hand, IxProtector for integrating individual software protection with the Software Protection APl (WUPI)
and the basic CodeMeter Core API.

Part VIIO™ comprises the applications you use to create, manage, and deliver CodeMeter licenses of protected digital products:
CodeMeter License Editor, CmBoxPgm, and Code Meter License Central. Part IX7* follows with a description of deployment options:
what does your customer need for running the protected software?

Part XB* informs you on advanced CodeMeter features, such as, Implicit Firm ltem, Enabling, using own keys, and the backup / restore of
CmContainer contents.

Finally, Part XI0™ is designed as an Administrator Guide holding CodeMeter installation information for different operating systems,
the tools CodeMeter WebAdmin, CodeMeter Control Center, CmDust and cmu which support the administrator in the daily use of
CodeMeter.

The Guide closes with a glossary and an index.
Generally, the Guide is structured along the lines as shown in the figure below.
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About this Guide

Figure 2: Documentation Structure
2.1 Safety Instructions

The hardware of WIBU-SYSTEMS AG serves to protect and license digital products and has been developed, manufactured and
inspected in accordance with state-of-the-art technology and recognized technical safety rules and regulations.

For further information on hardware certificates see the respective documents to be downloaded at the website of Wibu-Systems
(https://www.wibu.com/support/certificates.html).

Before you use the hardware please observe the following safety instructions:

o If you follow the instructions regarding safety as described in this manual, the hardware will, in the normal case, neither cause
personal injury nor damage to machinery and equipment. Connect the hardware only to matching intended interfaces. The use for
other purposes, opening or own repair of the hardware may lead to damages of the product and its surroundings. Modifying the
hardware affects the product safety. Caution: risk of injury!

e The hardware may warm up during operation - which is a normal operational parameter.

o Keep the hardware away from humidity and avoid strong vibration, dust, heat, and direct sunlight, in order to prevent operational
interference.

e Depending on the used operating system the detection of the hardware device may take some seconds. Before disconnecting the
hardware the user should wait several seconds to avoid loss of data during data saving.

e This product is not a toy, keep away from children!
Non-compliance with the safety instructions results in a loss of warranty.

13
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2.2 Installation

For installing CodeMeter on Windows operating systems (4 &) please insert the shipped DVD into your DVD-ROM drive. The
CodeMeter menu automatically opens.

For macOS ("’ ) the installer comes as a disk image file in subfolder MacOS (DMG_file). It installs the Developer Kit. Double-click the
DMG-file to open the install 'package CmInstall.mpkg' and the uninstaller 'CmUninstall.pgk'in the Finder. Double-click on
'CmInstall.mpkg' starts the installation. The uninstaller uninstalls all CodeMeter packages.

For Linux (D) the file 'installation dev_en.html'in subfolder Linux contains all information needed for an installation on
Linux.

If the DVD menu should not open, please start the file start .exe located in the root directory of the DVD.

After selecting the favored language click on the button "CodeMeter SDK". Then follow the instructions of the installation assistant to
install the CodeMeter SDK on your computer.

For installing CodeMeter on other operating systems, please find the respective files in the file cabinet.

2.3 Shipped CmDongles

Together with the CodeMeter Software Development Kit (SDK) you received two dongles, the CodeMeter CmDongles.

These dongles simultaneously act as 'leading' Master CmDongles, so-called Firm Security Boxes (FSB), which allow you to program other
CmContainer.

An entry with an Universal Firm Code evaluation license 6000010 for CmDongles and CmActLicense are pre-programmed.

If you later decide to go live with CodeMeter, you will receive your own individual Firm Code. You also receive a CmFirm.wbc file. The
following table shows the location of the CmFirm. wbc file for different operating systems.

Operating System
1| o o ]

;?;!’ W \Windows *ProgramData$%\CodeMeter\DevKit

‘,'. Macos Library/Application Support/CodeMeter

5)

For Windows and macOS import the files via drag & drop into CodeMeter Control Center. For Linux operating systems use the
command line tool cmul*.

Lifuss etc/wibu/codemeter

Then using this Firm Security Box as licensor you are able to transfer license information into other CmContainer. Here the tools or
applications CodeMeter License EditorD®®, CmBoxPgmD*® or CodeMeter License Central3% are available (see Programming of
CmContainerD™).

2.4 Additional Help Documentation

In addition to this Developer Guide on Windows operating systems:

CodeMeter Developer Guide
B Windows [Start | All Programs | CodeMeter | Documentation | CodeMeter Developer
Guide]
H-] Press "Windows" key to open Start screen | Type "CodeMeter Developer

Guide" | Press "Enter" key
the following help documentation is available.

You also find the Developer Guide on the Installation DVD. The installation packages for macOS and Linux operating systems
do not contain this file since specific tools and applications are available on Windows only, e.g. Start Center, AxProtector GUI,
License Editor. However, the current Developer Guide is downloadable from the Wibu-Systems website
(http://www.wibu.com/en/manuals-guides.html).

This documentation you find via respective calls in the tools and applications after installing the SDK (Software Development Kit)
Help File Accessible by:
CodeMeter User Help as HTML files including the parts [of el R e

CodeMeter Runtime Kit, CodeMeter License Server,

CodeMeter Control Center, cmu commandline B Windows [Start | All Programs | CodeMeter | Documentation | CodeMeter
program, CodeMeter WebAdmin, Licensing - Field- Developer Guide]

Activation-Service, CodeMeter FAQ (German and H-] Press "Windows" key to open Start screen | Type "CodeMeter
English) Developer Guide" | Press "Enter" key
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About this Guide
Additional Help Documentation

Help File Accessible by:

respective menu items, buttons or "Start | All Programs | CodeMeter | Documentation” [%
ProgramFiles(x86)%\CodeMete\Runtime\help\CmUserHelp]

German and English

B \Windows [Start | All Programs | AxProtector | Help]

- Press "Windows" key to open Start screen | Type "AxProtector
Help" | Press "Enter" key

English

Core API as compiled help file in English

B Windows [Start | All Programs | CodeMeter | Documentation | Software
Protection API Help]
- Press "Windows" key to open Start screen | Type "Software

Protection APl Help" | Press "Enter" key

A Windows [Start | All Programs | CodeMeter | Documentation | Core API
Help]
— Press "Windows" key to open Start screen | Type "“Core AP

Help" | Press "Enter" key

B Windows [Start | All Programs | CodeMeter | Documentation | CodeMeter
Java API Help]
== Press "Windows" key to open Start screen | Type "CodeMeter

Java APl Help" | Press "Enter" key

& \Windows [Start | All Programs | deeMeter | chumentation | Programming
API (...)] for the respective programmin languages C++, Delphi,
Java]

- Press "Windows" key to open Start screen | Type "Programming

API (...)] for the respective programmin languages C++, Delphi,
Java" | Press "Enter" key

Sample Help documentation

B Windows [Start | All Programs | CodeMeter | Samples] [%
CodeMeter Samples$\

- Press "Windows" key to open Start screen | Type "CodeMeter
Samples” | Press "Enter” key

2.5 Typographical Conventions

This manual uses the following semantic markups, text emphases, and symbols:

Format definition Information type

Italics

Arial Narrow ltalics

Arial Narrow ltalics

"Bold double quote"

"Bold Arial Narrow"

CAPITAL LETTER COURIER NEW

Courier New

Product names

Important terms

Properties

Objects you are able to select, such as, menus, buttons or drop down items
Command names

KEYS, E.G. SHIFT, CTRL OR ALT.

Path specifications, source code or file names

This symbol refers to important and essential instructions you should follow.
This symbol refers to additional information of general interest.

This symbol refers to an example which explains a feature.
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2.6 Support by Wibu-Systems

Our customers are supported by a professional team of exceptionally qualified staff. Our direct customer contact allows us to meet
customer requests as fast as possible. A comprehensive FAQ list for the CodeMeter end user can be found at our CodeMeter support
page and also information about CodeMeter and other additional products.

Enduser Support
Wibu-Systems provides a free-of-charge user hotline for your end customers.

Developer (Customer Support)

We are available in Germany (local Baden-Wuerttemberg non-holiday) workdays (Monday through Friday) from 8 a.m. to 5 p.m. per
phone (+49-721-93172-14) or per e-mail (support@wibu.com). Wibu Systems USA support is available Monday through Friday from 8
a.m. to 5 p.m. PST by phone at 800-6-GO-WIBU (425-775-6900) or by e-mail (support@wibu.us). In China contact our Shanghai office
per phone +86 (0) 21-55661790 or by e-mail (info@wibu.com.cn).

Support agreements with extended services on inquiry.

Many of our distributors also provide support. Please contact your distributor to see if this service is available to you and your
customers locally.

Please state your customer number which helps us to deal with your request as fast as possible.

Support Information
For best handling of your request we need the following information:

o type of protection implementation (automatic / customized)
e operating system

o version of the CodeMeter software installed

e CodeMeter variant used

e detailed error description

2.7 About Wibu-Systems

WIBU-SYSTEMS AG was founded in 1989 by Oliver Winzenried and Marcellus Buchheit with a mission to provide state-of-the-art
solutions for protecting and licensing software and digital media.

Products from Wibu-Systems support virtually all operating systems and come in a broad variety of form factors, including
independency and the variety of form factors, including USB, PC Card, Express Card|34, Compact Flash Card, SD Card, microSD-Card,
and ASIC. Applications include software for desktop PCs, servers, embedded systems, mobile, smart phones, and cloud computing.

Wibu-Systems is a privately-held corporation with a worldwide staff of 130, the majority in the headquarters facility in Karlsruhe,
Germany. Subsidiaries are in Seattle (USA),Shanghai and Beijing (China), Tokyo (Japan) with sales offices as well in Belgium, Great
Britain, France, the Netherlands, Portugal and Spain, and distributors in more than 25 countries. Corporate efforts stress achieving
world-class quality in the areas of security, reliability, durability, support, and customer service.

More than 6,000 independent software vendors (ISV) rely on the WibuKey and CodeMeter technologies to sell more products by
reducing piracy and increasing the flexibility of their licensing models. Products include:

e CmbDongle the hardware-based variant of the protection and licensing technology CodeMeter is available in many form factors for a
variety of interfaces and allows for multiple ISVs to share a single CmDongle, easy online license transfers, and optional Flash disk in
different sizes.

e CmActLicense is a completely software-based variant of the protection and licensing technology CodeMeter that protects software
by binding to the characteristics of an individual PC or any target system.

e CodeMeter License Central creates, managers, and delivers licenses with integration into sales and ERP systems

e SmartShelter creates, manages, and delivers licenses with integration into sales and ERP systems

e SmartShelter SDL (Secure Data Layer) protects data files including audio, video, and database

e CodeMeter Identity, an authentication solution allows for easy and safe access to websites and hosted software applications (SaaS).

Wibu-Systems is an active member of BITKOM, VDMA, SlIA, and participates with standards organizations such as PCMCIA, USB

Implementers Forum, and the SD Card Association. Additionally, Wibu-Systems is a Microsoft Gold Certified Partner, Windows

Embedded Partner, and partner in developer programs of Apple, Adobe, Autodesk, Wind River, and others. Products from Wibu-

Systems have received multiple industry awards including the SIIA CODIE Award for "Best Digital Rights Management" solution and

the international iF Product Design Award. The company is leading different research project with universities and other companies, in

parts funded by the German BMBF and BMWi. Examples include MimoSecco with the aim of developing a flexible and secure
middleware solution for third party applications in the area of cloud computing and OpenID/Card which is to allow managing virtual
identities by identity provider on the basis of the new German electronic ID Card.

Contact Information

Germany +49 (0) 721-93172-0 sales@wibu.de
USA +1.425.775.6900 info@wibu.us
China Shanghai
+86 (0) 21-55661790 info@wibu.com.cn
Beijing
+86 (0) 10-82961560/61 info@wibu.com.cn
Japan Tokyo info-jp@wibu.com
+81 (3) 3582-5385
Great Britain, UK +44 (0) 20 314 747 27 sales@wibu.co.uk
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About this Guide
About Wibu-Systems

Contact Information

Ireland +44 (0) 20 314 747 27 sales@wibu.co.uk

The Netherlands +31 (0) 74 75 01 495 sales@wibu-systems.nl
France +33 (0) 173030491 info@wibu.fr

Belgium +32 (0) 3400 03 14 sales@wibu.be

Spain +34 (0) 91 414 8768 sales@wibu.es
Portugal +34 (0) 91 414 8768 sales@wibu.es

Other countries +49 (0) 721-93172-0 sales@wibu.com
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3 Software Protection and License Management

With CodeMeter Wibu-Systems offers a secure hardware and software-based software protection and licensing technology for digital
contents for smartphones, embedded systems, desktop PCs, server and cloud computing.

In the following parts of the document the term CmDongle will be used representing all CodeMeter hardware form factors.
CmActlLicense represents the pure software and activation based variant of the protection and licensing system CodeMeter. If
there is a technical reference to both variants, the term CmContainer is used.

Moreover, throughout this document the terms "licensor" and "licensee" are used. The term "licensor" may be replaced by
"developer" or "vendor", while "licensee" refers to the software "enduser" or a user of digital content.

The protection effect is accomplished by the fact that a CodeMeter protected software functions only with the corresponding copy
protection hardware (CmDongle) or the software and activation based variant CmActLicense. CmDongle is available as USB version
(CmStick/M IME /1 /T /C), as PC Card (CmCard/M, Cardbus, 32 Bit), as Express Card|34 (CmCard/E), as Compact Flash Card
(CmCard/CF), as SD and microSD-Card, and as ASIC.

WibuKey

Along with CodeMeter, Wibu-Systems offers WibuKey. WibuKey also encrypts software and secures licenses of digital products. The
hardware (WibuBox) is very versatile and available in many form factors. Form factors range from PC Card and USB, and older
interfaces, such as, COM and LPT, to integrated circuits (ASIC). Most of the applications, interfaces, and tools available for CmDongle
and CmActLicense also work with WibuKey. For more detailed information please visit Wibu-Systems at www.wibu.com.

Protection of Copyrights and License Rights

In a user-friendly way, CodeMeter technically safeguards the compliance with copyrights. In doing so, CodeMeter presents a
technology which provides software protection by hard encryption but simultaneously also allows for the secure mapping of licensing
strategies. The protection is based on encryption and decryption operations which are securely performed inside the CmContainer.

You integrate this protection into your software once; using effective tools and interfaces, and then deliver the same program
customized to your customers or to various license models. Subsequently, the software runs only with the correspondingly
programmed CmContainer. What our competitors today call "Protect Once, Deliver Many™" Wibu-Systems has been offering as a
matter of course since the company was founded in 1989.

As the figure below shows, CodeMeter meets all requirements for a secure and effective technology in the realm of software
protection and license management.

Figure 3: Overview - Software Protection and License Management using CodeMeter

Security

S For protection CodeMeter uses state-of-the-art encryption algorithms including AES (Advanced Encryption Standard) bit key
length and ECC (Elliptic Curve Cryptography) with 224 bit key length for asymmetric encryption and signatures, and RSA with
2048 bit key length for asymmetric encryption.

For ECC Wibu-Systems only supports the P-224 curve variant secp224r1 with a key length of 224 bit as recommended by the
U.S. American NIST (National Institute of Standards and Technology).
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Software Protection and License Management

All keys used are safely stored in the CmContainer. The recipient is not able to read out the keys from the CmContainer. In
addition, the option of using alternating keys exists, i.e. at runtime of the application further information is integrated into
encryption and decryption operations. The keys may also be randomly generated within the CmContainer.

A secure leading dongle, the Firm Security Box (FSB) allows programming of licenses into the CmContainer. The FSB is unique for
each licensor.

In Hacker's contests, software protected by Wibu-Systems has successfully met the challenges of the international hacker’s scene.

The CmDongle is additionally protected against all known analytical hacking methods (e.g. electron beam microscope, DPA) and
the communication between CmContainer and the PC is completely encrypted.

Parts of the protected application (source code and resources) are decrypted only, if accessed. This "on demand decryption”
effectively protects against memory dumping and the extraction of unprotected versions.

CodeMeter provides multi-layered, combinable and interconnected protection:

e Automatic protection of applications using AxProtector as secure basic protection without changing the source code
including runtime checks, effective anti-debug mechanisms, modification of resources, and locking of the CmContainer if
crack attempts are detected.

e Individual advanced protection while developing an application using IxProtector by encryption and decryption of "real"
source code fragments supported by interfaces (Software Protection API, WUPI) and security mechanisms.

Additional technical sophisticated security mechanisms integrated in CodeMeter technologies, tools, and interfaces which are
constantly developed and advanced

Manipulation-proved protection of usage periods, activation and expiration times of applications by using the CmContainer
internal clock and a certified time stamp mechanism.

License Mapping

=

=

=

Programming of license entries into the CmContainer with a variety of options:
e tag licenses with describing information
e define the number of simultaneous users and network access models using built-in network support (LAN and WAN)

e implement activation and expiration times of a license with relative or absolute dates, or a usage period with a variable start
time

e create and display user-specific information
e program independent counter to be decremented for defined actions

e Uuse a Feature Map to release single modules of an application while only a single license entry is allocated, or to manage
versions

e use maintenance periods to grant software support and service for defined time periods
e use additional binary information via diverse data fields also to locate alternative key sources
Variable combinations of license options make up for mapping any imaginable license strategy:

Standard License Models Single User License
Floating | Concurrent Licenses
Demo Versions
Modular Licenses

Feature-based Licenses Models Leasing
Software Assurance
Pay-per ...
Extended License Management Downgrade | Version Management

Overflow Licenses

Cold | Hot Standby Licenses

Named User Licenses

Machine bound Licenses

License Borrowing

Volume Licenses
The CodeMeter SmartCard Chip with 60/384 kByte memory allows the programming of up to 6,000 license entries into a single
CmbDongle.

Vendor-independent use and management of license entries by unique and secure separation of individual license container in a
CmDongle. Thus several software vendors are able to share a single CmDongle.

Licensing Management

=

=

Efficient ticket system CodeMeter License Central in a Desktop and Internet edition. The input of order, customer and item
number creates matching tickets to be used for further tasks in the sales and production departments.

Integration of license management in sales and support processes by CodeMeter License Central Internet including interfaces:
Internet gateway to the customer, connectors to ERP and CRM systems, and connectors to online shops.
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=

Data transfer via SOAP (XML-based) including only minimal customization in the online shop or the ERP system. In most cases,
existing license generators and customer-specific order fields are instantly transferable.

License Activation

=

=

Next to local programming, also secure programming, editing or deleting of complete license contents and options in a
CmContainer via file transfer.

File-based remote programming using CmFAS (CodeMeter Field Activation Service) or SOAP-based using CodeMeter License
Central.

Software Integration

=

Automatic integration of the protection into the software as basic protection via automatic encryption of executable source code
without changing the source code using AxProtector.

e easy-to-use graphical interface including the most important options for the encryption of different project types (Windows
32-bit/64-bit, macOS, Java, .NET).

e open customizable dialogs.
e creation and further use of a commandline for AxProtector commandline.

Individual integration of the protection into the software as additional protection results in ultimate flexibility and additional
protection at runtime of an application.

e Definition and protection of single areas and functions in the source code and, subsequently, link-up with variable license
entries at runtime of the application using the protection technology IxProtector integrated in AxProtector.

For an increase in protection, Wibu-Systems recommends the combination of automatic and individual integration.
Moreover, security mechanisms of AxProtector and IxProtector are constantly developed and improved. After updates
a recompilation of the application is not required, only a re-encryption with AxProtector or IxProtector.

e Decryption and encryption of IxProtector protected areas at runtime using WUPI (WIBU Universal Protection Interface). This
lean Software Protection APl providing few but essential functions is universally applicable for many programming languages.

Additional requirements (encryption and decryption of data, personalization, read-out additional data) are met by CodeMeter
Core AP/ holding extensive functions. Using the interactive CodeMeter API Guide quickly provides you with the matching source
code.

Back Office Integration

=

=

=
=

Easy and fast creation and programming of licenses when developing a software, or testing license strategies using the graphical
CodeMeter License Editor interface if only a small number of CmDongles is in use.

Commandline programming applying scripts and batch files for mass production and test automation using CmBoxPgm. Process
programming is simultaneously applied in one pass to several CmContainer.

Create, manage and deliver licenses with the efficient ticket system CodeMeter License Central in a Desktop and Internet edition.

Additional requirements not met by the existing tools to create, program, and manage licenses can be integrated into own
applications using the basic Programming API (HIP, High Level Programming API).

3.1 CmContainer Types
3.1.1 CmbDongle: CodeMeter Form Factors

CmDongle is available in a large variety for different interfaces:
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CmStick Standard Edition for the USB interface plastic case
without additional flash memory”
CmStick ME Metal Edition, in a classy metal case
without additional flash memory”
CmStick/M Version of both editions with additional flash memory to directly start the software mobile from
the CmDongle
CmStick/T Version of both editions with internal battery
without additional flash memory”
CmStick/C Compact-robust small edition

without additional flash memory”

CmStick/I USB Flash Disk Module with with a 2x5 socket of 2.54 mm standard grid size

CmStick/Cl USB Flash Disk Module with a 2x4 socket of 2.00 mm grid size
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CmCard PC Card, 32-bit, with Flash Memory

CmCard/E CmCard as Express Card with 34 standard interface
CmCard/CF CF Card (Compact Flash) with Flash Memory
CmCard/SD Secure Digital Memory Card

CmCard/micro SD micro Secure Digital Memory Card

CmCard/CFast Industrial CFast Memory Card (2, 4, 8 ,and 16 GB)

CmASIC ASIC for integration in own hardware

Figure 4: CmDongle Form Factors
Y This form factor can alternatively be configured as Human Interface Device (HID). For requirements and details see here(*" .

3.1.2 CmActLicense: Binding and Activation

CmActLicense represents the software-based variant of the protection and licensing technology CodeMeter. Here licenses and the keys
responsible for encrypting and decrypting are saved to a CmActLicense license file which is cryptographically safeguarded and signed.
This virtual CmContainer is unique and bound only to a specific computer or device.

The unigue binding is guaranteed by a digital "finger print" calculated from specific hardware features of a computer or a device. This
ensures that CmActLicense licenses are valid only for the identified computer or device and are not transferable.

3.1.2.1 CmActLicense Binding

Binding Schemes

Structuring which hardware features are used in which way for binding a license is done by using binding schemes. These schemes are
divided in three categories: dynamically weighted using CodeMeter SmartBind, explicitly using Binding Extension and without binding
using the None binding scheme.

CodeMeter SmartBind

The dynamically weighted binding using the scheme SmartBind® optimizes assuring the validity of licenses, in the case of changing
hardware properties of the computer or device to which the licenses are bound.

CodeMeter SmartBind uses a variety of hardware features and weighs it on the basis of internal algorithms tolerating minor changes
without the need to always reactivate a license. The computer or device is still uniquely identified.

CodeMeter SmartBind provides an easy and secure way to bind a license to a computer. Using a variety of dynamically selected
features it provides both reliability and security preventing manipulation. For more information on this technology see the separate
document "SmartBind Whitepaper" available for download at the Wibu-Systems website.

In single cases, you are also able to set a tolerance level. It defines the allowed variation between the initial hardware configuration of
the computer or device when the license was activated the first time and the current configuration.

Wibu-Systems recommends SmartBind and the default tolerance level 2 (medium) as default binding scheme.
For programming of CmActLicense licenses using the binding scheme SmartBind with CmBoxPgm see here[1®' .

For single cases CmActLicense also supports binding schemes which refer either to specify fixD™ or configurableD™ hardware
features of a computer or a device. However, Wibu-Systems recommends to contact Wibu-Systems support before using these
options.

SmartBind on Linux armhf

For Firm Codes greater than 6000000, CodeMeter Version 6.80 or higher also supports CodeMeter SmartBind. The setting of tolerance
levels®* depends on the kernel version used.
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smaller than 3.18.6 defining the tolerance level: 1 (=tight), 2 (=medium) or 3 (=loose).
higher and equal to defining the tolerance level: 3 (=loose).
3.28.6

This has been tested for Raspberry Pi. If you have any questions about the use of Raspberry Pi for other single-board
computers and possible adaptations, please contact Support.

SmartBind and Azure

For Windows systems running on the Azure cloud computing platform, newly created CmActLicense licenses of Version 6.90 with the
CodeMeter SmartBind binding scheme are now explicitly bound to the cloud computing platform. For Linux systems running on Azure
this feature requires at least CodeMeter Version 7.0.

None Binding
Using the binding scheme None™ allows you to deliver protected software without the binding to a specific computer or device.
This is the case, for example, it the binding of a license is time-limited but is to be valid for any computer or device, e.g. for test and

demo reasons. Here Wibu-Systems offers the "Trial Licensel?* * license model allowing you create demo licenses which are valid for a
maximum of 90 days. These licenses expire after this period and are not re-importable.

An additionally use case is creating time-unlimited and re-importable licenses for any computer or device. This is relevant, if primarily
preventing reverse engineering is wanted. Here Wibu-Systems offers the "Protection Only3™ " license model.

For both 'None-Bind' based license models a separate license entry in the Firm Security Box[127 (FSB) is required and as evaluation Firm
Code 6000010 is part of the Software Development Kit.

Additional Options for CmActLicense licenses

In addition to the binding schemes, you are also able to set further options when activating CmActLicense licenses. The following table
lists these options.:

Operating Systems This option allows you to define the operating system(s) on which CmActLicense license can be used.

Virtual Machines This option allows you to enable the use of CmActLicense licenses on virtual machines.

Multiple License Reimport  This option allows you to define that a CmActLicense activation file is unlimited re-importable on a computer or device.
CodeMeter Runtime This option allows you to set a minimum required CodeMeter Runtime version.

CodeMeter Binding Extension
In cases in which the binding of licenses is to be designed to be bound to vendor-specific features of a device or own secure features
of a separate target system - for example in the embedded field - the binding scheme Binding Extension* is available.

When using these hardware features the vendor together with the installation program of his software additionally delivers a signed
plugin. CodeMeter License Server on demand loads this plugin and provides functionality to detect the features. This way all
imaginable features may be used a binding features for CmActLicense licenses, e.g. of a end-user computer or of a embedded target
system.

For more information see the separate document "CmActLicense Binding Extension" you get from Wibu-Systems on request.

If you use the binding scheme Binding Extension for individual binding of a CmActLicense to an own hardware, starting with
CodeMeter Version 4.40 you are able to create and deliver pre-calculated licensel™ files when the binding value is known. The step
to create a license request file on the target system then is only optional at a later activation.

3.1.2.2 CmActLicense Activation

Largely, activating CmActLicense licenses is based on the standardized CodeMeter procedure for file-based remote programming of
CmDonglesl* . The procedure is based on the transfer of license request and license update files.

License request files (context files) hold the current license information status at the customer and license update files are used by the
vendor to provide updates and activations.

However, in the case of CmActLicense license before activating licenses first the actual hardware features of a computer or a device
have to be detected. Here the vendor creates a license information file (* . wibuCcmLIF) for CmActLicense using Universal Firm Codes
(UFC) or (* . wbb) file for CmActLicense Firm Codes. This file corresponds to an empty license container however holds specifications on
binding schemesB21 and additional activation options©? to be used for unique binding of a license to the computer or the device.

By importing the empty license container by the customer two things happen. Firstly, the necessary information on the computer or
the device are detected and, secondly, the basis for binding the license using a unique, digital "finger print" is prepared. The initial
license request file the customer creates then holds all necessary license information the vendor needs to program a CmActLicense-
license which is uniquely bound to this computer or device and can only be activated for this computer or device. The transfer of these
binding and activation information is provided by the license update file the customer imports.

The following figure illustrates this process:

22



Software Protection and License Management
CmContainer Types

Figure 5: CmActLicense - Activation by file-based remote programming (CmFAS, CodeMeter Field Activation Service)

Activation by phone

Next to the standard activation of CmActLicense licenses also an activation by phone is available. In this case, instead of a license
information file (* .WibuCmLIF) the customer receives by the vendor a pre-programmed, encrypted license container (*. 1ip file,),
s/he then imports. A separate application at the licensor subsequently calculates a unique PC-specific Installation ID. This ID the
licensee transfers to the licensor by phone. From this license Installation ID the licensor calculates the Activation Code, and transfers it
to the licensee by phone. The license then activates the license container and is able to collect a license using this Activation Code.

3.1.3 CmCloudContainer: credential based licensing

The cloud-based version of CodeMeter allows online access to licenses in the cloud.

The CmCloudContainer contains the licenses of the end user. The CmCloudContainer is bound to an end user and is managed on
CodeMeter Cloud Server.

The end user can access this CmCloudContainer from the local computer with appropriate credentials. This also means that only the
credentials are located on the local computer, while the CmCloudContainer and the licenses are located in the cloud.

For this reason, licenses are not activated in a local CmContainer, but transferred to the CmCloudContainer on CodeMeter Cloud
Server. The end user with the appropriate access data then accesses these licenses in an authenticated manner and can use them as if
they were local licenses. CmCloudContainer and the contained licenses are integrated into the protection technology and licensing
processes of CodeMeter as far as creation, delivery, modification and administration are concerned.

With CodeMeter Cloud Manager, the software vendor can create and manage these end user credentials. With the access data, end
users can identify themselves and access the correct CmCloudContainer.
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Figure 6: CodeMeter Cloud
3.2 Operating Systems supported by CodeMeter

CodeMeter is available for many operating systems and runtime environments, such as, Windows 32-bit/64-bit, macQOS, Linux 32-
bit/64-bit, Java, .NET.

Operating systems CodeMeter

Windows XP
Windows Vista
Windows 7

Windows 8, 8.1, 10
Windows 2003 Server
Windows 2008 Server
Windows 2012 Server
Windows 2016 Server
macOS

Linux

Win 7 Embedded
Windows XP Embedded Service Pack 3
Windows CE 5.0
Windows CE 6.0
VxWorks

3.3 Additional Features

Additional Flash Memory and Mobile Applications

e In its version with additional Flash memory, CmContainer represents CmDongle and memory medium in one go, and involves the
direct deployment of the software. The software can start directly without the need for separate installation on the attached system.

e CmbDongle uses the SLC memory (Single Level Cell) suiting industrial needs. It is faster, more durable, and most robust against data
loss compared to the MLC memory (Multi Level Cell) used in the consumer segment.

All Drivers on Board

CodeMeter is usable for many platforms via CodeMeter License Server. This background service communicates below with integrated
operating system USB or Mass Storage Device driver with CmDongle/CmActLicense, and above with the provided CodeMeter Core API.
No device drivers mean fewer calls to your support center.

License Server Settings

Local configuration options of CodeMeter License Server are provided by CodeMeter Control Center. CmContainer may run locally but
also on the network. By default, CodeMeter License Server is installed as service or deamon (Linux, macOS) and automatically auto-

24



Software Protection and License Management
Additional Features

starts. When the service runs, other programs are able to access the licenses stored in CmContainer and to use protected data areas in
a CmContainer.

Display of License Entries

Information about connected CmContainer and programmed license entries are displayed in CodeMeter WebAdmin which provides
many configuration and analysis options.

3.4 CodeMeter as Token

CmbDongle is used mostly for decrypting protected software and managing licenses. However, CodeMeter is also able to store
certificates in established formats, such as, X.509. In order to use a cryptographic device as a token, the device has to be able to safely
store and use secret keys. CodeMeter has always been able to do this using the Secret Data field. Moreover, the current firmware
versions feature the use of the well-known asymmetric cryptographic algorithm RSA with a key length of 2084 bits. With both
features CodeMeter fulfills all requirements to be integrated as a token. What has been missing so far was the option to apply these
features using standardized system interfaces. The co-operation with charismathics now closes this gap and nothing stands in the way
of using CodeMeter as a token in many applications.

Asymmetric Encryption

When encrypting asymmetrically, the private key is known only to the owner, while the public key may be widely distributed. The basic
feature of asymmetry then is that the public key can be derived from the private key but not vice versa, i.e., the private key cannot be
feasibly derived from the public key.

Public Key Infrastructure

Tokens require authenticity, signature verification, and encryption. The critical question here is: whom can | trust, and to what extent?
Thus a basic prerequisite is a trusted Public Key Infrastructure (PKI) allowing all participants to verify the authenticity of the partner.
This requires that keys are attested by a third party, i.e., a certificate authority. Then partners can verify that a certain public key does
indeed belong to whoever partner is certified by the certificate authority. Several service provider offer such an infrastructure and,
based on the X.509 standard, CodeMeter is able to store and use certificates issued by these providers.

Application Areas

When using CodeMeter as a token in PKI, along with some additional data the private key is saved within a X.509 certificate to the
CmbDongle. Using the certificate and the cryptographic procedures involved allow you to perform several tasks, such as, securing VPN
access, signing and/or encrypting e-mails, and using strong two-factor-authentication for access control. Also you may use a
certificate-based Windows login, authenticate for web-based applications (SaaS, or software as a service) or configure a company-wide
single-sign-on for Windows.

Acting as Middleman

Charismathics Smart Security Interface (CSSI) middleware provides all token services for access, identification, and authentication and
communicates function calls between the CodeMeter token and applications using the Windows proprietary CSP (Crypto Service

Provider) and the generic PKCS#11 (Public Key Cryptography Standard) interfaces. The services then are available for Windows,
macOS, and Linux.

Token and Dongle without Middleware

For proprietary applications you may simultaneously use CodeMeter as a dongle and token also without the CSSI middleware. If you
do the key management yourself with the CodeMeter Core API you are able sign and encrypt own or existing keys applying the ECIES
algorithm.

3.5 CodeMeter on Embedded Systems

Wibu-Systems provides CodeMeter Embedded for embedded devices which replaces the CodeMeter License Server and allows direct
access to the CmDongle or CmActLicense from within your software.

CodeMeter Embedded is available as ANSI C source code or as a static library and can be compiled for your target system. An
important feature of CodeMeter Embedded from Wibu-Systems is its modular design which allows you to streamline it into your
project. It is the ideal alternative when installed in your own operating system or an embedded operating system.

An integration of CodeMeter into the real-time operating system VxWorks of Wind River and into the automation software CODESYS
SPS of 3S-Smart Software Solutions GmbH is available.
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4 The CodeMeter Concept

In CodeMeter a license is identified by two unique numbers: Firm Code and Product Code.
The Firm Code you receive from Wibu-Systems. This number individually identifies each licensor and is uniquely one-time assigned.
The Product Code is a number you are free to choose. This allows you to identify products you want to protect and license.

If you want to protect and license more than one product, you can use a Product Code for each single product. Comprehensive
products can also have several Product Codes at the same time, e.g. programs with a variety of modules.

Analog to a file cabinet, the entries in a CmContainer are hierarchically structured in several logical areas.

Figure 7: CmContainer License Entry Organization

At the top level, you find the Firm ltems. Firm Items represent license container which separately hold the Firm Code for each single
licensor.

Firm Item Options (FIO)

Further options - the Firm Item Options (FIO) - label each license container, and count how often it has been addressed by an update or
an access (Firm Item Text, Firm Update Counter, Firm Access Counter).

Each licensor owns a separate individual license container and only s/he is able to create, edit or delete license entries for products for
his/her Firm Item.
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This is the reason why licenses in a CmDongle can be organized vendor-independent. Several vendors may share a CmDongle
and save costs and efforts. The licensee has the advantage that s/he has all his/her licenses available in a single CmDongle using
only one port. A CmDongle may hold up to 6,000 license entries.

Implicit Firm Item (IFI)

The Implicit Firm Item at the Firm Item level is a special license container. This logical area of the entry structure is freely accessible for each
CmContainer owner. The only prerequisite here is that s/he has a valid password for accessing the CmContainer.

Product Items, the License Entries

The license entries for the actual products locate at the level of the Product ltems. The Firm Item level can hold one or more license
entries, i.e. Product ltems.

At the Product Item level of single license entries also the Product ltem Options locate. They hold the Product Code which uniquely defines a
license entry. And also further options defining the actual characteristics of a license, such as, how many licenses may be

simultaneously used on a network, how long a license is valid, which functions are accessible and billed, etc. Moreover, several other
data fields are available holding additional binary information and differ in their access privileges (for an overview and the description

see here)D?7.

These optional characteristics are combinable in a variety of ways and constitute the basis for the mapping of any imaginable license
strategy (see license models140).

Module Items

Module Items represent Product ltems located below the level of a Product ltem. Thus it can have all license properties such as a common
Product Item. A Module Item inherits all PIOs (Product Item Options) from the super-ordinated Product Item. All PIOs explicitly set in the Module
Item overwrite the values inherited from the parent Product item. However, one can add additional license properties to a Module ltem. A
Product Item may hold O to n Module Items. A Module Item itself cannot have Module ltems.

It is imperative for the entry structure of a CmContainer that a Firm Item level can be created only with a uniquely identified Firm Code
and that license entries can not be created, edited or deleted outside this license container. This is ensured by a Firm Security Box (FSB)
which is bound to your Firm Code. The FSB and the Firm Code are issued to you by Wibu-Systems.

Firm Security Box

The Firm Security Box (FSB) represents a form of a Master-CmContainer required to program licenses with your Firm Code into a
CmContainer.

This way Wibu-Systems ensures that only you as the owner of the Firm Security Box are able to program other CmContainer using your
Firm Code. The programming process is safeguarded by cryptography and the required keys are safely stored in your FSB.

Firm Key for CmDongle

And finally, in the case of the hardware-based CodeMeter variant CmDongle, Wibu-Systems assigns you a Firm Key. The Firm Key is a
secret key and influences almost all encryption and decryption operations of licenses, their authentication, and also the creation,
update and deletion of license entries at the Product Items level. The Firm Key is initially delivered in and with your Firm Security Box.
However, if you feel a higher security need, and want to define the Firm Key in the case of the hardware-based CodeMeter variant
CmbDongle for yourself, you are free to do so.

When using an individual Firm Key you must ensure that you very safely store this Firm Key. If you loose this key, even Wibu-
Systems is not able to restore it.

The Firm Key is stored in the Firm Security Box (FSB) in the Product Item Option (P1O) Secret Data.

For security reasons, you are not able to retrieve the Firm Key from the Firm Security Box (FSB).

4.1 Product Item Options - Custom-made License Entries
Each license entry at the Product ltems level can hold differently combined Product Item Options (P1O). These PIOs allow you to define
individual license models for separate customers.

This is an important feature that can save the developer lots of time and money. Why? Because the developer no longer needs to
spend time altering installations on a customer by customer basis. Instead, all customers receive the same software and the license
options are defined in the CmContainer. See the table below for the properties of the single options:

Product Item Option Description Read Access Write Access Integrated in
Encryption

Text 256 double byte character, used for display in
CodeMeter WebAdmin
License Quantity Number of simultaneously usable licenses, use with FSB X
for floating | concurrent licenses on the
network
Activation Time Use for time-limited versions 4] with FSB J
Expiration Time Use for time-limited versions 3 with FSB
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Product Item Option Description Read Access Write Access Integrated in
Encryption

Usage Period

Use for time-limited versions

initially at first

start
Customer Owned License 128 character, use for customer-specific data 4 with FSB X
Information (e.g. name of the licensee)
Feature Map 32-bit mask, use for activating features or for A with FSB Y
version management
Maintenance Period Used for time-limited software service 4 with FSB A
agreements
Linger Time Used for controlling time on re-start 4 with FSB X
Named User Using required credentials for license access 4 with FSB X
Minimum Runtime Version Minimum CodeMeter Runtime Version (Major- 4 with FSB X
+ Minorversion)
Unit Counter Counter, use for pay-per-use, pay-per-click, 4 A A
pay-per-print, or pay-per-start versions reducing "/
incrementing
with FSB
User Data 256 byte data, use for saving configuration 4 Y X
data
Protected Data 256 byte for saving additional data 4 with FSB X
Extended Protected Data 128 types of up to 256 bytes” 4 with FSB X
Hidden Data 128 types of up to 256 bytes data, use as key with password with FSB as separate key
source”?
Secret Data 128 types of up to 256 bytes data, use as key X with FSB as separate key
source”
Access Password String to access a Product Item 4 with FSB X
Maximum Encryption Rate Integer A with FSB X
Module Item A Product ltem may hold 0 to n Module Items 4 with FSB X
Universal Data Saving of keys: AES key length 256 bit; RSA X with FSB as separate key

key length 4096 bit

) 128 types (index 0-127) available for the ISV while indices 128-255 are reserved for Wibu-Systems

2 The reading[1 22 and writing[3 #* of data from or into a CmContainer is featured also without FSB access at runtime using WUPI functions, if the CmContainer is specially

prepared.

Table 2: Overview Product ltem Options (PIO)

In order to modify these license options, in most cases your Firm Security Box is required. This way, Wibu-Systems ensures that your
customer is not able to change the license you sold. Only the options Text and User Data can be modified without a Firm Security Box. At
the same time, with CodeMeter tools and interfaces used to check and query licenses guarantee that your software is used with the

proper license information.

4.1.1 Product Code

The PIO Product Code serves as the unique identification of a license entry.

e The Product Code is a 32 bit value and can freely chosen by the licensor.
e The definition and programming of the Product Code (write access) requires a Firm Security Box (FSB). However, the read access is not

limited.

The following references show you which CodeMeter tools and interfaces you may use to create, edit or delete this PIO, or how to

conduct queries or checks.

Programming the Product Codes[*"

CodeMeter License Editor
CmBoxPgm
CodeMeter License Central

Programming the PIO /p
Programming *' the PIO

Product Code has to be defined.

AxProtector

Software Protection APl (WUPI)

Core API
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WupiCheckLicense[1*' or WupiAllocateLicensel) *'

WupiQuerylnfoldD) '

Query information about the currently allocated license entry.
CmAccess1*® and handle editing using CmCrypt[)
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4.1.2 Text
The PIO Text serves for labeling a license entry.

e The Text option may hold up to 256 double byte of information, e.g. name of the product or user as displayed in CodeMeter
WebAdmin.

e Write and read access is not limited i.e. a Firm Security Box (FSB) is not required.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO, or how to
conduct queries or checks.

Create/Edit/Delete
CodeMeter License Editor

ProgrammingD*? the PIO [E) Text

CmBoxPgm Programming the PIO /pt[)
CodeMeter License Central Programming3*' the PIO
Programming AP/ Call class ProductitemParamSet)® and subsequently SetProductitemText[) %

Query/Check
AxProtector
Software Protection APl (WUPI) —

Core API CmAccessD1* and in Managing API GetBoxContents

4.1.3 License Quantity
The PIO License Quantity serves to define single user licenses or the number of simultaneously used licenses on a network. With its use
you can implement different license models, such as, single user, concurrent / floating licenses, or terminal server sessions.

At the same time, you have to define access modes to organize license allocation, i.e. how do started instances and allocated licenses
of the protected software correspond to each other in a network environment.

These modes are not saved in the CmContainer but you define them when encrypting your software.

e The License Quantity option may hold up to 4 bytes and holds the information of the number of licenses available on a network.

Up to CodeMeter Version 6.0 setting the option to a value of 0 created a local only license.

Please note that local licenses on server operating systems (termin al server) cannot be used via remote desktop connections.

Since CodeMeter Version 5.10, the programming of a license with a License Quantity value of O in the case of a not installed
server operating system (Windows Server 2008, etc.) allows the start of the application via remote desktop connection.

However, if the computer has been assigned a License Quantity value of 0 and an installed server operating system, the start of
the application via remote desktop connection is not supported.

For example, if you have installed Windows 7, Windows 8, etc., the access via remote desktop connection works but not, for
example, with a Windows Server 2008 system.

e The definition and programming of the License Quantity (write access) requires a Firm Security Box (FSB). However, the read access is
not limited.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO, or how to
conduct queries or checks.

Create/Edit/Delete

Coneliiizier Uit EOr Programming[3*®2 the PIO (= License Quantity

CmBoxPgm Programming the PIO /plg[*
CodeMeter License Central Programming@*' the PIO
Programming AP/ Call class ProductitemParamSet** and subsequently SetAbsoluteLicenseQuantity(** or

SetRelativeLicenseQuantity[) %
Query/Check

AxProtector License handling and License Options
Software Protection APl (WUPI) —

Core API CmAccess[1® and in Managing API GetBoxContents(1



CodeMeter Developer Guide 7.0 - December 2019 7.0

4.1.4 Activation Time

The PIO Activation Time serves as an activation date in terms of a "valid from..." to implement license models which define a start time
of a protected application.

If you additionally define an Expiration Time(330, you are able to implement time-limited license models, e.g. leasing, subscription, etc.

An Activation Time defines a split second value in intervals between January 1st, 2000, 0:00:00 and December 31st,
2099, 23:59:59. This value is always saved in the time zone format UTC (Universal Time Coordinated) and is independent of a time
zone or a daylight savings time interval.

Access to the license is granted only if the Box Time and the Certified Time in the CmContainer are later than the defined Activation Time.
For the fail safe and manipulation safe control mechanism see here*" .

The Activation Time is part of the key derivation™44. This key is derived each time an encryption, decryption or authentication
operation is involved. A manipulation of the Activation Time which is not permitted, e.g. setting an earlier date, leads to deviant
derivation results and the licensed access is prevented.

The licensee is not able to directly change the Activation Time, i.e. setting it to an earlier date.

The definition and programming of the Activation Time (write access) requires a Firm Security Box (FSB). However, the read access is not
limited.

The licensor may set an Activation Time as either an absolute value, or a relative value. E.g. start on January 1st, 2010 or start 30
days from initial installation.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO, or how to
conduct queries or checks.

Create/Edit/Delete
CodeMeter License Editor

ProgrammingD *® the PIO &4 Activation Time

CmBoxPgm Programming the PIO /pat) ™
CodeMeter License Central Programming@*' the number of days the application allowed to run from the first start
Programming AP/ Call class ProductitemParamSet8® and subsequently SetAbsoluteActivationTime[** or

SetRelativeActivationTime

AxProtector Select options in advanced runtime settings
Software Protection API (WUP) WupiQuerylnfold() *'

Query information about the currently allocated license entry.
Core API CmAccess® and in Managing API GetBoxContents

4.1.5 Expiration Time

The PIO Expiration Time serves as an expiration date in terms of a "valid until..." to implement license models which define an end time
of a protected application.

If you additionally define an Activation Time(33°, you are able to implement time-limited license models, e.g. leasing, subscription, etc.

An Expiration Time defines a split second value in intervals between January 1st, 2000, 0:00:00 and December 31st,
2099, 23:59:59. This value is always saved in the time zone format UTC (Universal Time Coordinated) and is independent of a time
zone or a daylight savings time interval.

Access to the license is granted only when the Box Time and the Certified Time in the CmContainer precede the defined Expiration Time.
For the fail safe and manipulation safe control mechanism see here[3*" .

The Expiration Time is part of the key derivation(344. This key is derived each time an encryption, decryption or authentication
operation is involved. A manipulation of the Expiration Time which is not permitted, e.g. setting an earlier date, leads to deviant
derivation results and the licensed access is prevented.

The licensee is not able to directly change the Expiration Time, i.e. setting it to a later date.

The definition and programming of the Expiration Time (write access) requires a Firm Security Box (FSB). However, the read access is not
limited.

The licensor may set an Expiration Time as either an absolute value, or a relative value; e.g. stop on January 1st, 2010 or stop 30
days from first access.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO, or how to
conduct queries or checks.

Create/Edit/Delete

CodeMeter License Editor Programming[3**® the PIO (O Expiration Time

CmBoxPgm Programming the PIO /pet(1®

CodeMeter License Central Programming*! the PIO

Programming AP/ Call class ProductitemParamSet*® and subsequently SetAbsoluteExpirationTime[) ™ or

SetRelativeExpirationTime

Query/Check
AxProtector Selecting options in advanced runtime settings.
Software Protection APl (WUP) WupiQuerylnfold()*'
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Query/Check

Query information about the currently allocated license entry.
Core AP CmAccess* and in Managing API GetBoxContents[1*

4.1.6 Usage Period

The PIO Usage Period, defined as a fixed period of time a license can be used, allows to implement license models not bound to a fixed
start time. This allows implementing 'real' demo versions.

4.1.7 Unit Counter

The PIO Unit Counter serves for implementing license models which bill a software according to its actual use, e.g. pay-per-use, pay-per-
click, etc.

You define an initial value of the counter and which software action is to decrement this counter by how many units. Actions may
comprise, for example, the number of calls of specific software functions, number of print jobs, etc. At the same time, you may also
use an Unit Counter for time-limiting a license by checking the software by a fixed interval and decrementing the counter on each check
by a defined value.

e An Unit Counter may assume integer values between 0 and 4294967294 (Hex: FFFFFFFE (32 bits). Up to Firmware Version 1.18
integer values between 0 and 16777215 (24 bis) are valid.

The number of units by which the Unit Counter is decremented (delta value) may be set by you as value between 1 and 9999. The
decrement takes place safe from manipulation inside the CmContainer.

For security reasons the user of an application decreases this value of an Unit Counter. Increasing this value is not possible.

The Unit Counter is part of the key derivation144. This key is derived each time an encryption, decryption or authentication operation
is involved. A not permissible manipulation of the Unit Counters, e.g. increasing the counter or decreasing the delta value, leads to
deviant derivation results and the licensed access is prevented.

If the Unit Counter reaches a value of 0, the access is prevented. Only special operations which ignore an Unit Counter are still
executable.

e The licensor may set an Unit Counter to an absolute value or add a value to an existing one (relative).

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO or how to
conduct queries or checks.

Create/Edit/Delete

CodeMeter License Editor

—
Programming®? the PIO = Unit Counter

CmBoxPgm Programming the PIO /D* puc
CodeMeter License Central Programming(1* the PIO
Programming AP/ Call class ProductitemParamSet)* and subsequently SetAbsoluteUnitCounterd®* or

SetRelativeUnitCounterl) *

Query/Check

AxProtector If an Unit Counter exists in the CmContainer, AxProtector automatically will decrement it when the
software is started. However, you are able to change the decrement.
On the AxProtector page "Runtime settings" you are able to check the license also at runtime using an
existing Unit Counter.

Software Protection API (WUPI) WupiDecreaseUnitCounter() "
Decrementing of the Unit Counter of a license which in AxProtector is defined with the 1d =
LicenseId
WupiQueryinfold "
Query information about the currently allocated license entry.

Core API CmCrypt

4.1.8 Feature Map
The PIO Feature Map serves for implementing license models which activate specific functions (modules, features) or versions of an
application.

If you do not want to use individual Product Items for different modules of a program, you are able to assign a Feature Code within a
Product Item. The Feature Map represents 32 bits allowing you to individually assign and activate up to 32 Feature Codes.

Using the Feature Map is also an option to manage versions. Here an individual Feature Code is assigned to each program version.
Version Management using Feature Code

Each new major version is coded as one bit. If your customer is allowed to use several versions, then activate the corresponding bits by
setting the bits to a value of 1.

In combination with the PIO License Quantity you are now able to implement a downgrade privilege in the network. Up to the defined
number of licenses your customer is able to use the current version, or the activated previous versions. However, in total no more than
the number of licenses you defined in the PIO License Quantity.
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Figure 8: Version Management using PIO Feature Code

As the figure shows, the binary value of "1110" or the decimal value of 14 activates versions 2 through 4 but not version 1. In
AxProtector and IxProtector you are able to specify the Feature Codes.

Even if you do not use the Feature Map for implementing license models, the value of the Feature Map, the Feature Code does
become part of the key derivation44 and thus of encryption and decryption operations. Then the Feature Map has a Feature Code
of 0 and the Product Item Option is not activated.

The PIO Feature Map has the following properties:

o Up to 32 features are independently manageable. Each feature is mapped by an individual single bit.

e The Feature Code is part of the key derivationD44. This key is derived each time an encryption, decryption or authentication operation

is involved. A not permissible manipulation of the Feature Codes, e.g. setting a corresponding bit in the Feature Map, leads to deviant

derivation results, and the licensed access is prevented.

The licensee is not able to directly change the Feature Code, i.e. adding new features and activate them.

e The definition and programming of the Feature Map (write access) requires a Firm Security Box (FSB). However, the read access is not
limited.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO or how to
conduct queries or checks.

Create/Edit/Delete

CodeMeter License Editor

Programming[*® the PIO # Feature Map

CmBoxPgm Programming the PIO /pfm
CodeMeter License Central Programming*" the PIO
Programming API Call class ProductitemParamSet)® and subsequently SetFeatureMap
AxProtector Must be defined
Software Protection APl (WUPI) WupiQuerylnfold)*'
Query information about the currently allocated license entry.
Core AP/ CmAccess® and in Managing API GetBoxContents[)*®

4.1.9 Maintenance Period

The PIO Maintenance Period serves to store a time-span into the CmContainer, e.g. 12.01.2011 until 03.31.2012. Then the use of a
license is limited to software versions which have been created, i.e. released, within this Maintenance Period. The Release Date is stored in
the protected application and at runtime a check is executed whether the date is within the defined period. An option exist to choose
between a required Maintenance Period and a check of the Release Date only if a Maintenance Period exists (default setting). If the Release
Date does not locate within the Maintenance Period the use of the software is not covered by the license.

Requires CodeMeter® Firmware 1.18 or higher.

This allows you to implement license models which map the granting of support and services when using the software.

o The Maintenance Period option holds two 32-bit values: start and end of the Maintenance Period.
For both values the specification is possible either as date values or as integers in the customary CodeMeter® format (seconds since
01.01.2000). This covers the currently time horizons of CodeMeter® up to a maximum of February 2136.

e The definition and programming of the PIO Maintenance Period (write access) requires a Firm Security Box (FSB). However, the read
access is not limited.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO or how to
conduct queries or checks.

Create/Edit/Delete

CodeMeter License Editor

Je

ProgrammingD™ the PIO 7 Maintenance Period
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CmBoxPgm Programming the PIO /pmd
CodeMeter License Central Not yet implemented
Programming AP/ Call class MaintenancePeriodParamSet)* and subsequently MaintenancePeriodPIO[) **
AxProtector May be activated and checked
Software Protection APl (WUPI) WupiQueryinfold[) *'
Query information about the currently allocated license entry.
Core AP cmCrypt201%, CmAccess20%* and in Managing API GetBoxContents[)

4.1.10 Linger Time

The PIO Linger Time serves for defining a time period in seconds for how long a license remains allocated after the license of the
protected application has been de-allocated or the protected application has been closed.

This allows you to implement license models which are to time-control the restart of protected applications.

e The Linger Time option is specified in number of seconds.

e The definition and programming of the PIO Linger Time (write access) requires a Firm Security Box (FSB). However, the read access is
not limited.

The behavior of the Linger Time depends on the selected access mode you defined in the runtime settings in AxProtector.

Normal user limit Each license lingers since in this mode each started instance allocates a license. It does not make a difference whether
the CmContainer is found locally or on a network.

Station Share For each PC a license lingers since in this mode several started instances on the PC allocate a single license.

Exclusive Mode A license lingers since in this mode the protected application is allowed to start once on a PC. In a server client
environment then the client will not be able to use a server license for the defined time.

No user limit A license does not linger since in this mode any number of instances can be started locally or on a network without the
allocation of additional licenses.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO or how to
conduct queries or checks.

Create/Edit/Delete

CodeMeter License Editor Programming*® the PIO C] Linger Time

CmBoxPgm Programming the PIO /plt

CodeMeter License Central Not yet implemented

Programming AP/ Call class LingerTimeParamSetl) * and subsequently LingerTimePIO[*®
AxProtector May be ignored

Core API CmAccess2

4.1.11 Minimum Runtime Version

The PIO Minimum Runtime Version serves for defining a minimum CodeMeter® Runtime version required to be installed.

This allows you to implement license models which requires a specific CodeMeter® Runtime version for features implemented by a
specific runtime version.
e The Minimum Runtime Version options holds Major and Minor version information and optional the Build Number.
e The definition and programming of the PIO Minimum Runtime Version (write access) requires a Firm Security Box (FSB).
However, the read access is not limited.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO or how to
conduct queries or checks.

Create/Edit/Delete

CodeMeter License Editor Programming[1*® the PIO Minimum Runtime Version

CmBoxPgm Programming the PIO /pmrt

CodeMeter License Central Not yet implemented

Programming AP/ Call class MinVersionParamSet ® and subsequently MinVersionPio.

Query/Check

AxProtector Option -DM%* (section licensing systems)

Core APl CmAccess2[0*® checks the current runtime with the programmed required Minimum Runtime Version.

w

3



CodeMeter Developer Guide 7.0 - December 2019 7.0

4.1.12 Named User

The PIO Named User restricts use of a license to a predefined set of credentials..

Possible credentials types are:

e The system login username

e The system login username and the domain name

e A user-defined text, specified during license programming. It may hold a text up to 127 bytes of data (UTF-8).

For easy verification of the PIO contents the plaintext of the credentials used for creation can be included in the PIO (privacy/safety
implications given).

Currently, only one Named User entry can be defined for each Product ltem.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO or how to
conduct queries or checks.

CodeMeter License Editor Not yet implemented

CmBoxPgm Programming the PIO /[pnmu

CodeMeter License Central Not yet implemented

Programming AP/ Call class NamedUserParamSet and subsequently NamedUserPIO
AxProtector -

Core AP/ CmAccess2[1*® and in the Managing APl Getlnfo

4.1.13 Customer Owned License Information (COLI)

The PIO Customer Owned License Information (COLI) serves for the display of additional personalized license information in CodeMeter
WebAdmin, e.g. name of the licensee or serial number.
o The Customer Owned License Information option may hold up to 256 bytes of data (UTF-8).

e The definition and programming of the PIO Customer Owned License Information (COLI) (write access) requires a Firm Security Box (FSB).
However, the read access is not limited.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO, or how to
conduct queries or checks.

CmBoxPgm Programming the PIO /pcolill*

Programming AP/ Use classes CustomerOwnedLicenselnfoParamSetl) ** and CustomerOwnedLicenselnfoPio
AxProtector ===

Software Protection APl (WUPI) --

Core API CmAccessD'* and in Managing APl GetBoxContents[**

4.1.14 User Data

The PIO User Data serves for saving visible data. For example, you are able to store configuration data.

e The User Data option may hold up to 256 bytes.

e Write and read access is not limited i.e. a Firm Security Box (FSB) is not required. At runtime of the protected application this PIO can
be changed by anyone.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO or how to
conduct queries or checks.

CodeMeter License Editor Programming** the PIO & User Data

CmBoxPgm Programming the PIO /[pudD*® &

CodeMeter License Central Programming(*' the PIO

Programming API Call class ProductitemParamSet)® and subsequently SetUserDatal1*®
AxProtector -—-

Software Protection APl (WUPI) -

Core API CmAccessD1® and in Managing API GetBoxContents

w
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4.1.15 Protected Data

The PIO Protected Data serves saving additional visible data in binary format. For example, you are able to store specific information on
the customer.

e The PIO Protected Data option may hold up to 256 bytes.
e The definition and programming of the PIO Protected Data (write access) requires a Firm Security
Box (FSB). However, the read access is not limited.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO or how to
conduct queries or checks.

CodeMeter License Editor Programmingl** the PIO ¥ Protected Data

CmBoxPgm Programming the PIO /ppd[1%

CodeMeter License Central Programming[ *' the PIO

Programming AP/ Call class ProductitemParamSetl) ®* and subsequently SetProtectedDatal **
AxProtector ===

Software Protection APl (WUPI) --

Core API CmAccessD1*® and in Managing APl GetBoxContents[*

4.1.16 Extended Protected Data

The PIO Extended Protected Data serves for saving additional but secure data in binary format.
e The PIO Extended Protected Data comprises 256 types. Each type may have a length up to 256 bytes.

Of the types 128 (index 0-127) are reserved for the ISV and 128 (index 128-256) for Wibu-Systems.

e The definition and programming of the PIO Extended Protected Data (write access) requires a Firm Security Box (FSB). However, the read
access is not limited.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO or how to
conduct queries or checks.

CodeMeter License Editor Programming[) ** the PIO '8 Extended Protected Data

CmBoxPgm Programming the PIO /ped[1® &

CodeMeter License Central Programming} *' the PIO

Programming AP/ Call class ProductitemParamSetl) ** and subsequently SetExtendedProtectedData1*®
AxProtector

Software Protection APl (WUPI) —

Core API CmAccess[)# and in Managing AP| GetBoxContents[ =

4.1.17 Hidden Data

The PIO Hidden Data serves for saving additional secure - but only with a password readable - data in binary format. For example, you
are able to store individual key constants for decryption operations.

The PIO Hidden Data comprises 256 types. Each type may have a length of up to 256 bytes.
The default and optimal entry length equals 242 bytes which is shorter than the maximum entry length of 256 bytes.

Using this default length optimizes hardware resource performance in the CmContainer. Reading data is automatically done across
entries, i.e. when an entry is completed by the maximum length automatically the next entry is read.

Of the types 128 (index 0-127) are reserved for the ISV and 128 (index 128-256) for Wibu-Systems.

The definition and programming of the PIO Hidden Data (write access) requires a Firm Security Box (FSB). The read access is feasible only
with a valid password.

The reading# and writing®* of data from or into a CmContainer is featured also without FSB access at runtime using VWUPI
functionsD *, if the CmContainer is specially prepared.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO or how to
conduct queries or checks.

Create/Edit/Delete
CodeMeter License Editor Programming[** the PIO [/ Hidden Data
CmBoxPgm Programming the PIO /phd[) # 17
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CodeMeter License Central Programming*' the PIO

Programming AP/ Call class ProductitemParamSet)*® and subsequently SetHiddenDatald) **

AxProtector ==

Software Protection API (WUPI) WupiReadDatal) ™ or WupiReadDatalnteger() 2, WupiWriteData®) ™ or WupiWriteDatalnteger
Core API CmAccess[1* and in the Managing API GetBoxContents

4.1.18 Secret Data

The PIO Secret Data serves for saving additionally secure - but invisible - data in binary format. For example, you are able to store
individual keys for decryption operations .

e The PIO Secret Data comprises 256 types. Each type may have a length of up to 256 bytes.

Of the types 128 (index 0-127) are reserved for the licensor and 128 (index 128-256) for Wibu-Systems.

e The definition and programming of the PIO Secret Data (write access) requires a Firm Security Box (FSB). A read access is not possible.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO or how to
conduct queries or checks.

Create/Edit/Delete

CodeMeter License Editor Programmina®** the PIO I Secret Data

CmBoxPgm Programming the PIO /psd()® [

CodeMeter License Central Programming*' the PIO

Programming AP/ Call class ProductitemParamSet)® and subsequently SetSecretDatal]*®
AxProtector

Software Protection APl (WUPI) —

Core API CmAccess[)® and in the Managing API GetBoxContents(1?*

4.1.19 Access Password

The PIO Access Password allows you to restrict access to a Product Item level exclusively to accesses using a password.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO or how to
conduct queries or checks.

CodeMeter License Editor not yet implemented

CmBoxPgm Programming the PIO /papwd[**

CodeMeter License Central Activate this option

Programming AP/ Call class ProductitemParamSet()*

AxProtector ===

Software Protection APl (WUPI) -

Core AP Managing API GetBoxContents(1** and CmGetinfo

4.1.20 Maximum Encryption Rate

The PIO Maximum Encryption Rate allows you to specify a maximum number of encryptions performed per 30 seconds on accessing a
programmed license entry. This security feature obstructs potential hackers to draw conclusion from encrypted data by using brute
force methods.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO or how to
conduct queries or checks.

CodeMeter License Editor not yet implemented

CmBoxPgm Programming the PIO [pmer(d®

CodeMeter License Central Activate this option

Programming API Call class ProductitemParamSet[) ™

AxProtector ===

Software Protection APl (WUPI) -

Core AP Managing API GetBoxContents('? and CmGetinfo

w
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4.1.21 Universal Data

The PIO Universal Data allows allows the creation and management of different data types: keys, data and passwords.

Currently available for CmDongle with a minimum Firmware version of 4.30. CmActLicense and CmCloud are not supported.

e The PIO Universal Data comprises 2 x 32769 (65536) field indices of freely selectable length.

Of the indices, 32769 (index 0-32768) are reserved for the software manufacturer (ISV) and 32769 (index 32769-65536) for
Wibu-Systems.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO or how to
conduct queries or checks.

Create/Edit/Delete

CodeMeter License Editor not yet implemented
CmBoxPgm Programming the PIO /puvd®
CodeMeter License Central not yet implemented
Programming AP/ not yet implemented
AxProtector -

Software Protection APl (WUPI) -

Core APl not yet implemented

The introduction of Universal Data (UvD) PIO removes some of the restrictions that existed when using data fields, while making them
more flexible to use. In addition, the changes extend the range of possible fields of application.

The maximum entry length of 256 bytes, for example, restricted the cryptographic use of keys to certain lengths. Also the storage of
large amounts of data (Binary Large OBjects, BLOBs) was inflexible and required the management of multiple indices including
padding. And finally, there were no procedures for using data fields, for example to protect against certain attack scenarios that, for
example, require access to data fields at runtime without having a Firm Security Box (FSB). Necessary, for example, when programming a
certificate store separately with the option of certificate imports and password management. The introduction takes these changed
requirements into account.

Universal Data (UvD) is used as part of a highly configurable interaction of several components: three UvD data types can be assigned
different access permissions for different access types. Since this is possible for accesses with a Firm Security Box (FSB) or for accesses at
runtime, there are additional security options against unauthorized or unintentional mixing of access types to UvD data types.

Basically, a complete UvD entry is programmed via the Firm Security Box (FSB). The data type[337, all access types(37 and access
permissionsl37 including security options83” are set and the possible password indices are linked.

UvD Data types
There are 3 different data types: ‘Key', '‘Data’ and ‘Password'.

A data type change of a UvD entry, e.g. from type 'key' to type 'data’ or vice versa, is not allowed without Firm Security Box (FSB)
programming.

Key A total of 5 subtypes for the encryption algorithms AES and RSA are supported.
For AES the key lengths 128, 256 and for RSA the key lengths 2048, 3072, 4096.

A change of the subtype, e.g. from rsa4096 to rsa2048 or from rsa4096 to aes256 is allowed without Firm Security
Box (FSB) programming, if the write permission for the UvD entry 'Key" exists.

The keys can be set directly or a random generation can be selected within the CmContainer. The keys never leave the
CodeMeter SmartCard chipo.

Data The data can be entered directly or as a path to the input file.

Password The password can be entered directly. The reading, writing and use of UvD data types can be controlled by passwords.

Access types and Access permissions
There are three ways to access a UvD entry:

(Nead read access to the UvD entry.
(Write write access to the UvD entry, i.e.,creating and changing the data.
(U)se utilizing access to the UvD entry.

The access permissions are ordered as follows:
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permission denied [-] prevents access to the UvD entry.
permission granted [+] allows access to the UvD entry if a second password (master password) is set. The access matrix is as follows:
set not set valid
set set valid
not set not set valid ¥
not set set invalid X

permission always granted [+] always allows access to the UvD entry
(neither a password1 nor a password?2 are set)

This results in the following combinations of access type and access permissions.
Access type denied always granted
granted with password (1 or also 2)

read r- r+ r+ (p1/p2)
write w- w+ r+ (p1/p2)
use u- u+ r+ (p1/p2)

Programming

The programming of a UvD entry should always take into account that access to UvD entries can take place via two different
authorization systems: on the one hand via sole access by an FSB owner and on the other hand via read and write access at runtime,
e.g. via the use of passwords.

If the FSB owner has exclusive access, for example, only the owner of the FSB can update the UvD entry and access content via a
context file (* .WwibuCmRacC). At the same time, however, a protected application may be allowed to use a key via an encryption call
(CmCrypt...) during runtime.

During runtime access, read and write access to the UvD entries may be allowed, but no new UvD entries may be created. Write
accesses, e.g. during an update, are limited to the user data and changing 'key' subtypes.

Security options

UvD data types can be accessed either with a Firm Security Box (FSB), or at runtime. With seals set by default, there are additional
protection options designed to prevent UvD entries that can be accessed at runtime from being read or updated by the FSB owner
without permission or intention, or from being accessed via a modified password usage.

The following list shows which protection option is active for which data types and accesses (X).

Seal Description FSB owner access Runtime access

NO_READ Prevents the UvD entry from being Key
read using a Firm Security Box (FSB).

N Data X
Password X Password X
NO_UPDATE  Prevents the subsequent Key X Key X
modification of the UvD entry via a
Firm Security Box (FSB) Data N Data X
programming.. Password W Password X
INTEGRITY [nvalidates a UvD entry as soon as Key v Key X
a password UvD entry referenced
to it has been deleted and Data v Data X
integrity can no longer be N
guaranteed. Password y Password X

38
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With the new PIO UvD, the mapping of previous data fields could look like this:
To set the parameters in CmBoxPgm see /puvdD® ff.
o Secret Data as UvD data type 'Key":

Useful, (u+) but not reading (r-) and writing (w-) access. As protection options for sole programming by the FSB owner
NO READ and NO UPDATE.

o Extended Protected Data as UvD data type would correspond to ‘Data’:
Read (r+), but not write (w-) access. Requires no protection options for sole programming by the FSB owner.
o Hidden Data as UvD data type 'Data’ with access via a password:

Reading (r+) access only with password (would correspond to Hidden Data Access Code), but not writing (w-) access. Requires
no protection options for sole programming by the FSB owner.

4.2 Allocation order of licenses

On designing license strategies, the allocation order defines the criteria according to which a license is accessed, if several licenses with
the same Firm Code:Product Code pair and a Feature Code are available.

Paramount here is that the first license to be allocated provides the least restriction by way of its Product Item Options. This results in a
weighted license allocation order displayed below:

e License has no restrictions

e License has an Expiration Time or an activated Usage Period - here the license with the longest remaining time is allocated first
e License has an Unit Counter - here the license with the highest counter is allocated first

e License has a non-activated Usage Period

e License has a status "disabled"

e License with a not reached Activation Time - here a forced license access is required

e License with a consumed Unit Counter, reached Usage Period and reached Expiration Time - here a forced license access is required

4.3 Module Item

Module Items allow the organizational grouping of different license entries required for a product. This is especially helpful when using
the license transfer feature.

Module Items represent Product ltems located below the level of a Product ltem. Thus it can have all license properties, such as a common
Product Item. A Module Item inherits all PIOs (Product ltem Options) from the super-ordinated Product ltem. All PIOs explicitly set in the Module

Item overwrite the values inherited from the parent Product ltem. However, adding additional license properties to a Module ltem is
possible.

A Product ltem may hold 0 to n Module ltems. A Module ltem itself cannot have Module ltems.

The following references show you which CodeMeter® tools and interfaces you may use to create, edit or delete this PIO, or how to
conduct queries or checks.

Create/Edit/Delete
CodeMeter License Editor

CmBoxPgm Programming the PIO [pmilh* (&
CodeMeter License Central
Programming-AP/ Calling class ProductitemParamSet*® and then ProductitemParamSet() *™®

AxProtector
Software Protection APl (WUPI) —
Core API

GetBoxContents() * reads the original properties of the Product ltems used as Modlule Item; CmGetlnfol1 =
reads the actual effective properties.

4.4 Security with Capital S

The following table shows additional advantages featured by hardware-based protection with CodeMeter® (CmDongle).

Firmware runs protected in the hardware The firmware, i.e. key storing and calculation, and the related encryption and decryption are safely

protected and run in the Smartcard chip of the CmDongle. The hacker cannot analyze the chip because
it represents a black box.

Hardware can be locked If you detect an attack within your software (this is done automatically by our tools), you are able to
send a lock command to the CmDongle directly from within your software.
This command locks all your licenses, i.e. those at your Firm Item level. You are able to reactivate these

licenses by remote programming. However, until reactivation the CmDongle behaves as if those licenses
(and the keys involved) were not present. The hacker does not have a second try.
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Counters cannot be set back by a backup

Deleted licenses cannot be set back by a

backup

Counters are safely stored in the Smartcard chip of the CmDongle.The values of the counters cannot be
manipulated from the outside and cannot be reset by installing a backup.

Licenses which have been deleted in a CmDongle no longer exist. By transfer of a receipt, the developer
is sure that the license does not exist in the current CmDongle and also is irretrievable.

Expiration Time and Usage Period are checked All times and dates used, such as Expiration Time and Usage Period, are checked against the clock running

against the internal clock

Certified Time via time server and locking

License Portability

internally in the Smartcard Chip. The recorded times cannot be manipulated; the internal clock cannot
be set back. Consequently, an expired license is irretrievable. For further security, the developer can
update the internal clock via a certified time server.

Additionally, Wibu-Systems provides globally spread time server which supply a certified time and
impede time manipulation.

Wibu-Systems is able to lock lost CmDongles. This locking is stored in these CodeMeter® time server,
and as soon as the affected CmDongle is trying to update this time it is locked.

The user wants the convenience of using software legally purchased on different computers (home,
office, etc). The developer wants to make sure that his/her programs are not used illegally on multiple
computers. With CodeMeter, both the user and developer are winners; since the license is contained on
the CmDongle, the user can move it by simply relocating the CmDongle. And the developer knows that
while his/her program may be installed on more than one system, it can only be used on one of them at
a time.

Security against license loss by viruses and Programming (create, edit, delete) of a license in a CmDongle is secured by cryptography. Only you

other malware

with your FSB are able to delete entries. No virus is able to destroy the user's licenses.

Table 3: Advantages of CodeMeter® Hardware
4.5 License Models - Mapping Variety using CodeMeter

As described, each license entry may have Product ltem Options combined in any way. This allows you as a licensor to map your license
strategy using a variety of license models. The following table shows the basic license models from which you are able to build your

individual license strategy.

Single-user
Network

Feature-on-demand

Perpetual license
Demo version
Rental, leasing, subscription

Pay-per-use
Software assurance

Downgrade right

Grace Period license

Volume license (with control)

Volume license (without control)

Version licensing
Cold standby

Hot standby

High availability licenses
Overflow licenses

License borrowing

User-specific licenses

Computer-specific licenses
qu

The license is stored on a PC (CmActLicense) or in a CmDongle connected to the PC. The software runs on
the same computer/machine, or in the cloud.

The license is stored on a central server in the network. It is used by PCs as a floating license. In embedded
applications its main use is as an emergency license. It has little significance in the cloud.

Individual licenses are used to activate specific products and modules. This allows you to generate extra
turnover through the sale of add-ons.

In embedded applications, service technicians can connect a suitable CmDongle to access hidden service
functions.

The license is issued permanently and never expires.
The user can only access the functionalities you specify for a limited time.

You specify how long the license is valid for.
You can use CodeMeter License Central to automatically extend the license

Billing is based on the number of units used. You can decide whether the billing unit is based on time or
function. In the cloud billing with this type of license is usually volume-based.

This is a perpetual license which includes a service level agreement. Users have automatic access to updates
as soon as they are available.

The license covers the right to optionally use older versions of a program. With this license a key customer
can make sure the same version of a program is used throughout the company. They can decide when to
update to the new version.

The license covers the right to optionally use the next version of a program. This means you can still sell the
current version even though a new version has been announced.

You specify the number of licenses a key customer can activate.

The key customer is sent an activation code which they can use as often as they wants. The number of
licenses appears in the contract but is not controlled (CmActLicense only).

It is possible to choose whether the license covers one or several versions of the same software.

The user owns a spare license which they can use if there is a problem with their current license. They have
to activate the license before it can be used.

The user owns a spare license which they can use immediately if there is a problem with their current
license.

The user owns a redundant license server ("2 out of 3" principle).

The user can activate more licenses than they own. Usage is monitored though and can be subsequently
billed.

The user can borrow a license from a license server to use on a local computer (CmActLicense) or in a
CmbDongle for a fixed time. When the license expires, it is automatically returned to the license server and
can no longer be locally accessed. It is also possible to manually return the license before the expiry date.

The license is associated with a specific user name.
The license is associated with a specific computer name.
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Time zone licenses The license can only be used in the geographical region (time zone) specified by you.
Table 4: Mapping License Models using CodeMeter

4.5.1 Implementing License Models
This section briefly describes a series of examples showing you how to implement different license models using CodeMeter®. For the
necessary programming you use the respective tools0 ™.

All you need for building these examples is your valid Firm Code. With it you are allowed to create your Firm Item level. Then you store
your actual license entries at this level and configure the available Product Items.

Of course you are able to alter or combine these example models so that they exactly match your license strategy.

4.5.1.1 Local Single User Licenses

This license is exclusively available locally on a PC to which the matching CmContainer is connected.

Define a freely chosen Product Code at the Product Item level. Set the Product Item Option License Quantity for example in CmBoxPagm , to
the value local.

4.5.1.2 Concurrent-/ Floating License in the Network
This license is centrally provided by a server and allows the concurrent use of licenses for a specified number of clients.

Define the number of licenses simultaneously used in the network by the Product ltem Option License Quantity.

Activate CodeMeter License Server on the favored PC to which the CmContainer is connected. CodeMeter License Server is already integral
part of the CodeMeter runtime environment. You activate the server in CodeMeter WebAdmin3* . In CodeMeter WebAdmin you are also
able to monitor the number of allocated licenses allocated by single PC. The license access knows different access modes.

e Userlimit: for each started instance of your software exactly one license is allocated.
e StationShare: for each PC, the application can have any number of multiple instances, only one license per PC is allocated.
o NoUserLimit: the software can be started but no license is allocated. Even if all license have been already allocated.

When operating a CmContainer on a virtual machine the license must be directly available in the session. A sharing between different
sessions is not possible.

When operating a CmContainer on a terminal server, or in multi-user mode on Windows XP or Windows Vista you can avoid license
infringement by setting CodeMeter License Server in AxProtector to the minimum version 3.20.

Then CodeMeter automatically handles sessions, and each session is interpreted as a separate PC including all access modes.

4.5.1.3 Demo Versions

Time Limit
If time-limiting the license of a demo version, you define a fixed Expiration Time or an Usage Period .

If using a fixed Usage Period, the moment the protected application is started for the first time determines when the testing period
ends. This allows you to implement ‘real' demo versions where the time-span is not limited to a previously defined date.

Define an Expiration Time or an Usage Period at the Product Item level.

In Cque/\/leter the Expiration Time or Usage Period are checked against the internal clock in the CmContainer (for time synchronization see
here3%"),

Runtime Limit 'Start x-times'
If limiting the license of a demo version by the number of allowed software starts, you define an Unit Counter at the Product item level.

The Unit Counter is decremented each time the software is started (value = runtime / time unit). In the software you then decrement the Unit
Counter per time unit by a value of 1.

Functional Limit

Demo versions may also differ from standard versions by different functional scopes (so-called crippling). In this case, you may license
a functional limited demo version (see modular licenses! 1),

4.5.1.4 Modular Licenses

Modular licenses allow you to variably license special parts of a protected application (modules or functionalities). You have two
options to implement modular licensing: by using different Product Codes, or the Product ltem Option Feature Map.

Different Product Codes

Define a Product Code for each module (functionality) of the application. In this way, you may activate up to 6,000 different modules, and
separately define further modular license options, such as, Expiration Time or License Quantity (network licenses).

Feature Map

Define a Feature Code. Each bit value in the Feature Map then exactly stands for a single module (functionality). By programming the respective
Feature Map you activate the single modules (functionalities) you wish, for example, for demo purposes.

4
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Licenses for single modules may also be distributed and span several CmContainer. For example, a standard basic version runs
machine-bound while the service technician with his/her CmContainer gets access to extended functions.

4.5.1.5 Leasing
Licenses in the realm of leasing allow the definition of a period of time in which the use of a software is licensed.
Define an Expiration Time or an Usage Period at the Product ltem level.

In CqueMeter the Expiration Time or Usage Period are checked against the internal clock in the CmContainer (for time synchronization see
hereD*").

4.5.1.6 Pay-per-use Licenses

Licenses in the realm of pay-per-use are based on billing for the actual starts of a software or its modules, for example, pay-per-click,
pay-per print, pay-per-start, etc. This guarantees maximum flexibility, e.g. acquiring additional customer which prefer to pay the
software on a per-use basis.

Define an Unit Counter at the Product ltem level. Before or after the respective action in your application you decrement the counter by one or more
units. When the counter equals the value of 0 the license becomes invalid. You may also limit the use by defining a number of allowed action
calls.

For different actions you may optionally use the same Unit Counter or several Unit Counter.

4.5.1.7 Downgrade/Version Managment

Downgrade
A downgrade license model grants the license to use a former instead of the current licensed version of the same product.

Define a Feature Map at the Product ltem level. Each bit in the Feature Map then represents a version. For example, you now may simultaneously
grant a floating license for three PCs including a downgrade privilege, i.e. the licensee is able to start either the old or the new version on all
three PCs, but both versions together only on a maximum of three PCs at the same time.

In total the number of started applications cannot exceed the number you defined in the PIO License Quantity.

Version Management
Define a Feature Map at the Product ltem level. Each bit in the Feature Map represents a version you are able to separately activate or deactivate.

If you simultaneously set the PIO License Quantity to a value of 1, the user is able to use only one of the activated versions at a time. Of
course this also works on a network environment with more than one license.

4.5.1.8 Overflow

Overflow license models cover the provision of additional pay-per-use licenses for ensuring a short-term increase of license requests.

Define two Product Codes at two different Product ltem levels for the main and the overflow license entry. The main entry holds no Unit Counter and a
License Quantity according to the number of licenses acquired. In contrast, the overflow entry holds a high Unit Counter and a License Quantity
according to the desired number of overflow licenses.

Now, all main license entries that are allocated, use the overflow entries for the software. Then you are able to decide for yourself whether you
show this in the software and eventually slow down software performance. In addition, you may monitor the Unit Counter on a regular basis to
record how often (or how long) overflow licenses have been used.

If implementing overflow licenses, you are still able to protect using AxProtector. Use AxProtector with the Product Code of the main entry
and set the access mode to NoUserLimit.

4.5.1.9 Hot/ Cold Standby
License models in the realm of system reliability and stability (so called “mission critical” applications) may require cold and hot
standby licenses.

Cold Standby

By cold standby we mean the practice of keeping a second non-activated CmDongle next to the CmDongle in use. In the case the first
CmbDongle fails, the second backup CmDongle is used.

Define a Usage Period at the Product Item level.
Deliver your customer this backup CmDongle with a Usage Period of a couple of days. When the license entry is used the first time, the Usage Period
starts. This license allows the user to bridge the failure but is not a full-fledged second license.

Hot Standby

The hot standby practice also has a backup CmDongle ready but it operates parallel to the actual CmDongle. Only when the system
fails; the backup CmDongle is used.
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Define two separate Product Codes for the main and the backup license for two separate CmDongle. The main license holds no Unit Counter. The
backup license is implemented with a very high Unit Counter for the second CmDongle connected to a second PC. Connect the CmDongle with
the main license and without Unit Counter to the license server, and the CmDongle with the backup license and very high Unit Counter to the
backup server. Using the server search listf*" you define the sequence of the license to be allocated. In the case that the first server fails, the
second server with the backup licenses is used automatically. Checking the Unit Counter on a regular basis avoids misuse.

4.5.1.10 Named User Licenses

Named user licenses cover the use of a software bound to a named user who additionally has to successfully authenticate him/herself
to the system.

Define a Protected Data field at the Product Item level and save the User ID to it.
In the software you then check whether the separately saved User ID is identical to the User ID calculated for the actual user.

4.5.1.11 Machine-bound Licenses

In some cases it may be necessary to bind a CmContainer to a specific PC, machine or user.

Define a Protected Data field at the Product Item level and save the ID to it.

4.5.1.12 License Borrowing

The license borrowing model allows for the use of software applications on a PC not connected to the license server controlling access
to the protected application. The license is borrowed for a limited time. However, the total number of licenses available in the network
is not affected. This license mobility is required, for example, when licenses have to be available on a separate laptop on the road, or at
the home office.

For license borrowing you require prepared CmContainer, one at the server and one at the client side.

The licensee borrows and returns licenses using the "Borrowing" tab in CodeMeter Control Center. In CodeMeter WebAdmin the license
allocationB3*" is displayed.

4.6 License Transfer

The license transfer features the transfer of licenses from one CmContainer to another CmContainer. Here a Firm Security Box (FSB) is
not mandatory.

From a technical point of view, licenses are no longer transferred symmetricallyD46 safeguarded but are stored as certificates in the
context of asymmetrical cryptography®47.

This also includes the standardization of the license formats for CmDongle and CmActLicense which become separate CmContainer
Types identified by different CmAct Ids.

CmAct Id CmContainer Type
Range

e CmbDongle

*kkk

CmActLicense

*kkk

CmCloud (not yet implemented)

Wibu-Systems grants Independent Software Vendors (ISV) the right for a license transfer. Subsequently. the ISV is able to decide
whether or not a license transfer is part of its licensing strategy.

The license transfer is authorized by a private key which is required to create the required certificates.

If you decide for which CmContainer TypesD™ you desire to authorize the license transfer, it is essential that you note that
transferring this private key will allow the use of a protected application with such a transferred license.

The transfer of licenses from a sending to a receiving CmContainer currently involves the following transfer modes:
e  Push transfer mode

A license is transferred from a sending CmContainer to a receiving CmContainer.
e Return transfer mode

A previously transferred license is returned from the receiving CmContainer to the sending CmContainer.

Requirements

1. The Firm Codes used must be greater than 6,000,000 (Universal Firm Codes).
2. The installed CodeMeter minimum version must be 6.0.

3. If using CmDongles the mask number must have a value of 3.

4. A Firm Security Box (FSB) must be available to program the license transfer.

Transfer options

Returning allowed This option specifies whether the transfer mode Return is allowed.
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Firm Item at target required This option specifies whether on the target CmContainer a Firm ltem must exist before the transfer takes
place (CmActLicense).

Transfer Type This option specifies the following types.

Move licenses An existing Product ltem with License Quantity is duplicated in two Product ltems
while the License Quantity is split over the two CmContainer.
On return the licenses are merged. Multi-stage license transfers must be
returned in reversed order.

Borrow local license A license is borrowed for local use only (without connection to a license
server) for a definable period from one CmContainer to another. After the
period has expired, the licenses automatically reallocates to the server's
license pool. A locally borrowed license can not be further transferred. The
license transfer depth has a value of 1.

Transfer Depth This option specifies the number of steps the transfer is allowed to differ from the original license, if a
license is transferred to other CmContainer.

License entries for the transfer are programmed using the commandline program CmBoxPgm1™ and are transferred file-based
between sending and receiving CmContainer using the commandline program cmul*.

The interface to communicate with CmContainer at runtime of CodeMeter License Server provides CodelMeter Core AP .
The display of license transfers is part of CodeMeter WebAdminD*" .

The license transfer feature for CodeMeter License Central is available with version 2.20 (only transfer type Borrow local license).
4.7 Security by Encryption

The security of CodeMeter® is based on encryption. The software or modules or data in the software to be protected are encrypted by
the developer before shipping. The key for decryption is part of the license the developer generates for the end-user. On the user's
side, parts of the software are decrypted only when needed (on demand decryption). After use, these parts then are re-encrypted.

Figure 9: Security by Encryption
4.7.1 Key Derivation - One License Entry - Many Keys

The software is encrypted at runtime on the user's PC. Also at runtime, the communication between the software and the license
stored in the CmContainer is encrypted. A common practice among hackers is to use a "record / playback" tool at the interface in
order to discover the encryption key. This is prevented by CodeMeter® because Wibu-Systems uses the concept of alternating keys. As
the figure below shows these keys are generated in the CmContainer by a derivation, our so-called "secret sauce". This process of the
key derivation takes place within the CmContainer but the derived keys never leave the CmContainer.
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Figure 10: Key Derivation CmDongle

In the case of CmActLicense, the activation and software-based variant of CodeMeter, instead of Black Key and Firm Key the information
on the Product Items and an individually derived Product ltem Secret Key exist as parameters.

Effective key

The "effective" key for encryption and decryption operations is composed of several CmContainer internal and external parameters.
Within the CmContainer the key is then calculated by a hash function (SHA 265).

Black Key, Firm Key in CmDongle

At first, there exist two non-readable parameters inside the CmDongle. The Black Key is a secret key known only to Wibu-Systems. And
the Firm Key is initially delivered for CmDongle by Wibu-Systems but can be changed afterwards by the licensor.

Please note that this is possible only in the case of CmDongle, the hardware-based variant of CodeMeter but not for CmActLicense,
the activation and software-based variant of CodeMeter.

Alternatively, also a Secret Data or Hidden Data field may be used instead of the Firm Key.

Firm Code, Product Code, Feature Code, Release Date

Additionally, there exist four more parameters located in the CmContainer. However, for a license they can be programmed from the
outside into the CmContainer: Firm Code, Product Code, Maintenance Period with a defined Release Date, and Feature Map - where feature
activating is done via single bits defining the Feature Code.

Encryption Code

These first parameters are static and are integrated for single license entries into the key derivation. In contrast, the two additional
parameter Encryption Code and Encryption Code Options (ECO) are dynamic and get integrated at runtime as a variable for a given
protected application.

The Encryption Code is a fix value (you are free to choose) which is stored for encryption and decryption operations.

Encryption Code Options

Moreover, the runtime Encryption Code Options complete the composition of the parameters. The Encryption Code Options contain
information about required Product ltem Options used in the key derivation and how they are checked. They cover the following options
(for the detailed description of how to use the single options see in the CodeMeter API Guide online help the section "Functions |
Encryption API | CmCrypt2"):

PIO Unit Counter, Activation Time and Expiration Time

Access modes of started instances to available licenses

Value by which an Unit Counter is decremented at a specific action (delta mask),

Check whether a Certified Time update has been occurred since the CmContainer was connected or activated,
e Decrement of a special counter by a value of 1 when a debugger has been detected (Firm Access Counter, FAC).
Hash Function (SHA 256)
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The calculation resulting from all the parameters via a hash function (SHA 256, Secure Hash Algorithm) represents the effective key.
Within the symmetric encryption method AES (Advanced Encryption Standard) the effective key then is used to encrypt and decrypt
data.

The hash value is used as a kind of "finger print" to ensure that data has been actually encrypted and decrypted with the same
effective key. If illegal manipulation has been attempted, and thus changes of the parameters have occurred in between encryption
and decryption operations; a completely different hash value is the result, hence, the operation is not executed, and the license access
results in a failure.

This process of the key derivation takes place within the CmContainer and the derived keys but never leave the CmContainer.
4.8 Cryptography
In general, cryptographic methods and operations comprise the following objectives:

o integrity: contents must not be altered.

o confidentiality: reading the actual content by unauthorized persons is practically prohibited.

o authentication: the sender of a message proves the identity to the receiver.

o non-reputability: the sender of a message cannot deny sending it, nor the receiver receiving it.
CodeMeter® provides many cryptographic methods which meet these objectives.

AxProtector and IxProtector apply AES (Advanced Encryption Standard) with a key length of 256 bits in symmetric encryption
and decryption operations.

Asymmetric encryption and decryption operations are executed by ECC (Elliptic Curve Cryptography) 224-bit and RSA with
2084-bit.

For ECC Wibu-Systems supports the P-224 curve variant secp224r1 with a key length of 224 bit as recommended by the U.S.
American NIST (National Institute of Standards and Technology).

The CodeMeter Core API provides the CmCrypt2 function to apply the various encryption and decryption algorithms. They include
symmetric methods but also asymmetric methods for signatures and public key structures.

4.8.1 Direct and Indirect Encryption

In CodeMeter® there is a basic distinction between when an encryption operation is direct or indirect. This influences system
operational performance.

Direct Encryption / Decryption

In the case of direct encryption the operation takes place in theCmContainer. The data to be encrypted has an exact data length of 16
bytes and is encrypted in the cryptographic unit in the CmContainer.

Using direct encryption does make sense for random-based checks or for encryption / decryption sequences with a short length.

Indirect Encryption

In the case of indirect encryption, first, a part of the data is directly encrypted in the CmContainer, and subsequently this result is
integrated as an initialization vector into the remaining operation, which takes place in the PC memory.

The minimum length of data is 16 bytes, the maximum length is 4 GByte.

4.8.2 Symmetric Enryption

In the case of symmetric cryptographic methods for encryption operations the same key is used (see Encryption APID *).

AES
CodeMeter® applies the standard algorithm for symmetric encryption of data: the AES (Advanced Encryption Standard).

In CodeMeter® AES is applied with a key length of 128 bits = 16 bytes.

4.8.2.1 AES - Cipher Block Chaining Mode (CBC) (recommended)

The AES algorithm in Cipher Block Chaining Mode XORs each block of plain text with the previous cipher text block before being
encrypted. This way, each cipher text block is dependent on all plain text blocks processed up to that point. Also, to make each
message unique, an initialization vector must be used in the first block. A one-bit change in a plain text affects all following cipher text
blocks. The encryption is sequential, i.e. it cannot be parallelized.

Wibu-Systems recommends this mode since CBC is the most commonly used mode of operation.

Although CodeMeter supports also other older cryptographic modes. However, their use is not recommended.

For more information see the technical guideline TR-02102-1 " Cryptographic Mechanisms: Recommendations and Key
Lengths" (courtesy translation) edited by the German Federal Office for Information Security, BSI (Bundesamt fur Sicherheit in
der Informationstechnik) (BSI).
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4.8.3 Asymmetric Encryption

Along with symmetric encryption, CodeMeter® also provides the option to asymmetrically encrypt and decrypt data by private and
public keys, and to create and verify signatures for authentication checks. The CodeMeter APl Guide provides the necessary API
functions and function blocks: Authentication APID® , Encryption APID?, Blocks

4.8.3.1 ECC - Elliptic Curve Cryptography

ECC (Elliptic Curve Cryptography) is an approach to public key cryptography based on elliptic curves. Here both communicating parties
have different keys: a public key and a private key. The private key is kept secret, while the public key may be widely distributed. The
private key never leaves the CmDongle. From it the public key can be calculated to be deposited and saved authentically with the
opposite party.

For ECC Wibu-Systems only supports the P-224 curve variant secp224r1 with a key length of 224 bit as recommended by the U.S.
American NIST (National Institute of Standards and Technology).

4.8.3.2 ECIES - Elliptic Curve Integrated Encryption Scheme

The ECIES (Elliptic Curve Integrated Encryption Scheme) is a public key encryption scheme which allows data to be sent to the private
key (in the CmDongle) owner when the public key is known. Generally, data is encrypted using the function CmCryptEcies and is
decrypted with CmCrypt and the algorithm CM_CRYPT ECIES STD.

4.8.3.3 ECDSA - Elliptic Curve Digital Signature Algorithm

The ECDSA (Elliptic Curve Digital Signature Algorithm) is a signature algorithm generating a hash value (digest) from a document. This
digest then is signed with the private key. In contrast to ECIES, here the private key is used for creating the signature, while the public
key is used for verification.

See the relevant functions CmCalculateDigest, CmCalculateSignature, CmValidateSignature and CmGetPublicKey of the Authentication
AP needed for performing the authentication procedures.

4.8.3.4 RSA

The RSA algorithm is named after its inventors (Ron Rivest, Adi Shamir and Leonard Adleman) and is suitable for signing as well as
encryption.

4.8.4 Additional Encryption Algorithms

Certified Time Encryption
This encryption operation refers to the Certified Time feature and presents a special function for the CodeMeter® time server.

SHA - Secure Hash Algorithm 256

The SHA algorithm is a cryptographic hash algorithm creating a 256 bit (32 byte) checksum to be used as a "finger print". In the realm
of asymmetric encryption, the SHA-256 algorithm is used for preparing a signature in order to calculate a control value of constant
length for the data to be signed.

47



CodeMeter Developer Guide 7.0 - December 2019 7.0

5 CodeMeter Start Center

CodeMeter Start Center serves as communication center. It allows the access to basic CodeMeter® tools, applications, and interfaces.
5.1 Structure and Navigation

You access CodeMeter Start Center via the "Start | All Programs | CodeMeter” start menu (38 Press "Windows" key to open Start
screen | Type "CodeMeter Start Center" | Press "Enter" key). The user interface is divided into two areas: an upper menu bar,
and a lower display window, allowing access to single applications.

@ CodeMeter Start Cente x :

| File Tools Help

@ % @ @ PERFECTION IN SOFTWARE PROTECTION

WebAdmin | Update | D per Guide
|
_SYSTEMS
AX P rotector AxProtector automatically protects your software. AxProtector encrypts your compiled
application without the need to atter your source code.
AP | G u | de CodeMeter AP Guide helps you integrate software protection into your source code. The

APl Guide automatically generates source code and helps you understand the APL

H H CodeMeter License Editor lets you add, modify, or delete licensesin a CmbDongle. It
LICE‘nSE EdltOr =supports both locally connected hardware as well as field activation using context and
update files.

Sa m plES The samples for several programming languages (C++, C#, Delphi, Java, VB.NET,
VigualBasic) show how to integrate the different APz (WUPI, Core AP} into the
software.

Exit

r.wibu.com | suppi

Figure 11: CodeMeter Start Center
5.1.1 Menu Bar

File Menu

Language CodeMeter Start Center provides several language settings for the user interface. Currently, you may choose from
eight languages: Chinese, German, English, Spanish, French, Japanese, Italien, and Russian.

Exit The "Exit" menu item closes CodeMeter Start Center. Alternatively, you may close the window via the "x" control
or the “Exit" button in CodeMeter Start Center.

Tools Menu

The tools menu contains the button item of the CodeMeter Start Center window and also provides an alternative way to open
CodeMeter WebAdmin to view existing licenses in CmContainer.

Help Menu

Search for Updates Finds software updates available on the Wibu-Systems Internet sites.
Developer Guide Displays this document as a PDF file.

Wibu-Systems Homepage Links to the Wibu-Systems homepage.

Mail to Support Opens an e-mail addressed to Wibu-Systems Support.

About Opens a windows holding version information.

About Codetdeter Start Center

@ Codehdeter Start Center: £.50.2537 201

Copyright @ 2005 - 2017, WIBL-SYSTEMS AG
Al rights reserved.

hittp: £ /v wibu com

support@wibu.com

ok

Lower Display Window
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AxProtector

API Guide

CodeMeter License Editor

Samples

Exit

AxProtectorl) 53 automatically protects your software. AxProtector places an envelope around your compiled
software without altering the source code of the application.

CodeMeter AP Guidel3 *™ provides a way for you to integrate software protection into your source code. It can
generate source code for you and explains the CodeMeter Core AP/ and the Software Protection APID?® (WUPHD =

CodeMeter License Editor)*® is an intuitive graphical tool for creating, editing and deleting licenses in CmDongles.
It supports locally connected CmDongles and also file-based remote programmingl) *2.

Finds samples for various programming languages explaining how to integrate the interfaces (Software Protection
API (WUPI), Core API). Click the button to open the related directories and get a short overview of existing
examples.

Use the "Exit" button to close CodeMeter Start Center.
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6 CodeMeter License Server

The central component of CodeMeter is CodeMeter License Server (CodeMeter . exe). It will run as a service on each computer where
software protected with CodeMeter has been installed. CodeMeter License Server provides the interface between your software and
the licenses stored in a CmContainer.

Many dongle manufacturers provide separate dynamically linked libraries (DLLs) for directly accessing the dongle. Wibu-Systems takes
another path. Instead of DLLs we rely on our proprietary CodeMeter License Server to act as a central turntable providing all
communication tasks for CmContainer. CodeMeter License Server communicates between the CmContainer using USB driver (as Mass
Storage or Human Interface Device, HIDD*') provided by the operating system and the interface to your CodeMeter protected
software.

Access Management - seamless, integrated and secure

Running as a background service, CodeMeter License Server manages all access from protected applications to CmContainer. It does
not matter if several applications try to simultaneously access a CmContainer or if applications need license information stored in
several CmContainer. And, of course, all communication both to and from CodeMeter License Server is secured using strong
encryption.

Meeting Future Standards

Future hardware form factors will pose no problem for CodeMeter License Server. For example, software encrypted today, will run in
the future on a SD card or CF Card. You will not need to adjust your software by programming a new interface. CodeMeter License
Server automatically guarantees that your application will be executable. Moreover, backwards compatibility is also guaranteed. Even
with future versions of CodeMeter License Server all delivered versions of your protected software will be executable; and this without
recompiling your software.

Automatic License Allocation - local and network-based

CodeMeter License Server not only provides for automatic management of licenses on the local PC. Installed as a network serverD®, it
is also capable of managing all available licenses installed throughout the network. This means that once the maximum licenses have
been allocated, a further instance of the protected application will not start. Different operation modes exist for issuing licenses. In the
normal case, each instance of the application started by a different user reserves a license. However, selecting the option "station
share" allows you to specify that the application can start any number of times by any number of separate users but only reserve one
license per PC. In this mode, each terminal server session and each virtual machine is counted as a separate PC.

Since CodeMeter Version 5.0 the network communication includes also Wide Area Networks, WAN. For more details see here[™" .

On installingD* it can be decided whether CodeMeter License Server is set up as a server in a network environment and the related
TCP port(152 22350 is registered with the Windows firewall. By default, CodeMeter License Server is only available locally (local host).
During the installation an automatic search of network servers is set as default. This is implemented by a broadcast via UDP (User
Datagram Protocol) (it is listened only at server search time and only until the end of the UDP Waiting Time) and for communication
the related UDP port(352 22350 is registered with the Windows firewall.

Automatic and manual License Sharing

If, in rare cases, your application should unintentionally crash, CodeMeter License Server through constant checking of registered
applications ensures that licenses are automatically shared again. In addition, an option exists allowing the administrator to manually
shareD*2 licenses again.

CodeMeter Control Center and CodeMeter WebAdmin

Set local configurations for CodeMeter License Server in CodelMeter Control Center3* . And CodeMeter WebAdminD*" allows you to
view and manage additional information on allocated licenses on the network. All communication between all components is based
on the TCP/IP network protocol.

Figure 12: CodeMeter License Server

Diversity of Operating Systems

CodeMeter License Server is available for these operating systems: Windows 7, 8, 8.1, 10, Vista, Windows XP, Windows CE, Windows
XP Embedded Service Pack 3, Win 7 Embedded, macOS, Linux (different 32 and 64-bit derivates), and VxWorks.
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Figure 13: CodeMeter License Server and Operating Systems

CodeMeter License Server also feels right at home in heterogeneous system environments. For example, CodeMeter License Server may

run as a network service on Linux, while your software runs on Windows and macOS in the same network.
For the various operating systems references to libraries are used which include all CodeMeter API functions.

Windows 32 bit, 64 bit WibuCm32/64.d11

.NET WibuCmNet

macOS WibuCmMacX Framework

Linux libwibucm.so

Java Native library Java requires JNI (Java Native Interface):

Windows: WibuCmJNI[64}.d11,

macOS: 1ibwibucmjni.dylib

Linux: 1ibwibucmijni.so

For pure Java (CodeMeter Version 4.40 and higher) no native DLL is required.

.NET characteristics

For referencing to WibuCm~Net depending on different .NET frameworks and policies the following characteristics exist.
Required WibuCmNet versions depend on:

o referenced WibuCmNet version and .NET framework at building time at the independent software vendor (ISV) and
e currently installed runtime on the end user system.

.NET framework used by the ISV at building:

referenced WibuCmNet version Currently installed runtime version on the end user system:
and .NET framework at

building time at the ISV

6.40 6.40 6.40 6.50 6.40 6.60
6.40 6.40 6.40 6.50 6.40 6.60
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.NET framework used by the ISV at building:

referenced WibuCmNet version Currently installed runtime version on the end user system:

and .NET framework at
building time at the ISV

CodeMeter 6.60

* does not translate / application is neither build nor translated

- referenced WibuCmNet version is too new for end user system

The use of TCP/IP in CodeMeter

The communication between protected applications and CodeMeter License Server bases on the Transmission Control
Protocol/Internet Protocol (TCP/IP). This is valid not only for locally existing licenses, but also for licenses which are provided via a
network.

By default, CodeMeter uses the port 22350 registered by Wibu-Systems at IANA (Internet Assigned Numbers Authority) and uniquely
assigned for the CodeMeter communication. The list of assigned ports can be viewed at www.iana.org/assignments/port-numbers.

In order to make available a client access to a CodeMeter License Server on the networkl ™, a communication using the CodeMeter
port must be supported. If the server should locate in another network area, eventually the port must be made known and accessible
as part of the infrastructure (router, firewall, etc.).

For the direct access to CodeMeter License Server on the network, the communication bases on TCP. For an automatic search of
serversD™ on the network, additionally a broadcast via UDP (User Datagram Protocol) is performed (it is listened only at server search
time and only until the end of the UDP Waiting Time).

The access using the CodeMeter port is performed only for the access to CodeMeter License Servers and this only within the
organization which runs the network server.

In particular, using this port no communication into the internet is performed.

In CodeMeter settings of CodeMeter WebAdmin an option exist to configurel® the CodeMeter port to a value other than the default
of 22350. However, such a change should have plausible reasons, e.g. in the case of parallel test environments on the same network.
In addition, such a change requires the same configuration of all affected CodeMeter License Servers.

If another, different port is used, settings for operating mode(3*® and port communication®* must be made manually.
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7 Automatic Software Protection using AxProtector (Tool of CodeMeter Protection Suite)

No Programming Skills required

With AxProtector you have a tool at hand that can automatically encrypt already compiled executables. AxProtector allows you to
integrate CodeMeter® into your application - quickly and smoothly - without the need to alter your source code. It is so easy to use,
that integration can take place without any programming skills.

In just a few minutes, AxProtector encrypts and protects your application for a variety of project types0 %
AxProtector is also available as a commandline variant®® for Windows 32-bit / 64-bit, .NET, Linux, macOS, and Java applications.

Using the AxProtector GUI is a simple way to generate a commandline that can be extended and used further to accomplish automatic

protection.

Code Section

Data Section

Resource Section

Compiled Application

Figure 14: AxProtector CmE

AxProtector CmE

Encrypted
Code Section

Encrypted
Data Section

Encrypted
Resource Section

AxEngine
(Security Engine)

+ CodeMeter Embedded

Protected Application

The following table summarizes what kind of software applications can be encrpyted using various project types and tools for different

operating systems:

application.

This may affect other already applied security measures, e.g. the use of signatures.

Please note that applications protected by using AxProtector and then shipped are not identical to the original applications.

In such cases, you must perform other own security measures, e.g. the use of signatures after AxProtector has protected the

Application to be protected Project type GUI Commandline
\Windows

Windows Application or DLL
NET Assembly

.NET Standard 2.0 Assembly

macOS Application or Dylib

Java Application (Archive Format
*.jar, Webarchive Format * .war)

Linux Application or Shared Object @
Files your protected application uses

Linux, Android, Windows
Embedded

AxProtector Windows[ 57

IxProtector Windows

AxProtector .NET[) 82

IxProtector .NET

AxProtector .NET Standard 2.001'®

Ix Protector .NET Standard 2.0

AxProtector macOS1 ™

IxProtector macOS

AxProtector Java

AxProtector Linux[1 ™

IxProtector Linux

AxProtector File Encryption

Windows commandline

.NET commandline

.NET commandline

Windows commandline

Commandline available for macOS (runs on
macOS operating systems)

Windows commandline

Commandline available for Java (runs on
Windows, macOS, and Linux operating systems)
Windows commandline

Commandline available for Linux (runs on Linux
operating systems)

Windows commandline

Windows commandline
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Table 5: AxProtector — Applications to be protected, Project Types, and Encryption Tools

AxProtector:

e supports the encryption of all existing CodeMeter license options (Product ltem Options). Thus all necessary license information is
integrated into the encryption, for example, network licenses, or license checks at runtime.

o features functions to identify debugger use: in the case a debugger is detected, a CmContainer can be locked.

e provides the feature of "on-demand-decryption”, i.e. parts of the protected application (source code and resources) are decrypted
only when accessed. This "on demand decryption” effectively protects against memory dumping and the extraction of unprotected

versions.

o offers the use of freely customizable user message dialogs including the creation of individual texts for purchasing options or errors
and also the embedding of company logos.

7.1 Structure and Navigation

You access AxProtector by using CodeMeter Start Center48 or, alternatively, by the "Start | All Programs | AxProtector” start menu
item (S Press "Windows" key to open Start screen | Type "AxProtector” | Press "Enter” key).

Figure 15: AxProtector — GUI and Navigation

The AxProtector GUI consists of five separate areas:

o Menu bar[¥54 (1)

o Navigation window[56 (2)

e Input window(58 (3)

o Note and error window!% (4)

e Project type areal156 (5)
7.1.1 Menu Bar

File menu

Project

>4

New Project

To create a new project, please proceed as follows:

1. Select the "File | New Project" menu item. Alternatively, press the <CTRL+N> key combination. The "New Project"
dialog opens for selecting the project type.

Open Project

To open an existing project, please proceed as follows:

1. Select the "File | Open Project" menu item. Alternatively, press the <CTRL+0> key combination. The "Open"
system dialog opens from which you can select the desired project file.

2. Select the project file name to be opened, and click the "Open" button.

Save Project

To save a created or edited project, please proceed as follows:

1. Select the "File | Save Project” menu item. Alternatively, press the <CTRL+S> key combination.

Save Project as

To save an opened project using another project name, please proceed as follows:
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Structure and Navigation

1. Select the "File | Save Project as" menu item.
2. Select a destination folder in the "Save as" window and specify the new name of the project file.

If this file already exists, AxProtector prompts with an overwrite confirmation dialog. Click on the "No" button
and save the project using a different name, to keep the existing project file.

Export Selecting this menu item exports the protection settings into a * . wbc file you are free to name and save. Later you
may use this file in the AxProtector commandline tooll) %,

This menu item is active only after the project has passed all necessary checks.

Exit Select the "File | Exit" menu item to close AxProtector. Alternatively, close the AxProtector by the "x" control or the
<ALT+F4> key combination. Before exiting AxProtector you are prompted to save the changes you have made to a
project.

Options menu

Language AxProtector provides you with different language version for the graphical interface. Select from eight different
language settings: Chinese, German, English, Spanish, French, Japanese, Italian, and Russian.

Show Advanced Licensing Advanced licensing settings display on dialogs, e.g. Linger Time for Licensing Systems.

Options
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? menu
Content Select this menu item to open the AxProtector online help.
About Select this menu item to open a window holding AxProtector version information.

7.1.2 Navigation Window

For every project type, the navigation window displays the single protection steps in a tree view. The navigation allows you to access
each single step.

7.1.3 Input Window

For each protection step, the input window provides for specifying protection options using corresponding fields and controls. You
navigate through the single steps by using the "Next >" or "< Back" buttons at the bottom of each window.

g This symbol informs you that you have set additional protection options using the "Advanced" button.

7.1.4 Note and Error Window

This window displays information, errors or warnings using symbols. You also see the symbols in front of each protection step within
the tree view.

[x] When setting an option an error occurred. The protection step involved is not executed. A text informs you about what the error
might be. Then you have the option to check your input.

1 Please note a warning related to the options you set when protecting your application.

[ All settings are correct. This protection step is will be executed.

With a double-click on the ! and @ symbols you will automatically access the protection step to which the information
relates.

7.1.5 Project type area

This area displays which project type you currently working with and shows the content of existing tooltip texts when you move your
mouse over dialog elements.

7.2 Project Dialog

When you open AxProtector or create a new project in AxProtector a project dialog opens where you make the selection from
different project types.

The tabs "AxProtector”, "IxProtector” and "Other" show all available project types.

You receive help by clicking on the "Help" button.

7.3 Project Types

AxProtector features the following project types:

AxProtector

Windows Application or DLL
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Project Types

.NET Assembly
.NET Standard 2.0 Assembly

macOS Application or Dylib

Java Application (jar file)

@ Linux Application or Shared Object

IxProtector

Windows Application or DLL

.NET Assembly
.NET Standard 2.0 Assembly

Linux Application or Shared Object

macOS Application or Dylib

Other

File encryption
7.4 AxProtector Tab

This tab offers you the selection of the following project types:

Windows Application or DLL

.NET Assembly

.NET Standard 2.0 Assembly

macOS Application or Dylib

Java Application (jar file)

@ Linux Application or Shared Object

7.4.1 Windows Application or DLL

AxProtector protects executable files (applications * . exe and libraries *.d11) in PE format (Portable Executable). The executable files
may be created by established compilers, for example, (C, C++; Delphi, VB 6.0, FORTRAN, ...), or by authoring tools (Adobe Flash,
etc.).

The following table summarizes what kind of files can be encrypted using the AxProtector Windows GUI or the commandline.

Application to be protected Project type GUI Commandline
Windows

Windows Application or DLL Windows commandline
AxProtector Windows

The following menu items are available in the navigation windows:

o File to protect[%8

e Licensing systems[158
o Runtime settings[64
e Security options[167
e Error messagesD 7!

o Advanced options[172
o License lists(172

e IxProtector77

o File encryption®79
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e Summary
7.4.1.1 File to protect

To safely encrypt an executable file using AxProtector, first select the file you want to protect.

Figure 16: AxProtector - Windows "File to protect”
File to Protect

Source file Click on the "..." button and select the file to protect using the system dialog “Open*. Alternatively, manually specify the path

and name of the file in this field.

As alternative to the "..." button, you may also directly drag & drop the source file from Windows Explorer into the
source file field.

Destination file After you selected the source file, AxProtector automatically creates a secondary folder [..\protected\..]. You may

change this default by manually specifying the path and name of the destination file. Then the destination file corresponds to
your protected application.

Commandline option see here122 .

7.4.1.2 Licensing Systems
After you select the file to be protected, the "Licensing systems" page displays in the input window. This is where you select and

configure the license(s) to be applied. Depending on your requirements, you can select one or several licenses to be used for
encrypting and later accessing your protected application.
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Figure 17: AxProtector - Windows "Licensing Systems"

Single License

For creating and editing the license details of a single license the following settings are available:

Licensing systems

Firm Code

Product Code

Selecting the desired licensing system to be applied:

Description

CodeMeter Applying the licensing system CodeMeter.

IP Protection Applying the licensing system IP Protection.
Only the intellectual property is protected here. It is therefore not necessary to use a licensing
system. However, a separate license from Wibu-Systems is required.
Depending on the input file and the selected encryption options, AxProtector creates a key with
which the application to be protected is encrypted.
With unchanged parameters, this key remains constant and guarantees reproducible encryption and
decryption.
Commandline option see here** .

Please note that after a decision for exclusive protection (/P Protection) the selection of an
additional licensing system is not supported and therefore not enabled in the user interface.

WibuKey Applying the licensing system WibuKey.
For setting WibuKey options, see the separate "WibuKey Developer Guide".

If you are switching from WibuKey to CodeMeter, please activate both licensing systems.

In this way, you are able to ship updates and upgrades to existing customers who already have a
WibuBox without the need to replace the hardware. New end-users will be the ones to receive a
CmbDongle or a CmActLicense together with the protected application.

Specify the Firm Code to be used for encrypting the software.
As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:

Firm Code CodeMeter Software Licensing system
Development Kit (SDK)

6000010 Evaluation Universal Firm Code ~ CodeMeter

10 CmDongle Evaluation Firm Code CmDongle

5010 CmActLicense Evaluation Firm Code CmActLicense

Commandline option see here3%

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.

Commandline option see here[3%*
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Feature Code

Subsystem

License options

Minimum driver
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Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of 0 is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.
Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.
Hex to Bin @
Hex Dec Bin
[00oooo00

Figure 18: Feature Map Input
Commandline option see here[3%*

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[37),

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see here(1#),

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,
and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmDongle Firm Code) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected

software.
5010, 5.000.000- 4.20
5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
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Build
Release Date
Minimum Firmware

Ignore Linger Time

(CmActLicense Firm Code) servers is automated. This means that AxProtector automatically handles sessions of the
protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[3%
Enter the Build number of the minimum driver version.

Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period
Specify the minimum firmware version required.
The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle Firm Code) In order to use the Product ltem Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14

5.999.999 In order to use the Product ltem Option Maintenance Period you require the firmware

(CmActLicense Firm Code) version 1.18.. After activating the checkbox you are prompted to accept that the
“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Commandline option see here[12,

Please note, that this option disEIay only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options155 ",

Activate this option to ignore a programmed LingerTime.

This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here[325,

If you want to use more than a single license to be used for encrypting and later accessing your protected application, you can do so.
Please click the "Add" button to add additional license(s).
7.4.1.2.1 Licensing system - Add licenses

Several Licenses

If you want to use more than a single license to be used for encrypting and later accessing your protected application, you can do so.
Please click the "Add" button to add additional license(s). The same settings as for configuring a single license are available.

Licensing systems

Firm Code

Select from the dropdown control the desired licensing system. Available are the following entries:
CodeMeter
WibuKey

For setting WibuKey options, see the separate "WibuKey Developer Guide".

If you are switching from WibuKey to CodeMeter, please activate both licensing systems.

In this way, you are able to ship updates and upgrades to existing customers who already have a WibuBox
without the need to replace the hardware. New end-users will be the ones to receive a CmDongle or a
CmActLicense together with the protected application.

Specify the Firm Code to be used for encrypting the software.
As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:

Firm Code CodeMeter Software Licensing system
Development Kit (SDK)

6000010 Evaluation Universal Firm Code CodeMeter

10 CmDongle Evaluation Firm Code CmDongle

5010 CmActLicense Evaluation Firm Code CmActLicense
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Product Code

Feature Code

Subsystem

License options

Minimum driver
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Commandline option see here[) #*,

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.

Commandline option see here[ **,
Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of 0 is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.
Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.
Hex to Bin [=]
Hex Dec Bin
[oo000000
Cancel

Figure 19: Feature Map Input
Commandline option see here[% #*,

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[12°),

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see here[1##).

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,
and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmDongle Firm Code) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.
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Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected

software.
5010, 5.000.000- 4.20
5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal

(CmActLicense Firm Code)  servers is automated. This means that AxProtector automatically handles sessions of the
protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[3%*

Build Enter the Build number of the minimum driver version.
Release Date Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period
Minimum Firmware Specify the minimum firmware version required.

The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle Firm Code) In order to use the Product ltem Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product ltem Option Maintenance Period you require the firmware
(CmActLicense Firm Code) version 1.18.. After activating the checkbox you are prompted to accept that the

“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Commandline option see here[32%,

(gimer Lnger i Please note, that this option disElay only, if you checked in the menu navigation the entry "Options | Display

Advanced Licensing Options155 ",

Activate this option to ignore a programmed LingerTime.

This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here[3 25,

Moreover, the options WupiReadData and WupiWriteData are available.

Reading and writing of data at runtime of an protected application is limited to license entries on the list which
do not represent the default license.

WupiReadData Activate this option to read datal1* from the CmContainer if this data has been previously stored at a defined
location.
WupiWriteData Activate this option to write datal1*® into a CmContainer that has been prepared for storing additional data.

Click the "OK" button to add the new license(s) to the list. In the list display separate sort buttons at the list button allow you to sort
the license entries to define a default license. In this view adding, editing or deleting licenses is supported.
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7.4.1.3 Runtime Settings

This input window lets you define the application's runtime settings, e.g. license checks for CmContainer, issue warnings, etc.

Figure 20: AxProtector - Windows "Runtime Settings"

Runtime Check

In this group you define whether and how often the protected application checks the license at runtime.

Activate Runtime Check Activates or deactivates the check at runtime of the protected application.

Period
Max. Allowed Ignores

Activate Plug-out
Check
(only CmDongle)

Commandline options see here[17° .
Defines the period between two checks. You specify this time interval in the format: hours: minutes: seconds.
Defines how often the end-user is able to ignore a failed check

If the connection to a CmContainer should fail or the license cannot be accessed, you can assign a reasonable
number of “ignores” allowing the end-user to continue working without a license access.

This option closes the protected application when the CmDongle is removed while the application is running. Immediately,
an error message is issued. This option is valid for CmDongle only.

Commandline option see here[1#"

Unit Counter Decrement

Decrementing an Unit Counter can serves to establish the validity of licenses in a CmContainer. This group allows you to define this
behavior (commandline option see here(37*).

Decrement by

Defines the value by which the Unit Counter is decremented. This option causes a decrement of the counter when the
protected application starts.

If the "Also at Runtime Check" option is activated and the specifications are set as shown in the figure above every 30
seconds (see the defined period) a set Unit Counter is decremented by a value of 1.

Also at Runtime Check Decrements the Unit Counter also at runtime of the protected application.

This option works only when the "Also at Runtime Check" option in the "Runtime Check[364" group is activated.

Thresholds

In this group you define when a message is issued to give information on the validity of a license.

64



Automatic Software Protection using AxProtector (Tool of CodeMeter Protection Suite)
AxProtector Tab

For customizing the messages texts see here71

Unit Counter If the defined threshold falls short, a warning message is issued.

Commandline option see here[7 .
Expiration Time (days) If the specified Expiration Time (in days) is achieved within the defined threshold, a warning message is issued.

Commandline option see here[7 .

User Defined Text

In this group you can use a User Defined Text, which is then stored as text entries in the AxEngine (CmAccess) license access structure.
These entries then overwrite the texts that are set by a Message DLL. For the commandline option see here0** .

Activate User Defined
Text

7.4.1.3.1

Activates or deactivates the use of User Defined Text.
The following text entries can be used.

Application name  uses the application name.
Computer name uses the computer name.

Specified text uses the specified text in the field of the same name.

Advanced Runtime Settings

This input window lets you define further settings at the runtime of an encrypted application.

Advanced runtime settings

[ Unit Counter check. [Codebdeter only):
¢ Standard
" Required

" lgnore

=]
Expiration Time check [Codetdeter only) Activation Time check [Codek eter only)
& Standard & Standard
= Required = Required
= Ignore = Ignome

—System Time check [CodeMeter only):
[~ Encption Time check

Iinutes alowed to be older:

[ CmContainer / PC Spstemn Time check

[15

inutez allowed to be vounger:

[15

Maintenance Period check [CodeMeter only):
& Standard

= Required

Certified time [Codetdeter only]:
[~ Set Cerlified Time
[~ Check Certified Time

fdawimum Certified Time age [hours]:

[1o0

Period without time checking [haurs]:

E

—Advanced oplions:
[~ Add control and about menu
¥ Terminate host application

[T Create mobile application

Figure 21: AxProtector - Windows "Advanced Runtime Settings"

For checking the options Unit Counter, Expiration Time, Activation Time defined in a license the following handling is valid.

=0 X X A

<>0 4

not specified

Unit Counter

Defines the handling of a Unit Counter set in a license (commandline option see here(17°).

Standard

Decrements at runtime and/or start time an existing Unit Counter entry in a license by the value defined on the previous page.

If the Unit Counter reaches a value of 0 (null) the encrypted application does not start.

Required
Ignore

A Unit Counter entry < > 0 in a license is required. Without such an entry the encrypted application does not start at all.
An existing Unit Counter entry in the license is ignored. The application does not decrement the Unit Counter. The application will start

with a Unit Counter entry set to 0.
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Expiration Time
Defines the handling of an Expiration Time set in a license (commandline option see hereD 7%).

Standard Checks for an existing Expiration Time entry in a license. However, the application also starts if no Expiration Time entry exists, or the
current date precedes the Expiration Time.

Required An Expiration Time entry in a license is required. Without such an entry the encrypted application does not start.
Ignore An existing Expiration Time entry in a license is ignored. Also, if the current date exceeds the Expiration Time.

Activation Time
Defines the handling of an Activation Time set in a license (commandline option see hereD ™),

Standard Checks for an existing Activation Time entry in a license. However, the application also starts when no Activation Time exists, or the
certified time*" is later than the Activation Time.

Required An Activation Time entry in a license is required. Without such an entry the encrypted application does not start. Please note that in
that case, an Internet connection for getting the certified time is also required.

Ignore An existing Activation Time entry in a license is ignored. Also, if the current date precedes the Activation Time.

Maintenance Period

Defines the handling of a Maintenance Period saved to the license. Then the use of a license is limited to software versions which have
been created, i.e. released, within this Maintenance Period. The Release Date is stored in the protected application and at runtime a check
is executed whether the date is within the defined period (commandline option see here[17®).

The option is available only, if you activated the checkbox Release Date on the page "Licensing systems[61.

Two checking options exist:

Standard At runtime of the protected application a Release Date check is performed only in the case a Maintenance Period exists. This corresponds
to the default setting, even when on the page "Licensing systems" the checkbox Release Date has not been activated.

Required At runtime of the protected application a Release Date check is mandatory performed. The PIO Maintenance Period must exist.

Certified Time

Each CmContainer has an integrated clock which advances when the CmContainer is connected with the computer or activated. When
the CmContainer is connected or activated, the clock's time synchronizes forward. Otherwise, the time last saved applies.

If desired, the Certified Time can be updated by synchronizing with any CodeMeter® Time Server. The Time Servers are spread globally
by Wibu-Systems and provide a Certified Time. On updating the Certified Time the internal CmContainer time is synchronized and
updated as well (commandline option see here[*).

For information on the fail safe and manipulation safe processes referring to Activation and Expiration Time see here3*" .

Set Certified Time This option attempts to update the Certified Time in a CmDongle. The Certified Time is requested from the Time
Server.

This option requires a connection to the Internet.

Check Certified Time This option checks to see if the Certified Time is older than the '‘Maximum Certified Time Age' you defined here. If the
'Maximum Certified Time Age' is exceeded, the application will not start.

Maximum Certified Time Age If you select the option "Check", you are able to define here the Maximum Certified Time Age in hours. The age is
(hours) calculated by the difference between the running System Time and the Certified Time.

Period without time checking Specifies the period (in hours) when no check of the Certified Time certificate is performed.

(hours) If this period is not reached, a check is not performed. If the Certified Time certificate is located between this period

and the ‘Maximum Certified Time Age', an attempt to update the Certified Time certificate is performed. If this is not
successful, however, the application continues running until the ‘Maximum Certified Time Age' is reached. Not until
this happens, is an update of the Certified Time certificate required.

System Time

In this area you define settings for additional protection preventing license manipulation by faked PC Time setting (commandline
option see here[™").

Encryption Time check This option saves the time when the encryption takes place (PC Time) in the protected application. Then the application
runs on the user PC only when the CmContainer System Time is newer than the encryption time.
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Requires at least CodeMeter® 4.10.

CmContainer / PC System If activated, these options define a time corridor in which a difference between CmContainer System Time and PC Time

Time check is allowed. If the PC Time does not fall into this defined time corridor, the protected application will not run on the user
PC.

Minutes to be allowed older  States in minutes how much the PC Time is allowed to be older than the CmContainer System Time.

Minutes to be allowed States in minutes how much PC Time is allowed to be younger than the CmContainer System Time.

younger

Advanced options
This group allows to set further options.

Add control and about menu  Adds the *About" and "Control" menu items to your application (commandline option see here[17°).

Terminate host application ~ When no valid license is found, in the case of protected DLL application files the calling * . exe is terminated
(commandline option see here(377).

Create mobile application [not yet implemented]

7.4.1.4 Security Options

This input window lets you select from different mechanisms and methods for protecting your application. You are able to scale the
degree of security for yourself, for example, how intensive the search for debugger is to be, or whether a CmContainer is locked.

If the options you set here turn out to be incompatible with your protected application, you are also able to separately
deactivate single security options.

Figure 22: AxProtector - Windows " Security Options"

Advanced Protection Schemes

The advanced protection schemes deeply intervene into your application. In some cases, this may mean that some single mechanisms
will not work due to compatibility reasons (commandline options see here[)*).

Resource Encryption Also encrypts the resources of your protected application. After the start of your application, the resources located in
the PC memory and are decrypted "on demand".
Static Code Modification Your software is modified in a way so that it is protected against debugging, dumps and reverse engineering. These

modifications are added to your application when encrypted.
Extended Static Modification  This option adds extended multi-nested security mechanisms to the static code modification.
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Dynamic Code Modification

The source code of the application to be protected is modified dynamically at runtime of the application.

The options "Static Code Modiification" and "Extended Static Modification" conflict with an activated option "Activate
Automatic File Encryption®72" on page "Advanced Options" .

Anti-Debug Schemes

Debugger programs serve an honest role in searching for error and finding bugs. But they may also be used by hackers to analyze
software. In this group you determine how to react to debugger programs (commandline options see hereD*").

Basic Debugger Check

Kernel Debugger Check

Advanced Debugger Check
IDE Debugger Check
Generic Debugger Detection

Virtual Machine Detection
Activates license access lock

Configuration

Checks if a debugger is attached to your application. If a debugger is found, your application will not be started or
exited.

Additionally checks for Kernel debugger programs, such as, SoftICE. If a debugger is found, your application will not
be started.

The next two mechanisms comprise methods for detecting specific debugger programs and tools.

Checks in an advanced search for debugger programs which may run parallel to your application, also cracker tools,
such as, ImpREC, are detected. If a debugger is found, your application will not be started.

Checks for all debugger programs. With this option, debugger programs are not allowed at all, i.e. even within
developer environments, e.g. Visual Studio, Delphi. If a debugger is found, your application will not be started.

Adds a mechanism to the application preventing the attachment of a debugger program to the application at
runtime.

Detects if the application is to be started on a virtual machine, and prevents this.

This option locks the license access to the used Firm Item in a CmContainer as soon as a debugger program is
detected.

If this option is activated, the settings are applied you defined in the dialog to be opened by the "Configuration"
button.

This button is activated only for CodeMeter.

If the option "Activates license access lock" is activated, you are able to define further settings in the dialog which
opens by clicking the "Configuration" button:

Depending on the Firmware used this dialog allows to define separate locking scenarios (for more detailed information
see separate CodeMeter Developer Guide, section “Advanced CodeMeter Features | Locking a CmContainer").

immediate locking is performed starting with Firmware Version 1.14, as soon as a debugger is detected.

prepared locking is performed by checking the Firm Access Counter (FAC). The Firm Access Counter locates at the
Firm Item level of a CmContainer. This counter allows you to control whether a Firm ltem can
be used for encryption and decryption operations.
By default, the FAC is deactivated and has a value of 65535 (OxFFFF). A software vendor
is able to program it to any other value between 1 and 65534. On detecting a debugger
the FAC is decremented by a value of 1.
If the FAC reaches a value of 0, the Firm ltem is locked.
The owner / end-user of the locked Firm ltems must contact the software vendor for
unlocking codes. This can be done by remote programming.

Hardware locking (CmDongle only) @

& Automatic mode
[~ Locking only if FAC defined

i~ Lock license container (new)
I Locking only if FAC defined

i Lodk license container (old)

[o]4 Help

Figure 23: AxProtector - Windows "Security Options - Hardware Locking"

The following settings are available:

"Automatic Mode" activated and If the Firmware version is smaller than 1.14 and a Firm Access Counter unequal
"Locking only if FAC defined" not 65535 has been programmed, the counter will be decremented by a value
activated (Standard) of 1.

If the Firmware version is 1.14 or higher, the Firm ltem is immediately locked.
For compatibility reasons this represents the default setting.
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" Automatic Mode" activated and If the Firmware version is smaller than 1.14 and a Firm Access Counter unequal
"Locking only if FAC defined" activated 65535 has been programmed, the counter will be decremented by a value
of 1.

If the Firmware version is 1.14 or higher and a Firm Access Counter unequal
65535 has been programmed, the Firm Item is immediately locked.

"Lock License Container (new)" This option requires a Firmware version 1.14 or higher. The Firm Item is
activated and "Locking only if FAC immediately locked.
defined" not activated Seen from a security point of view this is the recommended option.

This, however, requires that all CmContainer in the field must have a
Firmware Version 1.14 an higher.

"Lock License Container (new)" and This option requires a Firmware version 1.14 or higher. If a Firm Access
"Locking only if FAC defined" activated Counter unequal 65535 has been programmed, the Firm Item is immediately

locked.
"Lock License Container (old)" Independent from the Firmware version, if a Firm Access Counter unequal
activated 65535 has been programmed, the counter will be decremented by a value
of 1.

This holds for all Firmware versions. If 'prepared locking' is programmed, the
Firm Access Counter is decremented by a value of 1.

7.4.1.4.1 Advanced Security Options

This input window lets you define further settings.

Advanced security options

—Advanced settings:

v Add code inteqrity check

Files | Processes

~Other exe or dll files to be checked far integrity

Add Delzte

[ Lirk &P statically to application

Size of enciypted code [in %]

100

Figure 24: AxProtector - Windows "Advanced Security Options"

Advanced settings

This area allows for setting additional options.

Add code integrity check

The protected application is checked for code integrity using asymmetric authentication asymmetric authentication(47
mechanisms, if you check this box (commandline options see here[17°).

On code integrity check first a check sum (hash value) of the application is created and signed with the private key of
the Individual Software Vendor (ISV).

The hash value and the signature are added to the application. The recalculation and the integrity check of the hash
value and thus of the application is performed at runtime check using the public key located in the software (AxEngine).

Alternatively to the default private key you can also apply the commandline option -sig8%*® to use an entry of a
Hidden or Secret Data field to define another private key.

Moreover, the code integrity check may also cover several executable files / libraries. Then each file is able to check all
other files for integrity. Each file then requires the public key of the ISV: The hash value of the files to be checked then is
recalculated and compared to the hash value signed with the private key.

To add other files for performing an integrity check, please proceed as follows.
1. Setfocus to tab “Files".

2. Click the "Add" button.
The dialog for adding displays.
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Link API statically to
Application

Size of encrypted Code (in
%)

70

Code Integrity Executable / Library

Name:

|
jule I Cancel | Help |

2. Add asingle or several executable files / libraries by completing the "Name" field.

The sequence of the specified files does not matter.

Specifying the file extensions is optional. If using * . wbc files across several platforms, omitting the file
extensions is recommended.

4. Confirm each specification using the "OK" button.

Moreover, on encrypting a DLL also a list of applications can be transferred allowed to load these libraries. On loading
the DLL then it is checked whether the process name includes one of the names specified in tab "Processes"”. If not, an
error message displays and subsequently the application closes.

To add processes please proceed as follows:

1. Set focus to tab "Processes".

2. Click the "Add" button.
The dialog for adding displays.

Code Integrity Executable / Library

Name:

|
0K I LCancel | Help |

3. Add one or more processes which include one or more application names listed in tab "Files" by completing the
field "Name".

The sequence of the specified files does not matter.

If the same application names are also specified in the list of tab "Files" also their code integrity is checked.

Specifying the file extensions is optional. If using * . wbc files across several platforms, omitting the file
extensions is recommended.

4. Confirm each specification using the "OK" button.

The CodeMeter Core AP is statically linked to the protected a@plication. This option increases security but also increases
the sizes of the executable file (commandline option see hered*).

Specifies the portion of the code to be encrypted stated as percentage number (commandline option see here[d ™),



Automatic Software Protection using AxProtector (Tool of CodeMeter Protection Suite)
AxProtector Tab

7.4.1.5 Error Messages

This input window lets you define the messages displayed if errors occur. You define whether a user message DLL with a separate
error display is used, or whether you use default error message windows.

Figure 25: AxProtector - Windows "Error Messages"

Error Messages

Suppress IxProtector Error
Messages

Default Error Messages

User Message DLL

Inline Messages

The output of /xProtector error messages is suppressed (commandline option see here[12?),

If you do not activate this option, when using IxProtector errors, additional message windows are displayed
along with the messages you program in the project.

All e%ors occurring at the runtime of a protected application display default error messages (commandline option see
here1%7),

The ability to use the User Message DLL is activated. Error messages can be localized to different languages using
* . ini files. In addition, you have the option to integrate your own designs to this file, for example, by using separate
logos or text (commandline option see here(17®).

The *.1ini files with the respective country suffix and the DIl program library are automatically saved to the
directory where the application locates the files protected by AxProtector.

ﬂ UserMsgUs - Notepad EI@

File Edit Format View Help
[Main] -

Buyur 1=http://www.CodeMeter. com/ m
Logo=UserMsg. bmp —
BuyText=To obtain a license, please visit http://www.codemeter.com. There you can also find additional inform
okbutton=&ok

Cancelbutton=_&Cancel

Retrybutton=&Retry

IgnoresutTon=&Ignore

AbortButton = &Abort

BuyNowbutton=&Buy Now

BuyHint = on

;5ets the treshold of the unitCounter and ExpirationDate
unitCountermax = 1000

DaysMax = 100

unitCounterText = Units:

ExpirationbateText = Days:

; [on/off]

H
;NOTE: CodeMeter API-Errors will be stored in Log-File

[service]

[l I | [

Figure 26: AxProtector — UserMsgUs.ini

File name (without Language Extension)

Enter the file name without specifying path and language file extension.

The UserMsgDll is copied from the directory $Programm Files%\WIBU-
SYSTEMS\AxProtector\DevKit\bin\UserMessage. The corresponding *.ini files are also saved to this
directory.

Links for .NET projects, with an inline assembly which can also be configured by *. ini files.
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This option is available for the encryption of .NET applications only.

Customized Error Messages ~ Activate this option to enter customized error messages displayed in the message boxes below.

7.4.1.6 Advanced Options

This input window lets you set further options for the encryption using IxProtector and for the project type file encryption.

Figure 27: AxProtector - Windows "Advanced Options”

Extended Commandline Here you are able to directly enter extended options or new feature functions using the AxProtector commandline.
Options

For more information please contact support at Wibu-Systems.

Activate IxProtector Activate this checkbox to allow for the later creation and editing of license lists and function lists. These you need to
protect using IxProtector via the Software Protection-APID?*. (command option see here[3 7).
Dynamic loading If activated, this checkbox results in a special, more time-intensive process. This when VB6 applications or dynamic
of Wibu-Systems libraries loading of Wibu-Systems libraries are involved (command option see here(17°)
Activate Automatic File Activate this checkbox to trigger the automatic decryption of files by the AxProtector engine (command option see
Encryption here[1%7),
This option must be set if your encrypted application is later to be able to access the encrypted files.
Create Logfile Activate this checkbox to create file logging for the activities of AxProtector.
Logging Specify the path and file name of this log file.

If you specify the name of the file only, by default, this file is saved to the directory $\ Program Files$%
\WIBU-SYSTEMS\AxProtector\DevKit\bin.

7.4.1.6.1 License Lists

This menu item lets you manage license lists. Those you need to protect using IxProtector via the Software Protection-API (WUP)D™ .

License lists consist of a unique identifier (ID), a Description, and hold specifications on Items and Item Details.

This ID corresponds to the index number you require when addressing a license using most of the WUPI commandsD®.
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Figure 28: AxProtector - Windows "License Lists"

Using this menu items also allows you to create License Lists. Please proceed as follows:
1. Click the "Add" button.

2. Assign in the area License List an Id and complete the field Description.

Id This ID uniquely identifies a license list and serves for referencing.

By default, an ID of 0 is initially set by the selection of the licensing system. Following, you are able to add
license list entries starting with IDs starting from 1.

Description Here you will describe a license list with text.
3. Define the license by completing the fields in the License item details group.
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‘—:I:I License list X

‘ i Lizense list:

Id: Drescription:

| IT OfficeS oftware

Add Delete
i License details:
Licensing systems:
=]

Firm Code: Froduct Code: Feature Code:
|6000010 x| 100200 o [=|
Subsystern: Licensze options: inimum driver: Build:
|Luca\ - Network, v| INU uzer limit ;I |B.1D I
Minimum Firmvsare; |¥ FRelease Date: [~ lagnore Linger Time
|3.DD |28.1 0.2016 LI [~ WwupiwiiteData

[~ wupiReadData

Ok I LCancel Help |
Figure 29: AxProtector - Windows "Add License Lists"
Licensing Systems Selecting the desired licensing system to be applied:
CodeMeter Applying the licensing system CodeMeter.

IP Protection Applying the licensing system /P Protection.
Only the intellectual property is protected here. It is therefore not necessary to use a licensing
system. However, a separate license from Wibu-Systems is required.
Depending on the input file and the selected encryption options, AxProtector creates a key with
which the application to be protected is encrypted.
With unchanged parameters, this key remains constant and guarantees reproducible encryption and
decryption.
Commandline option see here[3%

Please note that after a decision for exclusive protection (/P Protection) the selection of an
additional licensing system is not supported and therefore not enabled in the user interface.

WibuKey Applying the licensing system WibuKey.
For setting WibuKey options, see the separate "WibuKey Developer Guide".

If you are switching from WibuKey to CodeMeter, please activate both licensing systems.

In this way, you are able to ship updates and upgrades to existing customers who already have a
WibuBox without the need to replace the hardware. New end-users will be the ones to receive a
CmDongle or a CmActLicense together with the protected application.

Firm Code Specify the Firm Code to be used for encrypting the software.
As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:

Development Kit (SDK)

6000010 Evaluation Universal Firm Code CodeMeter Universal Firm Code
10 CmDongle Evaluation Firm Code CmbDongle

5010 CmActLicense Evaluation Firm Code CmActLicense

Commandline option see here[3%*

Product Code Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.

Commandline option see here[3**,
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Feature Code

Subsystem

License options

Minimum Driver Version

Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of 0 is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.
Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.
Hex to Bin @
Hex Dec Bin
[00oooo00

Figure 30: Feature Map Input
Commandline option see here2,

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[1%),

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see here[1 ).

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,

and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal

(CmDongle) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

5010, 5.000.000- 4.20

5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal

(CmActLicense)
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Build
Release Date
Minimum Firmware

Ignore Linger Time

WupiReadData
WupiWriteData

servers is automated. This means that AxProtector automatically handles sessions of the
protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[) #*,
Enter the Build number of the minimum driver version.
Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period

Specify the minimum firmware version required.
The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle) In order to use the Product Item Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product Item Option Maintenance Period you require the firmware
(CmActLicense) version 1.18.. After activating the checkbox you are prompted to accept that the

“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Commandline option see here[) #.

Please note, that this option display only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options 155" .

Activate this option to ignore a programmed LingerTime.
This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here[3 .
Activate this option to read datal1# from the CmContainer if this data has been previously stored at a defined location.
Activate this option to write datall ® into a CmContainer that has been prepared for storing additional data.

After you defined all desired settings in the area License Element Details, please proceed as follows:
4. Click on the "Add" button in the License List group. The summary of your specifications are displayed in the license item list.
5. Click the "OK" button. The new license data is added to the license list.
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Figure 31: AxProtector - Windows "Completed License List"
7.4.1.6.2 IxProtector

This menu item lets you define single modules or program functions of the protected application.

Even when you use IxProtector without any further options, i.e. only the explicit encryption of functions, you nevertheless
obtain more security for your application.
In this case, CodeMeter® and WibuKey API calls, using the dynamic library (* .d11) are redirected to the corresponding statical

libraries and appended to the application. Since the dll interface is left out, the security increases without making any changes
to your application.

Figure 32: AxProtector - Windows IxProtector - "Function List"

Functions to protect Lists all specified function lists, including all properties.

This menu item lets you also create function lists. Please proceed as follows:
1. Click the "Add" button in the group "IxProtector Options".
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2. Define the function by completing the fields in the "Function" group.

Add function X

[ Function:

Id Description:

|1 ITexl Processing

Length [in %] Marne:

[100% |TtCmd
License list

IT - Dffice Software ;I [~ Tiap
Translocated execution:

Icd |5 - Translocation with automatic decryption on demand and delayed cleanup ;I

|
'TI LCancel | Help | |

Figure 33: AxProtector - Windows IxProtector - " Add Function"

Id

Description
Length

Name

License List

Trap

Translocated
execution

Uniquely identifies the function.

This Id corresponds to the identification you use when calling the WUPI commands
WupiDecryptCode(1*' and WupiEncryptCode(1*" .

Enter a description of the function with text.

The length of the array to be encrypted for the function is specified here.

You enter the length, in percent, anywhere from 0 to 100%. If you want this number to represent
percentage, you must enter the percent character (%). Alternatively, you are able to specify the
length by number of bytes. Then AxProtector automatically calculates the length.

If you do not close the number by a percentage character, the specified number is
interpreted as number of bytes.

Specify the name of the function to be encrypted.

The function name must exactly match the name used in the export list of the linked map
file.

Please note the correct spelling (case sensitive, underline, etc.).

For detecting the exact function name you may use applications such as Dependency
Walker.

Selects an existing license to which the function is assigned. Then this license list is used for the
encryption of the function.

Activates the trap function for the function.

Uses the technique for shifting the execution of selected functions to other random locations in
the process space without changing the data at the original position.

There are the following selectable entries with different decryption and cleanup options.

1 Translocation with automatic decrpytion on demand and cleanup.

2 Translocation, manual decrpytion and cleanup with WUPI-AP (Software Protection API).
5 Translocation with automatic decrpytion on demand and delayed cleanup. (Default)
Command line option see here(3%

3. Click the "OK" button. The new functions are added to the function list.
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Figure 34: AxProtector - Windows IxProtector - "Completed Function List"
7.4.1.6.3 File Enryption

This menu item lets you define the rules on how an application accesses the encrypted files. In addition, you have the option to define
those rules in a list for different file types. You can add as many file types as possible. For a file only one file type is required.

Figure 35: AxProtector - Windows "File Encryption”

Add File Type 1. Click on the "Add" button to add a new file type.
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Name Extension

Player check File access mode

|Nn player check j |Elnckwise ﬂ
“Mrite options:

Existing file MNew file

| Cancel | Help |
Figure 36: AxProtector - File Encryption "Add File Type"

2. Enter in the "Name" field a describing descriptive name for the file type. This name has no impact on the encryption.

3. Enter in the "Extension” field the file extension of the file type you create, e.g. txt for text files.

4. In the "Player Check" dropdown you define whether the license options of the accessing application (player) are checked when
the encryption takes place.

License list  The player (accessing application) has to be encrypted using a license from this license list.

For example, this allows you to define that a specific file type is accessed exclusively by the application
you encrypted.

No player No check of the accessing application is performed.

check

5. In the "File Access Mode" dropdown define how the player is prepared for the access of protected files. This mode allows you to
configure the memory required and the runtime behavior.
The selection of a suitable mode depends on the type of the player and the size of the file. For example, when working
with video files you should select "Huge file mode (read only)". In the case of smaller files (configuration files) you may
access several times, the mode "At once" is preferable.
Since the selection of different runtime settings for the player and the data are possible, at runtime the more restrictive
settings apply.

On demand The player reserves RAM space for the complete file to be read; but reads only the required part — strictly
speaking all 4 Kbyte blocks are holding this part — and decrypts these blocks. For further accesses to the
protected file, more required blocks are loaded (on demand) and decrypted. When the required part is
located in blocks already loaded, the decrypted image in the memory is used. In this way, step-by-step the
player builds up a complete memory image of the required file.

This mode requires a lot of memory (the same size as the file to be loaded). However caching the
decrypted data provides for good performance at runtime when accessing already decrypted blocks.
This mode is available for read and write access.

At once The player reserves RAM space for the complete file to be read; completely reads it, and completely decrypts

it. Further accesses to the protected files, use the decrypted memory image.
his mode requires a lot of memory (the same size as the file to be loaded). However, caching the
decrypted data provides a good performance at runtime. Compared to the "on demand" mode, this
mode requires more time for first access (the file is completely loaded and decrypted). The
performance of each additional access is increased because the file resides completely in memory, in a
decrypted form. This mode is available for read and write access.

Huge file The player reads the currently required parts of the protected file and decrypts them. This data is not cached

mode in the memory.

This mode requires no additional memory. Multiple accesses to the same data means that the data
has to be read and decrypted each time. This mode is available for read access only.
6. In the group "Write Options” define the settings on how changes are saved.
Existing File
In this group you define the settings on how changes to an existing file are saved.

Original Changes are allowed. Where the file was encrypted, it is re-encrypted. Unencrypted files are saved with no

decryption.

No writing Write actions are not allowed. Just read-only access is allowed.

License list Changes are only encrypted using the license options defined in the selected license list.

New File

In this group you will define the settings on how new files are saved.
Plain New files are only saved unencrypted.
No writing New files cannot be saved.
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A new file is saved, however no data is saved to this file.

License List New files are only encrypted using the license options defined in the selected license list.
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Figure 37: AxProtector - File Encryption "Completed Option list"
7.4.1.7 Summary

This in
you to

put window shows you a summary of all the settings you defined for the automatic protection of your application, and allows
start the encryption process.

For subsequent use, the contents of this page can be copied to a * . wbc file (WIBU Configuration file). Copy the content into a

text file, and change the file extension to * . wbc.
Alternatively, you may also use this file to protect your application using the AxProtector commandline tool. In the

commandline3® type AxProtector.exe @*.wbc.

Alternatively, using the "File - export wbc file" menu item, you can also create the corresponding * . wbc file.

Figure 38: AxProtector - Windows "Summary"

Finish

Starts the encryption using AxProtector applying the settings you previously defined.
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Back Allows returning to change previous settings.

The result of the encryption with all relevant settings is displayed in a separate window.

() AscWin32 WibusxProject - AxProtector (== =]
File Options Help
@ g @ PERFECTION IN SOFTWARE PROTECTION
B :5 AxProtector Project . L
Command line for pratection in batch mode:
@ File to protect s —_
! Licensing sustems IC:\F‘mgramFlles\W'IEU-SYSTEMS\AMF‘rotector\Devkll\bln\AxPrDtectDr.exe @"CAUsers\svbpplata  Protect now!
@ Runlime settings .
N . Protection result:
& Security optionz
o Error messages wibuae32: Version 7.10 of Z010-Nov-25 (Build 337). »
@ Advanced options Applicetion is provected with CodeMeter end stesic runsime loading
! Summar {-> DE file for Win2Z on x86& machines) .
. Y UnitCounter is decremented at start by 1.
Respurce encryption (command line option -caal) is activated. =
§§& WARNING: Static DLL binding (with bind.exe] of Exe/Dll is deactivated.
Zpplication File is a Windows GUI Executable.
CRC2Z walue for the Virus Check 0x0e52845a
Application name ._........._..... . notepad.exe
Protected Rpplication name ..... .. notepad Windows3Z.exe
Expiration Time warning threshold .... 100 day(s)
UnitCounter warning thresheold ........ 1000 unit(s)
Anti-Debugging-Check (ADC) is activated .. .. Level 23
$#f WARNING: The security option hardware locking (command line option -caglé
Eutomatic Run Time Check every ....... 30 second(s)
Ignore-button limited to ............. 3 retry/retries
€21l to user message DLL is allowed .. UserMsgii.dll
< | [0 3
Dialag | Message | Time |
! Licensing systems “f'ou are using a Codeeter evaluation Firm Code! 13122010 15.08:59
| Windows 32-hit |Here you find errors (red) and warnings (yellow) in your project. Doubleclick to jump directly to the according page. ]

Figure 39: AxProtector - Windows "Encryption Result"

Protect now When you need to repeat the encryption operation, click the "Protect now" button. Then the AxProtector commandline is executed
in batch mode.

You are also able to copy the AxProtector commandline for the batch mode to the clipboard and insert it in the
commandline input. Subsequently, you can edit it and apply any desired changes.

7.4.2 .NET Assembly

In principle, a .NET assembly is an open book to hackers: using capable tools, e.g. Reflector, disassembling of your code and thus
reverse engineering is quite simple. In order to prevent unauthorized analysis or modification, your executable code should always be
encrypted before delivery.

In the case, you wish to encrypt an already obfuscated program, please note that only a pure name obfuscation has been
used.

If other changes have been applied to the assembly, eventually an executable but not editable assembly may the result. Then
AxProtector is not able to interpret and encrypt this assembly.

Wibu-Systems recommends, first to encrypt the original assembly using AxProtector and following to apply the obfuscator.

Please note that after encryption with AxProtector .NET the output directory does not only contain the encrypted assembly.
In addition, there are other files that are needed to use a protected assembly, e.g. the WibuCmNet resource libraries or the
wupi.net.dll.

The CodeMeter API for .NET has been adapted to state-of-the-art cross-platform status, i.e. the WibuCmNET.DLL has been
cross-platform-implemented in .NET Standard 2.0. This new .NET Standard library is to become the basis for all versions of .NET
and provide required APIs to share .NET code across several platforms.

In order to implement this switch the package NuGet Package has been created integrating the newly created WibuCmNET.DLL
file and language satellites.

A respective document how the Wibu-System ISV customer is able to use applications with the WibuCmNET.DLL for cross-
platform support is available as knowledge base item in the separate CodeMeter Core APID™ help.

Encryption of C# code for Unity 3D and Mono

Unity 3D is a runtime and development environment for games based on Mono. Mono is an open source implementation of the
Microsoft .NET framework.

A minimum runtime version of 5.16 is required to run an encrypted assembly under Mono.

A minimum version of the Unity Software Development Kit (SDK) of version 2018.3 is required.
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Support is provided for:

a) .NET Framework 4.6.1 and higher: Windows

b) .NET Standard 2.0: Windows, Linux

For Mono and Unity, currently only one assembly can be loaded encrypted within a process.

Protected Unity / Mono applications on Linux currently only use the default port 22350 for CodeMeter license accesses. The use of
other ports is not supported.

The following table summarizes what kind of files can be encrypted using the AxProtector Windows GUI or the commandline.

Application to be protected Project type GUI Commandline
Windows

NET Assembly NET commandline[ #
AxProtector .NET

Starting with Version 4.20c also the .NET 4.0 Framework is supported. The new commandline variant
AxProtectorNet4.exe is able to handle .NET 4.0 assemblies. AxProtector .NET 2.0 automatically starts AxProtector .NET 4.0
on the attempt to encrypt an .NET 4.0 assembly.

How does it work?
AxProtector works as follows:

e Your assembly is disassembled by AxProtector .NET.

e Classes, methods and fields are extracted from the original assembly.

e A new assembly is created.

e Classes are created with the same names, methods and fields.

e The newly created methods, however, do not hold the original code but instead make calls to the AxEngine.

e The original code is encrypted by the license you select, and is appended to the data section.

At the first call of the encrypted method, the code inserted by AxProtector .NET calls the AxEngine. The AxEngine decrypts the original

code stored in the data section, and calls the encrypted code. Because the original methods keep their original names, you are still able
to call them from outside. Even the parameters (type and description) stay the same.

Protected application

methods .
fields ...

Figure 40: .NET encryption
However, disassembling the encrypted code is not possible.

You can define for yourself which methods are encrypted, and which locate unencrypted in the assembly. This you define optionally
for a complete name space, a complete class, or a single method.

A definition at the method level overrules definitions at the class level. The same holds for the class and name space level.
At the same time, you determine whether encryption takes place using the default license, not at all, or separate license lists are used.

With the latter option you automatically implement modular software protection.

The following menu items are available in the navigation windows:
e File to protect[®

o Licensing Systems[184

e Runtime Settings[190

e Security OptionsD 3

e Error Messages[195

 Advanced OptionsD
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e License ListsD97
o IxProtectorl™

e Summary
7.4.2.1 File to protect

To safely encrypt an executable file using AxProtector, first select the file you want to protect.

Figure 41: AxProtector .NET - "File to Protect"

File to Protect

Source File Click on the "..." button and select the file to protect using the system dialog “Open*. Alternatively, manually specify the path and
name of the file in this field.

As alternative to the "..." button, you may also directly drag & drop the source file from Windows Explorer into the source
file field.

Destination File  After you selected the source file, AxProtector automatically creates a secondary folder [..\protected\..]. You may change

this default by manually specifying the path and name of the destination file. Then the destination file corresponds to your
protected application.

Commandline option see here372

7.4.2.2 Licensing Systems

After you select the file to be protected, the "Licensing systems" page displays in the input window. This is where you select and
configure the license(s) to be applied. Depending on your requirements, you can select one or several licenses to be used for
encrypting and later accessing your protected application.
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Figure 42: AxProtector .NET - "Licensing Systems"

Single License

For creating and editing the license details of a single license the following settings are available:

Licensing systems

Firm Code

Product Code

CodeMeter Applying the licensing system CodeMeter.
IP Protection Applying the licensing system /P Protection.

Only the intellectual property is protected here. It is therefore not necessary to use a licensing
system. However, a separate license from Wibu-Systems is required.

Depending on the input file and the selected encryption options, AxProtector creates a key with
which the application to be protected is encrypted.

With unchanged parameters, this key remains constant and guarantees reproducible encryption and
decryption.

Commandline option see here(®*

Please note that after a decision for exclusive protection (/P Protection) the selection of an
additional licensing system is not supported and therefore not enabled in the user interface.

WibuKey Applying the licensing system WibuKey.
For setting WibuKey options, see the separate "WibuKey Developer Guide".

If you are switching from WibuKey to CodeMeter, please activate both licensing systems.

In this way, you are able to ship updates and upgrades to existing customers who already have a
WibuBox without the need to replace the hardware. New end-users will be the ones to receive a
CmbDongle or a CmActLicense together with the protected application.

Specify the Firm Code to be used for encrypting the software.
As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:

Firm Code CodeMeter Software Licensing system
Development Kit (SDK)

6000010 Evaluation Universal Firm Code CodeMeter

10 CmDongle Evaluation Firm Code CmDongle

5010 CmActLicense Evaluation Firm Code CmActLicense

Commandline option see here[® .

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.

Commandline option see here[1#* .
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Feature Code

Subsystem

License options

Minimum driver
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Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of O is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.

Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.
Hex to Bin @

Hex Dec Bin

| T

Figure 43: Feature Map Input
Commandline option see here[1%*.

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[3%),

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see herelJ ).

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,
and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal servers
(CmDongle Firm Code) is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.
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Build
Release Date
Minimum Firmware

Ignore Linger Time

5010, 5.000.000- 4.20

5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal servers

(CmActLicense Firm Code) s automated. This means that AxProtector automatically handles sessions of the
protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[1** .

Enter the Build number of the minimum driver version.

Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period
The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle Firm Code) In order to use the Product ltem Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product ltem Option Maintenance Period you require the firmware
(CmActlLicense Firm Code) version 1.18.. After activating the checkbox you are prompted to accept that the

“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Commandline option see here[® .

Please note, that this option disEIay only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options 155",

Activate this option to ignore a programmed LingerTime.
This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here[2* .

If you want to use more than a single license to be used for encrypting and later accessing your protected application, you can do so.
Please click the "Add" button to add additional license(s).
7.4.2.2.1 Licensing Systems - Add licenses

Several Licenses

If you want to use more than a single license to be used for encrypting and later accessing your protected application, you can do so.

Please click the "Add" button to add additional license(s). The same settings as for configuring a single license are available.

Selecting the desired licensing system to be applied:

Licensing systems

Description
CodeMeter Applying the licensing system CodeMeter.
IP Protection Applying the licensing system /P Protection.
Only the intellectual property is protected here. It is therefore not necessary to use a licensing
system. However, a separate license from Wibu-Systems is required.
Depending on the input file and the selected encryption options, AxProtector creates a key with
which the application to be protected is encrypted.
With unchanged parameters, this key remains constant and guarantees reproducible encryption and
decryption.
Commandline option see here[®*

Please note that after a decision for exclusive protection (/P Protection) the selection of an
additional licensing system is not supported and therefore not enabled in the user interface.

WibuKey Applying the licensing system WibuKey.
For setting WibuKey options, see the separate "WibuKey Developer Guide".

If you are switching from WibuKey to CodeMeter, please activate both licensing systems.

87



CodeMeter Developer Guide 7.0 - December 2019 7.0

Firm Code

Product Code

Feature Code

Subsystem

License options
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In this way, you are able to ship updates and upgrades to existing customers who already have a
WibuBox without the need to replace the hardware. New end-users will be the ones to receive a
CmDongle or a CmActLicense together with the protected application.

Specify the Firm Code to be used for encrypting the software.
As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:

Firm Code CodeMeter Software Licensing system
Development Kit (SDK)

6000010 Evaluation Universal Firm Code CodeMeter

10 CmDongle Evaluation Firm Code CmbDongle

5010 CmActLicense Evaluation Firm Code CmActLicense

Commandline option see here[1%* .

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.
Commandline option see here[1%*.

Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of 0 is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.

Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.
Hex to Bin [=]

Hex Dec Bin

| T

Cancel
Figure 44: Feature Map Input

Commandline option see here[12*.

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[3%*),

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see herel] ).

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.
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Minimum driver

Build
Release Date
Minimum Firmware

Ignore Linger Time

No user limit Here any number of instances of the protected application can be started locally or in a network,
and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal servers
(CmDongle Firm Code) is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected

software.
5010, 5.000.000- 4.20
5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal servers

(CmActlLicense Firm Code) s automated. This means that AxProtector automatically handles sessions of the
protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[1%

Enter the Build number of the minimum driver version.

Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period
The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle Firm Code) In order to use the Product ltem Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product ltem Option Maintenance Period you require the firmware
(CmActLicense Firm Code) version 1.18.. After activating the checkbox you are prompted to accept that the

"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Commandline option see here[3% .

Please note, that this option display only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options!) 55" .

Activate this option to ignore a programmed LingerTime.

This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here[1%* .

Moreover, the options WupiReadData and WupiWriteData are available.

WupiReadData

WupiWriteData

Reading and writing of data at runtime of an protected application is limited to license entries on the list which
do not represent the default license.

Activate this option to read datal)?? from the CmContainer if this data has been previously stored at a defined
location.

Activate this option to write datall*® into a CmContainer that has been prepared for storing additional data.

Click the "OK" button to add the new license(s) to the list. In the list display separate sort buttons at the list button allow you to sort
the license entries to define a default license. In this view adding, editing or deleting licenses is supported.
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7.4.2.3 Runtime Settings

This input window lets you define the application's runtime settings, e.g. license checks for CmContainer, issue warnings, etc.

Figure 45: AxProtector .NET - "Runtime Settings"

Runtime Check

In this group you define whether and how often the protected application checks the license at runtime.

Activate Runtime Check Activates or deactivates the check at runtime of the protected application.

Period
Max. Allowed Ignores

Activate Plug-out
Check
(only CmDongle)

Commandline options see here[1?° .
Defines the period between two checks. You specify this time interval in the format: hours: minutes: seconds.
Defines how often the end-user is able to ignore a failed check

If the connection to a CmContainer should fail or the license cannot be accessed, you can assign a reasonable
number of “ignores” allowing the end-user to continue working without a license access.

This option closes the protected application when the CmDongle is removed while the application is running. Immediately,
an error message is issued. This option is valid for CmDongle only.

Commandline option see here[1#"

Unit Counter Decrement

Decrementing an Unit Counter can serves to establish the validity of licenses in a CmContainer. This group allows you to define this
behavior (commandline option see here(37®).

Decrement by

Defines the value by which the Unit Counter is decremented. This option causes a decrement of the counter when the
protected application starts.

If the "Also at Runtime Check" option is activated and the specifications are set as shown in the figure above, every 30
seconds (see the defined period) a set Unit Counter is decremented by a value of 1.

Also at Runtime Check Decrements the Unit Counter also at runtime of the protected application.

This option works only when the "Also at Runtime Check" option in the "Runtime Check[390" group is activated.

Thresholds

In this group you define when a message is issued to give information on the validity of a license.
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For customizing the messages texts see here[195

Unit Counter If the defined threshold falls short, a warning message is issued.
Commandline option see here[ %7 .
Expiration Time (days) If the specified Expiration Time (in days) is achieved within the defined threshold, a warning message is issued.

Commandline option see here[#7 .

User Defined Text

In this group you can use a User Defined Text, which is then stored as text entries in the AxEngine (CmAccess) license access structure.
These entries then overwrite the texts that are set by a Message DLL. For the commandline option see here0** .

Activate User Defined Activates or deactivates the use of User Defined Text.
Text The following text entries can be used.

Application name  uses the application name.
Computer name uses the computer name.
Specified text uses the specified text in the field of the same name.

7.4.2.3.1 Advanced Runtime Settings

This input window lets you define further settings at the runtime of an encrypted application.

Advanced runtime settings @
Unit Counter check: ———————— [Ewspiration Time check:————————— [~Activation Time check [CM anly):

@ Standard @ Standard @ Standard

" Required [CM anly) " Required [CM only) " Required

i Ignore [CM anly) i Ignare [CM anly) i Ignore
—Spstem Time check [CH only) Maintenance Period check [Ch only)

[~ Encryption Time check. = Standard

[~ CmStick ¢ PC System Time check = Fequired

Minutes alowed to be older:
[15

Minutes allowed to be pounger:
[15

Certified time [Ch only): Advanced options:
[~ Set Certified Time ™ &dd control and about menu
[~ Check Certified Time ¥ Terminate host application
taximum Certified Time age (hours): I~ Create mobie spplication

100

Period without time checking [hours]:
E

Figure 46: AxProtector .NET - "Advanced Runtime Settings"
For checking the options Unit Counter, Expiration Time, Activation Time defined in a license the following handling is valid.

=0 X X 3

<>0 4] a4 af

not specified 4

Unit Counter
Defines the handling of a Unit Counter set in a license (commandline option see hereD ™).

Standard Decrements at runtime and/or start time an existing Unit Counter entry in a license by the value defined on the previous page.
If the Unit Counter reaches 0 (null) the encrypted application does not start.
Required A Unit Counter entry < > 0 in a license is required. Without such an entry the encrypted application does not start at all.
Ignore An existing Unit Counter entry in the license is ignored. The application does not decrement the Unit Counter. The application will start

with a Unit Counter entry set to 0.

Expiration Time
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Defines the handling of an Expiration Time set in a license (commandline option see here[ ™).

Standard Checks for an existing Expiration Time entry in a license. However, the application also starts when no Expiration Time entry exists, or
the current date precedes the Expiration Time.

Required An Expiration Time entry in a license is required. Without such an entry the encrypted application does not start.
Ignore An existing Expiration Time entry in a license is ignored. Also, when the current date exceeds the Expiration Time.

Activation Time
Defines the handling of an Activation Time set in a license (commandline option see hereD 7).

Standard Checks for an existing Activation Time entry in a license. However, the application also starts when no Activation Time exists, or the
certified time*" is later than the Activation Time.

Required An Activation Time entry in a license is required. Without such an entry the encrypted application does not start. Please note that in
that case, an Internet connection for getting the certified time is also required.

Ignore An existing Activation Time entry in a license is ignored. Also, when the current date precedes the Activation Time.

Maintenance Period

Defines the handling of a Maintenance Period saved to the license. Then the use of a license is limited to software versions which have
been created, i.e. released, within this Maintenance Period. The Release Date is stored in the protected application and at runtime a check
is executed whether the date is within the defined period (commandline option see hereD#®)

The option is available only, if you activated the checkbox Release Date on the page "Licensing systems(184,

Two checking options exist:

Standard At runtime of the protected application a Release Date check is performed only if a Maintenance Period exists. This corresponds to the
default setting, even if on the page "Licensing systems" the checkbox Release Date has not been activated.

Required At runtime of the protected application a Release Date check is mandatory performed. The PIO Maintenance Period must exist.

Certified Time

Each CmContainer has an integrated clock which advances when the CmContainer is connected with the computer or activated. When
the CmContainer is connected or activated, the clock's time synchronizes forward. Otherwise, the time last saved applies.

If desired, the Certified Time can be updated by synchronizing with any CodeMeter® Time Server. The Time Servers are spread globally
by Wibu-Systems and provide a Certified Time. On updating the certified time the internal CmContainer time is synchronized and
updated as well (commandline option see here[*").

For information on the fail safe and manipulation safe processes referring to Activation and Expiration Time see here[3*" .

Set Certified Time This option attempts to update the Certified Time in a CmContainer. The certified time is requested from the Time
Server.

This option requires a connection to the Internet.

Check Certified Time This option checks to see if the Certified Time is older than the '‘Maximum Certified Time Age' you defined here. If the
'Maximum Certified Time Age' is exceeded, the application will not start.

Maximum Certified Time Age If you select the option "Check" you are able to define here the Maximum Certified Time Age in hours. The age is
(hours) calculated by the difference between the running System Time and the Certified Time.

Period without time checking Specifies the period (in hours) if no check of the Certified Time certificate is taking place.

(hours) If this period is not reached, a check is not performed. If the Certified Time certificate is located between this period

and the ‘Maximum Certified Time Age', an attempt to update the Certified Time certificate is performed. If this is not
successful, however, the application continues running until the ‘Maximum Certified Time Age' is reached. Not until
this happens, is an update of the Certified Time certificate required.

System Time

In this area you define settings for additional protection preventing license manipulation by faked PC Time setting (commandline
option see here[#").

Encryption Time check This option saves the time when the encryption takes place (PC Time) in the protected application. Then the application
runs on the user PC only if the CmContainer System Time is newer than the encryption time.
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Requires at least CodeMeter® 4.10.

CmContainer / PC System When activated these options define a time corridor in which a difference between CmContainer System Time and PC
Time check Time is allowed. If the PC Time does not fall into this defined time corridor, the protected application will not run on
the user PC.

Minutes to be allowed older  States in minutes how much the PC Time is allowed to be older than the CmContainer System Time.

Minutes to be allowed States in minutes how much PC Time is allowed to be younger than the CmContainer System Time.
younger

Advanced options
This group allows to set further options.

Terminate host application ~ When no valid license is found, in the case of protected DLL application files the calling * . exe is terminated
(commandline option see here[377).

Create mobile application [not yet implemented]
7.4.2.4 Security Options

This input window lets you select from different mechanisms and methods for protecting your application. You are able to scale the
degree of security for yourself, for example, the search intensity for debugger or if a CmContainer is locked.

Figure 47: AxProtector .NET - "Security Options"

.NET Obfuscation
The obfuscation process renames elements to render them meaningless and replaces human-readable information with machine
generated information (commandline option see here3**). Elements comprise classes, methods, and fields.

private classes / methods / obfuscates private elements
fields

internal classes / methods / obfuscates internal elements
fields

protected classes / methods/  obfuscates protected elements
fields
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public classes / methods / fields obfuscates public elements

Anti-Debugging Schemes

Debugger programs serve an honest role in searching for error and finding bugs. But they may also be used by hackers to analyze
software. In this group you determine how to react to debugger programs (commandline options see here[3*").

Basic Debugger Check

Reflector defence
Automatic Trap Generation
Activate license access lock

Configuration

I4

The 'Basic Debugger Check', checks to see if a debugger is attached to your application. If a debugger is found, your
application will not be started or exited.

For protected .NET assemblies automatically a reflector defence is activated preventing decompiling.
Automatically inserts hacker traps into the protected assembly (commandline option see herel1?®).

This option locks the license access to the used Firm Item in a CmContainer as soon as a debugger program is
detected.

If this option is activated, the settings are applied you defined in the dialog to be opened by the *Configuration*
button.

This button is activated only for CodeMeter.

If the option "Activate license access lock" is activated, you are able to define further settings in the dialog which opens
by clicking the "Configuration" button:

Depending on the Firmware used this dialog allows to define separate locking scenarios (for more detailed information
see separate CodeMeter Developer Guide, section "Advanced CodeMeter Features | Locking a CmContainer").

immediate locking is performed starting with Firmware Version 1.14 as soon as a debugger is detected.

prepared locking is performed by checking the Firm Access Counter (FAC). The Firm Access Counter locates at the
Firm Item level of a CmContainer. This counter allows you to control whether a Firm ltem can
be used for encryption and decryption operations.
By default, the FAC is deactivated and has a value of 65535 (0xFFFF). A software vendor
is able to program it to any other value between 1 and 65534. On detecting a debugger
the FAC is decremented by a value of 1.
If the FAC reaches a value of 0, the Firm ltem is locked.
The owner / end-user of the locked Firm ltems must contact the software vendor for
unlocking codes. This can be done by remote programming.

Hardware locking (CmDeongle only) @

¢ Automatic mode
[~ Locking only if FAC defined

i Lock license container (new)
I~ Locking anly if FAC defined

i~ Lock license container (old)

oK I Help

Figure 48: AxProtector -.NET "Security Options - Hardware Locking"

The following settings are available:

" Automatic Mode" activated and If the Firmware version is smaller than 1.14 and a Firm Access Counter unequal
"Locking only if FAC defined" not 65535 has been programmed, the counter will be decremented by a value
activated (Standard) of 1.

If the Firmware version is 1.14 or higher, the Firm ltem is immediately locked.
For compatibility reasons this represents the default setting.

" Automatic Mode" activated and If the Firmware version is smaller than 1.14 and a Firm Access Counter unequal
"Locking only if FAC defined" activated 65535 has been programmed, the counter will be decremented by a value
of 1.

If the Firmware version is 1.14 or higher and a Firm Access Counter unequal
65535 has been programmed, the Firm Item is immediately locked.

"Lock License Container (new)" This option requires a Firmware version 1.14 or higher. The Firm Item is
activated and "Locking only if FAC immediately locked.
defined" not activated Seen from a security point of view this is the recommended option.

This, however, requires that all CmContainer in the field must have a
Firmware Version 1.14 an higher.

“Lock License Container (new)" and  This option requires a Firmware version 1.14 or higher. If a Firm Access
"Locking only if FAC defined" activated Counter unequal 65535 has been programmed, the Firm Iltem is immediately
locked.
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"Lock License Container (old)" Independent from the Firmware version, if a Firm Access Counter unequal
activated 65535 has been programmed, the counter will be decremented by a value

of 1.

This holds for all Firmware versions. If 'prepared locking' is programmed, the
Firm Access Counter is decremented by a value of 1.

Advanced protection schemes

The advanced protection schemes deeply intervene into your application. In some cases, this may mean that some single mechanisms
will not work due to compatibility reasons (commandline options see here[3).

Resource encryption Also encrypts the .NET resources of your protected application. After the start of your application, the resources
located in the PC memory and are decrypted "on demand".

Add code integrity check The protected application is checked for code integrity using asymmetric authentication asymmetric
authentication47 mechanisms, if you check this box (commandline options see here] #°),
On code integrity check first a check sum (hash value) of the application is created and signed with the private key of
the Individual Software Vendor (ISV).

The hash value and the signature are added to the application. The recalculation and the integrity check of the hash

value and thus of the application is performed at runtime check using the public key located in the software
(AxEngine).

Alternatively to the default private key you can also apply the commandline option -sigl* to use an entry of
a Hidden or Secret Data field to define another private key.

Moreover, the code integrity check may also cover several executable files / libraries. Then each file is able to check all
other files for integrity. Each file then requires the public key of the ISV: The hash value of the files to be checked then
is recalculated and compared to the hash value signed with the private key.

7.4.2.5 Error Messages

This input window lets you define the messages displayed if errors occur. You define whether a user message DLL with a separate
error display is used or whether you use default error message windows.

Figure 49: AxProtector .NET "Error Messages"

Error Messages

Default Error Messages All egors occurring at the runtime of a protected application display default error messages (commandline option see
herel1?"),
User Message DLL The ability to use the User Message DLL is activated.

File name (without Language Extension)
Enter the file name without specifying path and language file extension.
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Either you program an own User Message DLL and place it in the same directory as your protected application, or you use
the Wibu-Systems sample User Message for .NET ($CodeMeter Samples$Software
Protection\C#\UserMessage) and place it in the same directory as your protected application.

Inline Messages Links for .NET projects, with an inline assembly, can also be configured by * . ini files (commandline option see here#®

).

When using Inline UserMessages the logging is saved to the directory "$CommonApplicationData%". When
you want to specify another path specify the parameter LogPath<Path> in the *.ini file.

Customized Error
Messages

7.4.2.6 .NET Options

Activate this option to enter customized error messages displayed in the message boxes below.

This page allows you to specify further .NET settings.

Figure 50: AxProtector .NET - ".NET Options"

.NET Options

Here you are able to specify whether your assembly is signed by AxProtector.
No Strong Name Activate this checkbox to not sign your assembly.

Strong Name from File

Activate this checkbox to use a source file to sign the program class. Then specify a file holding the key pair to generate
a strong name (commandline options see here[17?).

Strong Name from Container Activate this checkbox to use a container file to sign the program class (commandline options see here[J 7).
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7.4.2.7 Advanced Options

This input window lets you set further options for the encryption using IxProtector.

Figure 51: AxProtector .NET - "Advanced Options"

Extended Commandline
Options

Activate IxProtector

Create Lodfile
Logging

Optimization

Here you are able to directly enter extended options or new feature functions using the AxProtector commandline.

For more information please contact support at Wibu-Systems.

Activate this checkbox to allow for the later creation and editing of license lists and function lists. These you need to
protect using IxProtector via the Software Protection-APID?® . (commandline option see here[#),

Activate this checkbox to create file logging for the activities of AxProtector.
Specify the path and file name of this log file.

If you specify the name of the file only, by default, this file is saved to the directory $\ Program Files$%
\WIBU-SYSTEMS\AxProtector\DevKit\bin.

For an optimized performance specify here the minimum size for assemblies to be encrypted. The default setting is 10
bytes. This way you are able to exclude methods from encryption which are smaller than the number of bytes you
specify here. By setting a value of 0 this feature is deactivated.

Commandline option see here[17° .

7.4.2.7.1 License Lists

This menu item lets you manage license lists. Those you need to protect using IxProtector via the Software Protection-API (WUP)D™ .

License lists consist of a unique identifier (ID), a Description, and hold specifications on Items and Item Details.

This ID corresponds to the index number you require when addressing a license using most of the WUPI commandsD™ .
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Figure 52: AxProtector .NET - "License Lists"

Using this menu items also allows you to create License Lists. Please proceed as follows:
1. Click the "Add" button.

2. Assign in the area License List an Id and complete the field Description.

Id This ID uniquely identifies a license list and serves for referencing.

By default, an ID of 0 is initially set by the selection of the licensing system. Following, you are able to add
license list entries starting with IDs starting from 1.
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Description

Licensing Systems

Firm Code

Here you will describe a license list with text.
3. Define the license by completing the fields in the License item details group.

Add License list >
rLicense list:
‘ Id: Description:
| |1 IChangeFonts
[ | Licenses:
{CodeMeter Universal Firm Code | 000070 | 201001 | 0 | Local - Ne Mo user limit | £.10 1 300 26.10.2015 | 0 | none }
|

Add Delete
rLicense details:
Licensing systems:
Codetdeter] LI
Firm Code: Product Code: Feature Code:
[Eononio ~| [eo10m [o =]
Subsystem: License options: Finimum driver: Build:
ILoca\ - Metwork, V| IND user limit ;I |E 10 I
Minirmum Firmware: ¥ Releaze Date: [ lanare Linger Time
[300 [z810.2018 x| [ wupiwiteData
[~ wupReadData |
|
|
| !
oK LCancel Help |

Figure 53: AxProtector .NET - "Add License Lists"
Selecting the desired licensing system to be applied:
CodeMeter Applying the licensing system CodeMeter.

IP Protection Applying the licensing system IP Protection.

Only the intellectual property is protected here. It is therefore not necessary to use a licensing
system. However, a separate license from Wibu-Systems is required.

Depending on the input file and the selected encryption options, AxProtector creates a key with
which the application to be protected is encrypted.

With unchanged parameters, this key remains constant and guarantees reproducible encryption and
decryption.

Commandline option see here[) #*,

Please note that after a decision for exclusive protection (/P Protection) the selection of an
additional licensing system is not supported and therefore not enabled in the user interface.

WibuKey Applying the licensing system WibuKey.
For setting WibuKey options, see the separate "WibuKey Developer Guide".

If you are switching from WibuKey to CodeMeter, please activate both licensing systems.

In this way, you are able to ship updates and upgrades to existing customers who already have a
WibuBox without the need to replace the hardware. New end-users will be the ones to receive a
CmbDongle or a CmActLicense together with the protected application.

Specify the Firm Code to be used for encrypting the software.
As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:

Firm Code CodeMeter Software Licensing system

Development Kit (SDK)

6000010 Evaluation Universal Firm Code ~ CodeMeter Universal Firm Code
10 CmDongle Evaluation Firm Code CmbDongle

5010 CmActLicense Evaluation Firm Code CmActLicense

Commandline option see here[3%
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Product Code

Feature Code

Subsystem

License options

Minimum Driver Version

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.

Commandline option see here[1**,

Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of 0 is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.
Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.
Hex to Bin [=]
Hex Dec Bin
[oo000000
Cancel

Figure 54: Feature Map Input
Commandline option see here[ #*,

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[12°),

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see here[12).

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,
and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmDongle) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.
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Build
Release Date
Minimum Firmware

Ignore Linger Time

WupiReadData
WupiWriteData

5010, 5.000.000- 4.20
5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmActLicense) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[3%.
Enter the Build number of the minimum driver version.
Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period

Specify the minimum firmware version required.
The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle) In order to use the Product Item Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product Item Option Maintenance Period you require the firmware
(CmActLicense) version 1.18.. After activating the checkbox you are prompted to accept that the

“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Commandline option see here[3%5

Please note, that this option disEIay only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options155 ",

Activate this option to ignore a programmed LingerTime.
This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here(** .
Activate this option to read datal1#® from the CmContainer if this data has been previously stored at a defined location.
Activate this option to write datall?® into a CmContainer that has been prepared for storing additional data.

After you defined all desired settings in the area License Element Details, please proceed as follows:
4. Click on the "Add" button in the License List group. The summary of your specifications are displayed in the license item list.
5. Click the "OK" button. The new license data is added to the license list.
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Figure 55: AxProtector .NET - "Completed License Lists"
7.4.2.7.2 IxProtector

Using this menu item allows you to separately define single encryption types for single assembly elements.
In the case you activated the checkbox "IxProtector" in the menu item "Advanced options" the source assembly is loaded and displayed
in a tree view making available all name spaces, classes, and modules.

Figure 56: AxProtector .NET - "IxProtector"
Click the different buttons in the upper "IxProtector” area to select from different assembly views.

Views
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- | Closes all assembly levels of the tree structure.

| Expands the name space level of the assembly.
Ly Expands the class level of the assembly.

Expands the method level of the assembly.

Expands all parent levels of the assembly. In this view see all levels where modifications have been made.

The area "Statistics" on the right shows you more encryption details depending on the selection you have made for the tree view.

Name This field refers to the name of the element you have marked in the tree view.

Methods Using different colors the bar '‘Methods' shows you the protection technology used or not used when encrypting or not
encrypting. At the same time, the displayed numbers inform you about the number of encrypted or non-encrypted methods for
each protection technology.

Green Shows that the method will be encrypted using AxProtector and that the License List ID has a value of 0 (default
license)
Blue Shows that the method will be encrypted using IxProtector and that the License List ID has a value unequal 0.
Red Shows that the method in not encrypted.
Bytes Using different colors the bar 'Bytes' also shows you the protection technology used or not used when encrypting or not

encrypting. At the same time, the displayed numbers inform you about the number of encrypted or non-encrypted bytes for
each protection technology.

Green Shows that the method will be encrypted using AxProtector and that the License List ID has a value of 0 (default
license)

Blue Shows that the method will be encrypted using IxProtector and that the License List ID has a value unequal 0.

Red Shows that the method in not encrypted.

You also have the option to separately assign the protection technologies AxProtector and IxProtector to single assembly elements, or
exclude single elements from encrypting. To assign a protection technology by using the secondary menu, please proceed as follows:

1. In the left tree view, select the favored assembly element (name space, class, or method).

2. Click the right mouse button.
The secondary menu opens.

3. Assign the favored encryption types by using symbols.
The License List IDs you are prompted are automatically transferred from the entries you added to the license list.

Excludes the selected element from encryption.

o
£ Encrypts the selected element using AxProtector (License List ID with a value of O, i.e. default license).
o Encrypts the selected element using IxProtector (License List ID with a value unequal to 0, i.e. according to existing license list entries).

< This icon marks methods that are excluded from encryption due to the size of the method. The threshold can be set on the page
'Advanced Options' in the area optimizing

The modifications you made instantly display in the left area.

7.4.2.8 Summary

This input window shows you a summary of all the settings you defined for the automatic protection of your application, and allows
you to start the encryption process.

For subsequent use, the contents of this page can be copied to a * . wbc file (WIBU Configuration file). Copy the content into a
text file, and change the file extension to * . wbc.

Alternatively, you may also use this file to protect your application using the AxProtector commandline tool. In the
commandline3* type AxProtector.exe @*.wbc.

Alternatively, using the "File - export wbc file" menu item, you can also create the corresponding * . wbc file.
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Figure 57: AxProtector .NET "Summary"

Finish

Starts the encryption using AxProtector applying the settings you previously defined.

Back Allows returning to change previous settings.

The result of the encryption with all relevant settings is displayed in a separate window.

Figure 58: AxProtector .NET - "Encryption Result"

Protect now

When you need to repeat the encryption operation, click the "Protect now™ button. Then the AxProtector commandline is executed
in batch mode.

You are also able to copy the AxProtector commandline for the batch mode to the clipboard and insert it in the
commandline input. Subsequently, you can edit it and apply any desired changes.
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7.4.3 .NET Standard 2.0 Assembly

AxProtector supports the new framework .NET Core 2.0. The framework also implements '.NET Standard 2.0" as technical specification
for programming interfaces (APIs) allowing to exchange program code among different implementations of .NET.
This results in the following changes for AxProtector in different areas:

Please note, that AxProtector .NET Standard currently runs on Windows only!

Commandline
Alternatively, AxProtector .NET Standard can be started by command line (directory: C:\Program Files (x86)\WIBU-
SYSTEMS\AxProtector\Devkit\bin\netstandard2.0). The calling parameter match the common AxProtectorNet
parameter.

On configuring please note the following:

One of the two parameter '-ui' for inline user messages or '-um' for messages is mandatory.
Otherwise the following error message is issued: "Using AxProtectorNet for Netstandard requires "-ui" or "-um
parameter to be set."

On encrypting please note the following:

For logical reasons the source directory of the application to be encrypted is to be the "publish* directory.
At encryption several files are transferred to the target directory " /protected"”:

e the encrypted own application, e.g. "Protectee.d11"

e all required assembly files and the files in the subdirectories the AxEngine requires.

Delivery / Shipping
However, the encrypted application in the directory "protected" is not immediately executable because other dependcies to
external DLLs may exist or eventually the file "Protectee.runtimeconfig.json" has not been modified and thus not been
copied from the source to the target directory.

Please make sure that the files locating in the target directory are copied to the publish directory, that then holds all
required data for the executable product.

The CodeMeter API for .NET has been adapted to state-of-the-art cross-platform status, i.e. the WibuCmNET.DLL has been
cross-platform-implemented in .NET Standard 2.0. This new .NET Standard library is to become the basis for all versions of .NET
and provide required APIs to share .NET code across several platforms.

In order to implement this switch the package NuGet Package has been created integrating the newly created WibuCmNET.DLL
file and language satellites.

A respective document how the Wibu-System ISV customer is able to use applications with the WibuCmNET.DLL for cross-
platform support is available as knowledge base item in the separate CodeMeter Core APID® help.

The following table summarizes what kind of files can be encrypted using the AxProtector Windows GUI or the commandline.

Application to be protected Project type GUI Commandline
Windows

NET Standard Assembly NET commandlinel1* to be found in
AxProtector .NET Standard directory:
b C:\Program Files (x86)\WIBU-

SYSTEMS\AxProtector\Devkit\bin\net
standard2.0

How does it work?
AxProtector works as follows:

e Your assembly is disassembled by AxProtector .NET Standard.

e Classes, methods and fields are extracted from the original assembly.

e A new assembly is created.

e Classes are created with the same names, methods and fields.

e The newly created methods, however, do not hold the original code but instead make calls to the AxEngine.
e The original code is encrypted by the license you select, and is appended to the data section.

At the first call of the encrypted method, the code inserted by AxProtector .NET Standard calls the AxEngine. The AxEngine decrypts
the original code stored in the data section, and calls the encrypted code. Because the original methods keep their original names, you
are still able to call them from outside. Even the parameters (type and description) stay the same.
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Protected application

\ class ...
methods .
fields ...

Figure 59: .NET Standard encryption
However, disassembling the encrypted code is not possible.

You can define for yourself which methods are encrypted, and which locate unencrypted in the assembly. This you define optionally
for a complete name space, a complete class, or a single method.

A definition at the method level overrules definitions at the class level. The same holds for the class and name space level.

At the same time, you determine whether encryption takes place using the default license, not at all, or separate license lists are used.

With the latter option you automatically implement modular software protection.

The following menu items are available in the navigation windows:

o File to protectD ™

e Licensing SystemsO ™
¢ Runtime SettingsD ™
e Security Options0 ™
e Error MessagesD ™

o Advanced Options8™
e License ListsD ™

o IxProtector™

e Summary
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7.4.3.1 File to protect

To safely encrypt an executable file using AxProtector, first select the file you want to protect.

Figure 60: AxProtector .NET Standard - "File to Protect"
File to Protect

Source File Click on the "..." button and select the file to protect using the system dialog “Open*. Alternatively, manually specify the path and
name of the file in this field.

As alternative to the "..." button, you may also directly drag & drop the source file from Windows Explorer into the source
file field.

Destination File  After you selected the source file, AxProtector automatically creates a secondary folder [..\protected\..]. You may change

this default by manually specifying the path and name of the destination file. Then the destination file corresponds to your
protected application.

Commandline option see here[3 7,

7.4.3.2 Licensing Systems

After you select the file to be protected, the "Licensing systems" page displays in the input window. This is where you select and
configure the license(s) to be applied. Depending on your requirements, you can select one or several licenses to be used for
encrypting and later accessing your protected application.

107



CodeMeter Developer Guide 7.0 - December 2019 7.0

Figure 61: AxProtector .NET Standard - "Licensing Systems"

Single License

For creating and editing the license details of a single license the following settings are available:

Licensing systems

Firm Code

Product Code
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CodeMeter
IP Protection

WibuKey

Applying the licensing system CodeMeter.
Applying the licensing system IP Protection.

Only the intellectual property is protected here. It is therefore not necessary to use a licensing
system. However, a separate license from Wibu-Systems is required.

Depending on the input file and the selected encryption options, AxProtector creates a key with
which the application to be protected is encrypted.

With unchanged parameters, this key remains constant and guarantees reproducible encryption and
decryption.

Commandline option see here[3 %,

Please note that after a decision for exclusive protection (/P Protection) the selection of an
additional licensing system is not supported and therefore not enabled in the user interface.

Applying the licensing system WibuKey.
For setting WibuKey options, see the separate "WibuKey Developer Guide".

If you are switching from WibuKey to CodeMeter, please activate both licensing systems.

In this way, you are able to ship updates and upgrades to existing customers who already have a
WibuBox without the need to replace the hardware. New end-users will be the ones to receive a
CmbDongle or a CmActLicense together with the protected application.

Specify the Firm Code to be used for encrypting the software.
As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:

Firm Code CodeMeter Software Licensing system
Development Kit (SDK)

6000010 Evaluation Universal Firm Code CodeMeter

10 CmDongle Evaluation Firm Code CmDongle

5010 CmActLicense Evaluation Firm Code CmActLicense

Commandline option see here[)? .

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.

Commandline option see here[1%* .
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Feature Code

Subsystem

License options

Minimum driver

Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of O is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.

Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.
Hex to Bin @

Hex Dec Bin

| T

Figure 62: Feature Map Input
Commandline option see here[1%* .

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[3%°),

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see herel3 %),

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,
and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal servers
(CmDongle Firm Code) is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.
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Build
Release Date
Minimum Firmware

Ignore Linger Time

5010, 5.000.000- 4.20

5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal servers

(CmActLicense Firm Code) s automated. This means that AxProtector automatically handles sessions of the
protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[3**

Enter the Build number of the minimum driver version.

Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period
The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle Firm Code) In order to use the Product ltem Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product ltem Option Maintenance Period you require the firmware
(CmActlLicense Firm Code) version 1.18.. After activating the checkbox you are prompted to accept that the

“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Commandline option see here[) %

Please note, that this option disEIay only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options 155 ",

Activate this option to ignore a programmed LingerTime.
This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here[3 2%

If you want to use more than a single license to be used for encrypting and later accessing your protected application, you can do so.
Please click the "Add" button to add additional license(s).
7.4.3.2.1 Licensing Systems - Add licenses

Several Licenses

If you want to use more than a single license to be used for encrypting and later accessing your protected application, you can do so.

Please click the "Add" button to add additional license(s). The same settings as for configuring a single license are available.

Licensing systems
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Selecting the desired licensing system to be applied:

Description

CodeMeter Applying the licensing system CodeMeter.

IP Protection Applying the licensing system /P Protection.
Only the intellectual property is protected here. It is therefore not necessary to use a licensing
system. However, a separate license from Wibu-Systems is required.
Depending on the input file and the selected encryption options, AxProtector creates a key with
which the application to be protected is encrypted.
With unchanged parameters, this key remains constant and guarantees reproducible encryption and
decryption.
Commandline option see here[3 %

Please note that after a decision for exclusive protection (/P Protection) the selection of an
additional licensing system is not supported and therefore not enabled in the user interface.

WibuKey Applying the licensing system WibuKey.
For setting WibuKey options, see the separate "WibuKey Developer Guide".

If you are switching from WibuKey to CodeMeter, please activate both licensing systems.

In this way, you are able to ship updates and upgrades to existing customers who already have a
WibuBox without the need to replace the hardware. New end-users will be the ones to receive a
CmbDongle or a CmActLicense together with the protected application.
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Firm Code

Product Code

Feature Code

Subsystem

License options

Minimum driver

Specify the Firm Code to be used for encrypting the software.
As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:

Firm Code CodeMeter Software Licensing system
Development Kit (SDK)

6000010 Evaluation Universal Firm Code CodeMeter

10 CmDongle Evaluation Firm Code CmbDongle

5010 CmActLicense Evaluation Firm Code ~CmActLicense

Commandline option see here[®* .

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.
Commandline option see here[1%* .

Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of 0 is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.

Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.
Hex to Bin [=]

Hex Dec Bin

| T

Cancel
Figure 63: Feature Map Input

Commandline option see here[1** .

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[3%°).

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see here[1 ).

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,
and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:
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Build
Release Date
Minimum Firmware

Ignore Linger Time

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal servers
(CmDongle Firm Code) is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected

software.
5010, 5.000.000- 4.20
5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal servers

(CmActlLicense Firm Code) s automated. This means that AxProtector automatically handles sessions of the
protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[1%*

Enter the Build number of the minimum driver version.

Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period
The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle Firm Code) In order to use the Product ltem Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product ltem Option Maintenance Period you require the firmware
(CmActLicense Firm Code) version 1.18.. After activating the checkbox you are prompted to accept that the

"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Commandline option see here[1% .

Please note, that this option display only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options!)55 ".

Activate this option to ignore a programmed LingerTime.

This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here[1%° .

Moreover, the options WupiReadData and WupiWriteData are available.

WupiReadData

WupiWriteData

Reading and writing of data at runtime of an protected application is limited to license entries on the list which
do not represent the default license.

Activate this option to read datal) * from the CmContainer if this data has been previously stored at a defined
location.

Activate this option to write datall ® into a CmContainer that has been prepared for storing additional data.

Click the "OK" button to add the new license(s) to the list. In the list display separate sort buttons at the list button allow you to sort
the license entries to define a default license. In this view adding, editing or deleting licenses is supported.
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7.4.3.3 Runtime Settings

This input window lets you define the application's runtime settings, e.g. license checks for CmContainer, issue warnings, etc.

Figure 64: AxProtector .NET Standard - "Runtime Settings"

Runtime Check

In this group you define whether and how often the protected application checks the license at runtime.

Activate Runtime Check Activates or deactivates the check at runtime of the protected application.

Period
Max. Allowed Ignores

Activate Plug-out
Check
(only CmDongle)

Commandline options see here[17° .
Defines the period between two checks. You specify this time interval in the format: hours: minutes: seconds.
Defines how often the end-user is able to ignore a failed check

If the connection to a CmContainer should fail or the license cannot be accessed, you can assign a reasonable
number of “ignores” allowing the end-user to continue working without a license access.

This option closes the protected application when the CmDongle is removed while the application is running. Immediately,
an error message is issued. This option is valid for CmDongle only.
Commandline option see here*"

Unit Counter Decrement

Decrementing an Unit Counter can serves to establish the validity of licenses in a CmContainer. This group allows you to define this
behavior (commandline option see here(3 ).

Decrement by

Defines the value by which the Unit Counter is decremented. This option causes a decrement of the counter when the
protected application starts.

If the "Also at Runtime Check" option is activated and the specifications are set as shown in the figure above, every 30
seconds (see the defined period) a set Unit Counter is decremented by a value of 1.

Also at Runtime Check Decrements the Unit Counter also at runtime of the protected application.

This option works only when the "Also at Runtime Check* option in the "Runtime Check[390" group is activated.

Thresholds

In this group you define when a message is issued to give information on the validity of a license.
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For customizing the messages texts see here[195,

Unit Counter If the defined threshold falls short, a warning message is issued.
Commandline option see here[ 7.
Expiration Time (days) If the specified Expiration Time (in days) is achieved within the defined threshold, a warning message is issued.

Commandline option see here[ 7.

User Defined Text

In this group you can use a User Defined Text, which is then stored as text entries in the AxEngine (CmAccess) license access structure.
These entries then overwrite the texts that are set by a Message DLL. For the commandline option see here .

Activate User Defined Activates or deactivates the use of User Defined Text.
Text The following text entries can be used.

Application name  uses the application name.
Computer name uses the computer name.
Specified text uses the specified text in the field of the same name.

7.4.3.3.1 Advanced Runtime Settings

This input window lets you define further settings at the runtime of an encrypted application.

Advanced runtime settings @
Unit Counter check: ———————— [Ewspiration Time check:————————— [~Activation Time check [CM anly):

@ Standard @ Standard @ Standard

" Required [CM anly) " Required [CM only) " Required

i Ignore [CM anly) i Ignare [CM anly) i Ignore
—Spstem Time check [CH only) Maintenance Period check [Ch only)

[~ Encryption Time check. = Standard

[~ CmStick ¢ PC System Time check = Fequired

Minutes alowed to be older:
[15

Minutes allowed to be pounger:

[15

Certified time [Ch only): Advanced options:
[~ Set Certified Time ™ &dd control and about menu
[~ Check Certified Time ¥ Terminate host application
taximum Certified Time age (hours): I~ Create mobie spplication

100

Period without time checking [hours]:
E

Figure 65: AxProtector .NET Standard - "Advanced Runtime Settings"
For checking the options Unit Counter, Expiration Time, Activation Time defined in a license the following handling is valid.

=0 X X 3

<>0 4] a4 af

not specified 4

Unit Counter
Defines the handling of a Unit Counter set in a license (commandline option see hereD#®).

Standard Decrements at runtime and/or start time an existing Unit Counter entry in a license by the value defined on the previous page.
If the Unit Counter reaches 0 (null) the encrypted application does not start.
Required A Unit Counter entry < > 0 in a license is required. Without such an entry the encrypted application does not start at all.
Ignore An existing Unit Counter entry in the license is ignored. The application does not decrement the Unit Counter. The application will start

with a Unit Counter entry set to 0.

Expiration Time
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Defines the handling of an Expiration Time set in a license (commandline option see here[ ).

Standard Checks for an existing Expiration Time entry in a license. However, the application also starts when no Expiration Time entry exists, or
the current date precedes the Expiration Time.

Required An Expiration Time entry in a license is required. Without such an entry the encrypted application does not start.
Ignore An existing Expiration Time entry in a license is ignored. Also, when the current date exceeds the Expiration Time.

Activation Time
Defines the handling of an Activation Time set in a license (commandline option see hereD?®).

Standard Checks for an existing Activation Time entry in a license. However, the application also starts when no Activation Time exists, or the
certified time[ % is later than the Activation Time.

Required An Activation Time entry in a license is required. Without such an entry the encrypted application does not start. Please note that in
that case, an Internet connection for getting the certified time is also required.

Ignore An existing Activation Time entry in a license is ignored. Also, when the current date precedes the Activation Time.

Maintenance Period

Defines the handling of a Maintenance Period saved to the license. Then the use of a license is limited to software versions which have
been created, i.e. released, within this Maintenance Period. The Release Date is stored in the protected application and at runtime a check
is executed whether the date is within the defined period (commandline option see here[#®)

The option is available only, if you activated the checkbox Release Date on the page "Licensing systems( 8.

Two checking options exist:

Standard At runtime of the protected application a Release Date check is performed only if a Maintenance Period exists. This corresponds to the
default setting, even if on the page "Licensing systems" the checkbox Release Date has not been activated.

Required At runtime of the protected application a Release Date check is mandatory performed. The PIO Maintenance Period must exist.

Certified Time

Each CmContainer has an integrated clock which advances when the CmContainer is connected with the computer or activated. When
the CmContainer is connected or activated, the clock's time synchronizes forward. Otherwise, the time last saved applies.

If desired, the Certified Time can be updated by synchronizing with any CodeMeter® Time Server. The Time Servers are spread globally
by Wibu-Systems and provide a Certified Time. On updating the certified time the internal CmContainer time is synchronized and
updated as well (commandline option see hereD#)

For information on the fail safe and manipulation safe processes referring to Activation and Expiration Time see here(3* .

Set Certified Time This option attempts to update the Certified Time in a CmContainer. The certified time is requested from the Time
Server.

This option requires a connection to the Internet.

Check Certified Time This option checks to see if the Certified Time is older than the 'Maximum Certified Time Age' you defined here. If the
'Maximum Certified Time Age' is exceeded, the application will not start.

Maximum Certified Time Age If you select the option "Check" you are able to define here the Maximum Certified Time Age in hours. The age is
(hours) calculated by the difference between the running System Time and the Certified Time.

Period without time checking Specifies the period (in hours) if no check of the Certified Time certificate is taking place.

(hours) If this period is not reached, a check is not performed. If the Certified Time certificate is located between this period

and the ‘Maximum Certified Time Age', an attempt to update the Certified Time certificate is performed. If this is not
successful, however, the application continues running until the ‘Maximum Certified Time Age' is reached. Not until
this happens, is an update of the Certified Time certificate required.

System Time

In this area you define settings for additional protection preventing license manipulation by faked PC Time setting (commandline
option see hereD*).

Encryption Time check This option saves the time when the encryption takes place (PC Time) in the protected application. Then the application
runs on the user PC only if the CmContainer System Time is newer than the encryption time.
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Requires at least CodeMeter® 4.10.

CmContainer / PC System When activated these options define a time corridor in which a difference between CmContainer System Time and PC
Time check Time is allowed. If the PC Time does not fall into this defined time corridor, the protected application will not run on
the user PC.

Minutes to be allowed older  States in minutes how much the PC Time is allowed to be older than the CmContainer System Time.

Minutes to be allowed States in minutes how much PC Time is allowed to be younger than the CmContainer System Time.
younger

Advanced options
This group allows to set further options.

Terminate host application ~ When no valid license is found, in the case of protected DLL application files the calling * . exe is terminated
(commandline option see here[127).

Create mobile application [not yet implemented]

7.4.3.4 Security Options

This input window lets you select from different mechanisms and methods for protecting your application. You are able to scale the
degree of security for yourself, for example, the search intensity for debugger or if a CmContainer is locked.

Figure 66: AxProtector .NET Standard - "Security Options"

.NET Obfuscation

The obfuscation process renames elements to render them meaningless and replaces human-readable information with machine
generated information (commandline option see here3”). Elements comprise classes, methods, and fields.

private classes / methods / obfuscates private elements
fields

internal classes / methods / obfuscates internal elements
fields

protected classes / methods/  obfuscates protected elements
fields
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public classes / methods / fields obfuscates public elements

Anti-Debugging Schemes

Debugger programs serve an honest role in searching for error and finding bugs. But they may also be used by hackers to analyze
software. In this group you determine how to react to debugger programs (commandline options see here[3*").

Basic Debugger Check

Reflector defence
Automatic Trap Generation
Activate license access lock

Configuration

The 'Basic Debugger Check', checks to see if a debugger is attached to your application. If a debugger is found, your
application will not be started or exited.

For protected .NET assemblies automatically a reflector defence is activated preventing decompiling.
Automatically inserts hacker traps into the protected assembly (commandline option see here[1%?).

This option locks the license access to the used Firm Item in a CmContainer as soon as a debugger program is
detected.

If this option is activated, the settings are applied you defined in the dialog to be opened by the *Configuration*
button.

This button is activated only for CodeMeter.

If the option "Activate license access lock" is activated, you are able to define further settings in the dialog which opens
by clicking the "Configuration" button:

Depending on the Firmware used this dialog allows to define separate locking scenarios (for more detailed information
see separate CodeMeter Developer Guide, section "Advanced CodeMeter Features | Locking a CmContainer").

immediate locking is performed starting with Firmware Version 1.14 as soon as a debugger is detected.

prepared locking is performed by checking the Firm Access Counter (FAC). The Firm Access Counter locates at the
Firm Item level of a CmContainer. This counter allows you to control whether a Firm ltem can
be used for encryption and decryption operations.
By default, the FAC is deactivated and has a value of 65535 (0xFFFF). A software vendor
is able to program it to any other value between 1 and 65534. On detecting a debugger
the FAC is decremented by a value of 1.
If the FAC reaches a value of 0, the Firm ltem is locked.
The owner / end-user of the locked Firm ltems must contact the software vendor for
unlocking codes. This can be done by remote programming.

Hardware locking (CmDeongle only) @

¢ Automatic mode
[~ Locking only if FAC defined

i Lock license container (new)
I~ Locking anly if FAC defined

i~ Lock license container (old)

oK Help

Figure 67: AxProtector -.NET "Security Options - Hardware Locking"

The following settings are available:

" Automatic Mode" activated and If the Firmware version is smaller than 1.14 and a Firm Access Counter unequal
"Locking only if FAC defined" not 65535 has been programmed, the counter will be decremented by a value
activated (Standard) of 1.

If the Firmware version is 1.14 or higher, the Firm ltem is immediately locked.
For compatibility reasons this represents the default setting.

" Automatic Mode" activated and If the Firmware version is smaller than 1.14 and a Firm Access Counter unequal
"Locking only if FAC defined" activated 65535 has been programmed, the counter will be decremented by a value
of 1.

If the Firmware version is 1.14 or higher and a Firm Access Counter unequal
65535 has been programmed, the Firm Item is immediately locked.

"Lock License Container (new)" This option requires a Firmware version 1.14 or higher. The Firm Item is
activated and "Locking only if FAC immediately locked.
defined" not activated Seen from a security point of view this is the recommended option.

This, however, requires that all CmContainer in the field must have a
Firmware Version 1.14 an higher.

“Lock License Container (new)" and  This option requires a Firmware version 1.14 or higher. If a Firm Access
"Locking only if FAC defined" activated Counter unequal 65535 has been programmed, the Firm Iltem is immediately
locked.
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"Lock License Container (old)" Independent from the Firmware version, if a Firm Access Counter unequal
activated 65535 has been programmed, the counter will be decremented by a value
of 1.

This holds for all Firmware versions. If 'prepared locking' is programmed, the
Firm Access Counter is decremented by a value of 1.

Advanced protection schemes

The advanced protection schemes deeply intervene into your application. In some cases, this may mean that some single mechanisms
will not work due to compatibility reasons (commandline options see here[3%).

Resource encryption

Add code integrity check

Also encrypts the .NET resources of your protected application. After the start of your application, the resources
located in the PC memory and are decrypted "on demand".

The protected application is checked for code integrity using asymmetric authentication asymmetric

authenticationl] 47 mechanisms, if you check this box (commandline options see here1?°).

On code integrity check first a check sum (hash value) of the application is created and signed with the private key of
the Individual Software Vendor (ISV).

The hash value and the signature are added to the application. The recalculation and the integrity check of the hash

value and thus of the application is performed at runtime check using the public key located in the software
(AxEngine).

Alternatively to the default private key you can also apply the commandline option -sigl}** to use an entry of
a Hidden or Secret Data field to define another private key.

Moreover, the code integrity check may also cover several executable files / libraries. Then each file is able to check all

other files for integrity. Each file then requires the public key of the ISV: The hash value of the files to be checked then
is recalculated and compared to the hash value signed with the private key.

7.4.3.5 Error Messages

This input window lets you define the messages displayed if errors occur. You define whether a user message DLL with a separate
error display is used or whether you use default error message windows.

Figure 68: AxProtector .NET Standard "Error Messages"

Error Messages

Default Error Messages

User Message DLL

All egors occurring at the runtime of a protected application display default error messages (commandline option see
here) #7).

The ability to use the User Message DLL is activated.
File name (without Language Extension)
Enter the file name without specifying path and language file extension.
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AxProtector Tab

Either you program an own User Message DLL and place it in the same directory as your protected application, or you use
the Wibu-Systems sample User Message for .NET ($CodeMeter Samples$Software
Protection\C#\UserMessage) and place it in the same directory as your protected application.

Inline Messages Links for .NET projects, with an inline assembly, can also be configured by * . ini files (commandline option see here[37

).

When using Inline UserMessages the logging is saved to the directory "$CommonApplicationData%". When
you want to specify another path specify the parameter LogPath<Path> in the *.ini file.

Customized Error
Messages

7.4.3.6 .NET Options

Activate this option to enter customized error messages displayed in the message boxes below.

This page allows you to specify further .NET Standard settings.

Figure 69: AxProtector .NET Standard - ".NET Options"
.NET Options
Here you are able to specify whether your assembly is signed by AxProtector.

No Strong Name Activate this checkbox to not sign your assembly.
Strong Name from File

Activate this checkbox to use a source file to sign the program class. Then specify a file holding the key pair to generate
a strong name (commandline options see here[3 7).

Strong Name from Container Activate this checkbox to use a container file to sign the program class (commandline options see here[17°).
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7.4.3.7 Advanced Options

This input window lets you set further options for the encryption using IxProtector.

Figure 70: AxProtector .NET Standard - "Advanced Options"

Extended Commandline
Options

Activate IxProtector

Create Lodfile
Logging

Optimization

Here you are able to directly enter extended options or new feature functions using the AxProtector commandline.

For more information please contact support at Wibu-Systems.

Activate this checkbox to allow for the later creation and editing of license lists and function lists. These you need to
protect using IxProtector via the Software Protection-APID % . (commandline option see here[) #4),

Activate this checkbox to create file logging for the activities of AxProtector.
Specify the path and file name of this log file.

If you specify the name of the file only, by default, this file is saved to the directory $\ Program Files$%
\WIBU-SYSTEMS\AxProtector\DevKit\bin.

For an optimized performance specify here the minimum size for assemblies to be encrypted. The default setting is 10
bytes. This way you are able to exclude methods from encryption which are smaller than the number of bytes you
specify here. By setting a value of 0 this feature is deactivated.

Commandline option see here[1 7.

7.4.3.7.1 License Lists

This menu item lets you manage license lists. Those you need to protect using IxProtector via the Software Protection-API (WUP)D™ .
License lists consist of a unique identifier (ID), a Description, and hold specifications on Items and Item Details.

This ID corresponds to the index number you require when addressing a license using most of the WUPI commandsD™ .
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Figure 71: AxProtector .NET Standard - "License Lists"

Using this menu items also allows you to create License Lists. Please proceed as follows:
1. Click the "Add" button.

2. Assign in the area License List an Id and complete the field Description.

Id This ID uniquely identifies a license list and serves for referencing.

By default, an ID of 0 is initially set by the selection of the licensing system. Following, you are able to add
license list entries starting with IDs starting from 1.
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Description Here you will describe a license list with text.

Licensing Systems

Firm Code

122

3. Define the license by completing the fields in the License item details group.

Add License list

>
rLicense list:
Id: Description:
1 IChangeFonts
Licenses:

{CodeMeter Universal Firm Code | 5000010 | 201001 [ 0| Local - Ned

< | Mo uger limit [ 6.1012.001 26.10.2016 | 0| none }

Add Delete
rLicense details:
Licensing systems:
Codetdeter] LI
Firm Code: Product Code: Feature Code:
[Eononio ~| [eo10m [o =]
Subsystem: License options: Finimum driver: Build:
ILoca\ - Metwork, V| IND user limit ;I |E 10 I
Minirmum Firmware: ¥ Releaze Date: [ lanare Linger Time
[300 [z810.2018 x| [ wupiwiteData
[~ wupReadData
oK LCancel Help

Figure 72: AxProtector .NET Standard - "Add License Lists"

Selecting the desired licensing system to be applied:
CodeMeter Applying the licensing system CodeMeter.
IP Protection Applying the licensing system IP Protection.

Only the intellectual property is protected here. It is therefore not necessary to use a licensing
system. However, a separate license from Wibu-Systems is required.

Depending on the input file and the selected encryption options, AxProtector creates a key with
which the application to be protected is encrypted.

With unchanged parameters, this key remains constant and guarantees reproducible encryption and
decryption.

Commandline option see here[1%*

Please note that after a decision for exclusive protection (/P Protection) the selection of an
additional licensing system is not supported and therefore not enabled in the user interface.
Applying the licensing system WibuKey.

For setting WibuKey options, see the separate "WibuKey Developer Guide".

If you are switching from WibuKey to CodeMeter, please activate both licensing systems.

In this way, you are able to ship updates and upgrades to existing customers who already have a
WibuBox without the need to replace the hardware. New end-users will be the ones to receive a
CmbDongle or a CmActLicense together with the protected application.

WibuKey

Specify the Firm Code to be used for encrypting the software.

As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:

Firm Code CodeMeter Software Licensing system

Development Kit (SDK)

6000010 Evaluation Universal Firm Code ~ CodeMeter Universal Firm Code
10 CmDongle Evaluation Firm Code CmbDongle

5010 CmActLicense Evaluation Firm Code CmActLicense

Commandline option see here[) #*,
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Product Code

Feature Code

Subsystem

License options

Minimum Driver Version

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.
Commandline option see here[1%,

Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of 0 is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.
Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.
Hex to Bin [=]
Hex Dec Bin
[oo000000
Cancel

Figure 73: Feature Map Input
Commandline option see here[1% .

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[1%),

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see here[] ).

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,
and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmDongle) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.
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Build
Release Date
Minimum Firmware

Ignore Linger Time

WupiReadData
WupiWriteData

5010, 5.000.000- 4.20
5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmActLicense) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[) #*,
Enter the Build number of the minimum driver version.
Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period

Specify the minimum firmware version required.
The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle) In order to use the Product Item Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product Item Option Maintenance Period you require the firmware
(CmActLicense) version 1.18.. After activating the checkbox you are prompted to accept that the

“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Commandline option see here[) %,

Please note, that this option disEIay only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options155".

Activate this option to ignore a programmed LingerTime.
This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here[3*.
Activate this option to read datal1# from the CmContainer if this data has been previously stored at a defined location.
Activate this option to write datall® into a CmContainer that has been prepared for storing additional data.

After you defined all desired settings in the area License Element Details, please proceed as follows:
4. Click on the "Add" button in the License List group. The summary of your specifications are displayed in the license item list.
5. Click the "OK" button. The new license data is added to the license list.
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Figure 74: AxProtector .NET Standard - "Completed License Lists"
7.4.3.7.2 IxProtector

Using this menu item allows you to separately define single encryption types for single assembly elements.

AxProtector Tab

In the case you activated the checkbox *IxProtector" in the menu item "Advanced options" the source assembly is loaded and displayed

in a tree view making available all name spaces, classes, and modules.

Figure 75: AxProtector .NET Standard - "IxProtector"
Click the different buttons in the upper "IxProtector” area to select from different assembly views.

Views
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- | Closes all assembly levels of the tree structure.

Expands the name space level of the assembly.

Expands the class level of the assembly.
Expands the method level of the assembly.

Expands all parent levels of the assembly. In this view see all levels where modifications have been made.

The area "Statistics" on the right shows you more encryption details depending on the selection you have made for the tree view.

Name This field refers to the name of the element you have marked in the tree view.

Methods Using different colors the bar '‘Methods' shows you the protection technology used or not used when encrypting or not
encrypting. At the same time, the displayed numbers inform you about the number of encrypted or non-encrypted methods for
each protection technology.

Green Shows that the method will be encrypted using AxProtector and that the License List ID has a value of 0 (default
license)
Blue Shows that the method will be encrypted using IxProtector and that the License List ID has a value unequal 0.
Red Shows that the method in not encrypted.
Bytes Using different colors the bar 'Bytes' also shows you the protection technology used or not used when encrypting or not

encrypting. At the same time, the displayed numbers inform you about the number of encrypted or non-encrypted bytes for
each protection technology.

Green Shows that the method will be encrypted using AxProtector and that the License List ID has a value of 0 (default
license)

Blue Shows that the method will be encrypted using IxProtector and that the License List ID has a value unequal 0.

Red Shows that the method in not encrypted.

You also have the option to separately assign the protection technologies AxProtector and IxProtector to single assembly elements, or
exclude single elements from encrypting. To assign a protection technology by using the secondary menu, please proceed as follows:

1. In the left tree view, select the favored assembly element (name space, class, or method).

2. Click the right mouse button.
The secondary menu opens.

3. Assign the favored encryption types by using symbols.
The License List IDs you are prompted are automatically transferred from the entries you added to the license list.

Excludes the selected element from encryption.

o
£ Encrypts the selected element using AxProtector (License List ID with a value of O, i.e. default license).
o Encrypts the selected element using IxProtector (License List ID with a value unequal to 0, i.e. according to existing license list entries).

< This icon marks methods that are excluded from encryption due to the size of the method. The threshold can be set on the page
'Advanced Options' in the area optimizing

The modifications you made instantly display in the left area.

7.4.3.8 Summary

This input window shows you a summary of all the settings you defined for the automatic protection of your application, and allows
you to start the encryption process.

For subsequent use, the contents of this page can be copied to a * . wbc file (WIBU Configuration file). Copy the content into a
text file, and change the file extension to * . wbc.

Alternatively, you may also use this file to protect your application using the AxProtector commandline tool. In the
commandlinel ™ type AxProtector.exe @*.wbc.

Alternatively, using the "File - export wbc file" menu item, you can also create the corresponding * . wbc file.
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AxProtector Tab

Figure 76: AxProtector .NET Standard "Summary"

Finish Starts the encryption using AxProtector applying the settings you previously defined.

Back Allows returning to change previous settings.

The result of the encryption with all relevant settings is displayed in a separate window.

Figure 77: AxProtector .NET Standard - "Encryption Result"

Protect now

When you need to repeat the encryption operation, click the "Protect now™ button. Then the AxProtector commandline is executed
in batch mode.

You are also able to copy the AxProtector commandline for the batch mode to the clipboard and insert it in the
commandline input. Subsequently, you can edit it and apply any desired changes.
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7.4.4 macOS Application or Dylib

For this project type applications to be encrypted comprise macOS applications starting with Version 10.4. Application created for
macOS 10.5 and higher require AxProtector Version 8.20.The following table summarizes what kind of files can be encrypted using
the AxProtector Windows GUI or the commandline.

Application to be protected Project type GUI Commandline
Windows

macOS Application or Dylib Windows commandline[3 **

AxProtector macOS
In a separate commandline for macOS, running
on macOS operating systems, you are also able
to insert encryption parameter(*

The following menu items are available in the navigation windows:
o File to protect =

e Licensing SystemsD =

¢ Runtime SettingsD ™

e Security options0

e Error MessagesD

¢ Advanced OptionsD™*
o License listsD ™

o IxProtector(1™
e Summary
7.4.4.1 File to protect

To safely encrypt an executable file using AxProtector, first select the file you want to protect.

Figure 78: AxProtector - macOS "File to Protect"”

File to Protect

Source File Click on the "..." button and select the file to protect using the system dialog "Open". Alternatively, manually specify the path and
name of the file in this field.

As alternative to the "..." button, you may also directly drag & drop the source file from Windows Explorer into the source
file field.

Destination File  After you selected the source file, AxProtector automatically creates a secondary folder [..\protected\..]. You may change
this default by manually specifying the path and name of the destination file. Then the destination file corresponds to your
protected application.

Commandline option see here372
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7.4.4.2 Licensing Systems

After you select the file to be protected, the "Licensing systems" page displays in the input window. This is where you select and
configure the license(s) to be applied. Depending on your requirements, you can select one or several licenses to be used for
encrypting and later accessing your protected application.

Figure 79: AxProtector - macOS "Licensing Systems"

Single License
For creating and editing the license details of a single license the following settings are available:

Selecting the desired licensing system to be applied:

Licensing systems

Firm Code

CodeMeter Applying the licensing system CodeMeter.
IP Protection Applying the licensing system IP Protection.

Only the intellectual property is protected here. It is therefore not necessary to use a licensing
system. However, a separate license from Wibu-Systems is required.

Depending on the input file and the selected encryption options, AxProtector creates a key with
which the application to be protected is encrypted.

With unchanged parameters, this key remains constant and guarantees reproducible encryption and
decryption.

Commandline option see here®*

Please note that after a decision for exclusive protection (/P Protection) the selection of an
additional licensing system is not supported and therefore not enabled in the user interface.

WibuKey Applying the licensing system WibuKey.
For setting WibuKey options, see the separate "WibuKey Developer Guide".

If you are switching from WibuKey to CodeMeter, please activate both licensing systems.

In this way, you are able to ship updates and upgrades to existing customers who already have a
WibuBox without the need to replace the hardware. New end-users will be the ones to receive a
CmbDongle or a CmActLicense together with the protected application.

Specify the Firm Code to be used for encrypting the software.
As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:

Firm Code CodeMeter Software Licensing system
Development Kit (SDK)

6000010 Evaluation Universal Firm Code CodeMeter
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Product Code

Feature Code

Subsystem

License options

Minimum driver

Firm Code CodeMeter Software Licensing system
Development Kit (SDK)

10 CmDongle Evaluation Firm Code CmDongle
5010 CmActLicense Evaluation Firm Code CmActLicense

Commandline option see here[) #*,

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.

Commandline option see here[) **,
Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of 0 is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.

Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.
Hex to Bin @
Hex Dec Bin

|ooonoooo

Figure 80: Feature Map Input

Commandline option see here[) %,

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[1%),

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see here[1 *®).

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,
and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.
(Universal Firm Code)
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AxProtector Tab

Build
Release Date
Minimum Firmware

Ignore Linger Time

10, 100.000- 4.20
4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmDongle Firm Code) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected

software.
5010, 5.000.000- 4.20
5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal

(CmActLicense Firm Code)  servers is automated. This means that AxProtector automatically handles sessions of the
protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[1%*.
Enter the Build number of the minimum driver version.
Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period

Specify the minimum firmware version required.
The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle Firm Code) In order to use the Product ltem Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product ltem Option Maintenance Period you require the firmware
(CmActLicense Firm Code) version 1.18.. After activating the checkbox you are prompted to accept that the

"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Commandline option see here[325

Please note, that this option display only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options[) 55 ".

Activate this option to ignore a programmed LingerTime.

This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here[1%°

If you want to use more than a single license to be used for encrypting and later accessing your protected application, you can do so.
Please click the "Add" button to add additional license(s).
7.4.4.2.1 Licensing Systems - Add licenses

Several Licenses

If you want to use more than a single license to be used for encrypting and later accessing your protected application, you can do so.
Please click the "Add" button to add additional license(s). The same settings as for configuring a single license are available.

Licensing systems

Select from the dropdown control the desired licensing system. Available are the following entries:
CodeMeter

WibuKey

For setting WibuKey options, see the separate "WibuKey Developer Guide".

If you are switching from WibuKey to CodeMeter, please activate both licensing systems.

In this way, you are able to ship updates and upgrades to existing customers who already have a WibuBox
without the need to replace the hardware. New end-users will be the ones to receive a CmDongle or a
CmActLicense together with the protected application.
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Firm Code

Product Code

Feature Code

Subsystem

License options

Minimum driver

Specify the Firm Code to be used for encrypting the software.
As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:

Development Kit (SDK)

6000010 Evaluation Universal Firm Code CodeMeter
10 CmDongle Evaluation Firm Code CmbDongle
5010 CmActLicense Evaluation Firm Code CmActLicense

Commandline option see here[) #*,

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.
Commandline option see here[% **,

Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of 0 is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.

Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.
Hex to Bin @
Hex Dec Bin

[ooo0ogao

Figure 81: Feature Map Input

Commandline option see here3%.

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[1*).

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see here[1 %),

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,
and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:
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Build
Release Date
Minimum Firmware

Ignore Linger Time

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmDongle Firm Code) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected

software.
5010, 5.000.000- 4.20
5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal

(CmActLicense Firm Code)  servers is automated. This means that AxProtector automatically handles sessions of the
protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[3%*.
Enter the Build number of the minimum driver version.
Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period

Specify the minimum firmware version required.
The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle Firm Code) In order to use the Product ltem Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product ltem Option Maintenance Period you require the firmware
(CmActLicense Firm Code) version 1.18.. After activating the checkbox you are prompted to accept that the

"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Commandline option see here[3%

Please note, that this option display only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options[) 55 ".

Activate this option to ignore a programmed LingerTime.

This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here[3%

Moreover, the options WupiReadData and WupiWriteData are available.

WupiReadData

WupiWriteData

Reading and writing of data at runtime of an protected application is limited to license entries on the list which
do not represent the default license.

Activate this option to read datal)?* from the CmContainer if this data has been previously stored at a defined
location.

Activate this option to write datall*® into a CmContainer that has been prepared for storing additional data.

Click the "OK" button to add the new license(s) to the list. In the list display separate sort buttons at the list button allow you to sort
the license entries to define a default license. In this view adding, editing or deleting licenses is supported.
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7.4.4.3 Runtime Settings

This input window lets you define the application's runtime settings, e.g. license checks for CmContainer, issue warnings, etc.

Figure 82: AxProtector - macOS "Runtime Settings"

Runtime Check

In this group you define whether and how often the protected application checks the license at runtime.

Activate Runtime Check Activates or deactivates the check at runtime of the protected application.

Period
Max. Allowed Ignores

Activate Plug-out
Check
(only CmDongle)

Commandline options see here[17° .
Defines the period between two checks. You specify this time interval in the format: hours: minutes: seconds.
Defines how often the end-user is able to ignore a failed check

If the connection to a CmContainer should fail or the license cannot be accessed, you can assign a reasonable
number of “ignores” allowing the end-user to continue working without a license access.

This option closes the protected application if the CmDongle is removed while the application is running. Immediately, an
error message is issued. This option is valid for CmDongle only.

Commandline option see here[1#"

Unit Counter Decrement

Decrementing an Unit Counter can serves to establish the validity of licenses in a CmContainer. This group allows you to define this
behavior (commandline option see here(37*).

Decrement by

Defines the value by which the Unit Counter is decremented. This option causes a decrement of the counter when the
protected application starts.

If the "Also at Runtime Check" option is activated and the specifications are set as shown in the figure above, every 30
seconds (see the defined period) a set Unit Counter is decremented by a value of 1.

Also at Runtime Check Decrements the Unit Counter also at runtime of the protected application.

This option works only when the "Also at Runtime Check" option in the "Runtime Check(3™ " group is activated.

Thresholds

In this group you define when a message is issued to give information on the validity of a license.
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For customizing the messages texts see here[™ .

Unit Counter If the defined threshold falls short, a warning message is issued.
Commandline option see here377 .

Expiration Time (days) When the specified Expiration Time (in days) is achieved within the defined threshold, a warning message is issued.
Commandline option see here?” .

User Defined Text

In this group you can use a User Defined Text, which is then stored as text entries in the AxEngine (CmAccess) license access structure.
These entries then overwrite the texts that are set by a Message DLL. For the commandline option see here0** .

Activate User Defined Activates or deactivates the use of User Defined Text.
Text The following text entries can be used.

Application name  uses the application name.
Computer name uses the computer name.
Specified text uses the specified text in the field of the same name.

7.4.4.3.1 Advanced Runtime Settings

This input window lets you define further settings at the runtime of an encrypted application.

Advanced runtime settings @
Unit Counter check: ————— [Ewpiration Time check:———————— [“Actvation Time check [CM anly: ————————
@ Standard @ Standard @ Standard
" Required [CM anly) " Required [CM only) " Required
i Ignore [CM anly) i Ignare [CM anly) i Ignore
—Spstem Time check [CH only) Maintenance Period check [Ch only)
[~ Encryption Time check. = Standard
[~ CmStick ¢ PC System Time check = Fequired

Minutes alowed to be older:
[15

Minutes allowed to be pounger:
[15

Certified time [Ch only): -Advanced options:
[~ Set Certified Time ™ &dd control and about menu
[~ Check Certified Time [T Teminate host application
taximum Certified Time age (hours): I~ Create mobie spplication

100

Period without time checking [hours]:
E

Figure 83: AxProtector - macOS "Advanced Runtime Settings"

For checking the options Unit Counter, Expiration Time, Activation Time defined in a license the following handling is valid.

=0 X X 3

<>0 4] a4 af

not specified 4

Unit Counter
Defines the handling of a Unit Counter set in a license (commandline option see hereD ™).

Standard Decrements at runtime and/or start time an existing Unit Counter entry in a license by the value defined on the previous page.
If the Unit Counter reaches 0 (null) the encrypted application does not start.
Required A Unit Counter entry < > 0 in a license is required. Without such an entry the encrypted application does not start at all.
Ignore An existing Unit Counter entry in the license is ignored. The application does not decrement the Unit Counter. The application will start

with a Unit Counter entry set to 0.

Expiration Time
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Defines the handling of an Expiration Time set in a license (commandline option see here[ ™).

Standard Checks for an existing Expiration Time entry in a license. However, the application also starts when no Expiration Time entry exists, or
the current date precedes the Expiration Time.

Required An Expiration Time entry in a license is required. Without such an entry the encrypted application does not start.
Ignore An existing Expiration Time entry in a license is ignored. Also, when the current date exceeds the Expiration Time.

Activation Time
Defines the handling of an Activation Time set in a license (commandline option see hereD 7).

Standard Checks for an existing Activation Time entry in a license. However, the application also starts when no Activation Time exists, or the
certified time*" is later than the Activation Time.

Required An Activation Time entry in a license is required. Without such an entry the encrypted application does not start. Please note that in
that case, an Internet connection for getting the certified time is also required.

Ignore An existing Activation Time entry in a license is ignored. Also, when the current date precedes the Activation Time.

Maintenance Period

Defines the handling of a Maintenance Period saved to the license. Then the use of a license is limited to software versions which have
been created, i.e. released, within this Maintenance Period. The Release Date is stored in the protected application and at runtime a check
is performed if the date is within the defined period (commandline option see here[17*)

The option is available only, if you activated the checkbox Release Date on the page "Licensing systems0 ™.

Two checking options exist:

Standard At runtime of the protected application a Release Date check is performed only if a Maintenance Period exists. This corresponds to the
default setting, even when on the page "Licensing systems" the checkbox Release Date has not been activated.

Required At runtime of the protected application a Release Date check is mandatory performed. The PIO Maintenance Period must exist.

Certified Time

Each CmContainer has an integrated clock which advances when the CmContainer is connected with the computer or activated. If the
CmContainer is connected or activated, the clock's time synchronizes forward. Otherwise, the time last saved applies.

If desired, the Certified Time can be updated by synchronizing with any CodeMeter® Time Server. The Time Servers are spread globally
by Wibu-Systems and provide a certified time. On updating the Certified Time the internal CmContainer time is synchronized and
updated as well (commandline option see here[*").

For information on the fail safe and manipulation safe processes referring to Activation and Expiration Time see here3*" .

Set Certified Time This option attempts to update the Certified Time in a CmDongle. The Certified Time is requested from the Time
Server.

This option requires a connection to the Internet.

Check Certified Time This option checks to see if the Certified Time is older than the '‘Maximum Certified Time Age' you defined here. If the
'Maximum Certified Time Age' is exceeded, the application will not start.

Maximum Certified Time Age If you select the option "Check", you are able to define here the Maximum Certified Time Age in hours. The age is
(hours) calculated by the difference between the running System Time and the Certified Time.

Period without time checking Specifies the period (in hours) when no check of the Certified Time certificate is performed.

(hours) If this period is not reached, a check is not performed. If the Certified Time certificate is located between this period

and the ‘Maximum Certified Time Age', an attempt to update the Certified Time certificate is performed. If this is not
successful, however, the application continues running until the ‘Maximum Certified Time Age' is reached. Not until
this happens, is an update of the Certified Time certificate required.

System Time

In this area you define settings for additional protection preventing license manipulation by faked PC Time setting (commandline
option see here[#").

Encryption Time check This option saves the time when the encryption takes place (PC Time) in the protected application. Then the application
runs on the user PC only when the CmContainer System Time is newer than the encryption time.
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Requires at least CodeMeter® 4.10.

CmContainer / PC System When activated these options define a time corridor in which a difference between CmContainer System Time and PC
Time check Time is allowed. If the PC Time does not fall into this defined time corridor, the protected application will not run on
the user PC.

Minutes to be allowed older  States in minutes how much the PC Time is allowed to be older than the CmContainer System Time.

Minutes to be allowed States in minutes how much PC Time is allowed to be younger than the CmContainer System Time.
younger

7.4.4.4 Error Messages

This input window lets you define the messages displayed if errors occur.

Figure 84: AxProtector - macOS "Error Messages"

Error Messages

Default Error Messages All erD[ors occurring at the runtime of a protected application display default error messages (commandline option see
hereDD#").

Customized Error Messages  Activate this option to enter customized error messages displayed in the message boxes below.
7.4.4.5 Security Options

This input window lets you select from different mechanisms and methods for protecting your application. You are able to scale the
degree of security for yourself, for example, search intensity for debugger or whether a CmContainer is locked.

When the options you set here turn out to be incompatible with your protected application, you are also able to separately
deactivate single security options.
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Figure 85: AxProtector - macOS "Security Options"

Anti-Debug Schemes

Debugger programs serve an honest role in searching for error and finding bugs. But they may also be used by hackers to analyze
software. In this group you determine how to react to debugger programs (commandline options see here[*).

Basic Debugger Check
Advanced Debugger Check

Virtual Machine Detection
Activate license access lock

Configuration

The 'Basic Debugger Check', checks to see if a debugger is attached to your application. When a debugger is found,
your application will not be started or exited.

Checks in an advanced search for debugger programs which may run parallel to your application, also cracker tools,
such as, ImpREC, are detected. In the case a debugger is found, your application will not be started.
Detects if the application is to be started on a virtual machine and prevents this.

This option locks the license access to the used Firm Item in a CmContainer as soon as a debugger program is
detected.

If this option is activated, the settings are applied you defined in the dialog to be opened by the "Configuration"
button.

This button is activated only for CodeMeter.

If the option “"Activate license access lock" is activated, you are able to define further settings in the dialog which opens
by clicking the "Configuration" button:

Depending on the Firmware used this dialog allows to define separate locking scenarios (for more detailed information
see separate CodeMeter Developer Guide, section “Advanced CodeMeter Features | Locking a CmContainer").

immediate locking is performed starting with Firmware Version 1.14 as soon as a debugger is detected.

prepared locking is performed by checking the Firm Access Counter (FAC). The Firm Access Counter locates at the
Firm Item level of a CmContainer. This counter allows you to control whether a Firm ltem can
be used for encryption and decryption operations.
By default, the FAC is deactivated and has a value of 65535 (OxFFFF). A software vendor
is able to program it to any other value between 1 and 65534. On detecting a debugger
the FAC is decremented by a value of 1.
If the FAC reaches a value of 0, the Firm ltem is locked.
The owner / end-user of the locked Firm ltems must contact the software vendor for
unlocking codes. This can be done by remote programming.
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Hardware locking (CmDeongle only)

¢ Automatic mode
[~ Locking only if FAC defined

i Lock license container (new)
I~ Locking anly if FAC defined

i~ Lock license container (old)

(=]

oK Help

Figure 86: AxProtector - macOS "Security Options - Hardware Locking"
The following settings are available:

" Automatic Mode" activated and
"Locking only if FAC defined" not

activated (Standard)

" Automatic Mode" activated and

If the Firmware version is smaller than 1.14 and a Firm Access Counter unequal
65535 has been programmed, the counter will be decremented by a value
of 1.

If the Firmware version is 1.14 or higher, the Firm ltem is immediately locked.
For compatibility reasons this represents the default setting.

If the Firmware version is smaller than 1.14 and a Firm Access Counter unequal

"Locking only if FAC defined" activated 65535 has been programmed, the counter will be decremented by a value

"Lock License Container (new)"
activated and "Locking only if FAC

defined" not activated

"Lock License Container (new)" and

of 1.

If the Firmware version is 1.14 or higher and a Firm Access Counter unequal
65535 has been programmed, the Firm ltem is immediately locked.

This option requires a Firmware version 1.14 or higher. The Firm ltem is
immediately locked.

Seen from a security point of view this is the recommended option.

This, however, requires that all CmContainer in the field must have a
Firmware Version 1.14 an higher.

This option requires a Firmware version 1.14 or higher. If a Firm Access

"Locking only if FAC defined" activated Counter unequal 65535 has been programmed, the Firm Item is immediately

"Lock License Container (old)"
activated

7.4.4.5.1 Advanced Security Options

This input window lets you define further settings.

Advanced security options

locked.

Independent from the Firmware version, if a Firm Access Counter unequal
65535 has been programmed, the counter will be decremented by a value
of 1.

This holds for all Firmware versions. If 'prepared locking' is programmed, the
Firm Access Counter is decremented by a value of 1.

—Advanced settings:

v Add code inteqrity check

~Other exe or dll files to be checked far integrity

Files | Processes

Add

Delzte

[ Lirk &P statically to application

Size of enciypted code [in %]
100

Figure 87: AxProtector - macOS "Advanced Security Options"

ak Help

Advanced settings
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This area allows for setting additional options.

Add code integrity check

Link API statically to
Application

Size of encrypted Code (in
%)

140

The protected application is checked for code integrity using asymmetric authentication347 mechanisms, if you check
this box (commandline options see here[37°),

On code integrity check first a check sum (hash value) of the application is created and signed with the private key of
the Individual Software Vendor (ISV).

The hash value and the signature are added to the application. The recalculation and the integrity check of the hash
value and thus of the application is performed at runtime check using the public key located in the software (AXxEngine).

Alternatively to the default private key you can also apply the commandline option -sigh** to use an entry of a
Hidden or Secret Data field to define another private key.

Moreover, the code integrity check may also cover several executable files / libraries. Then each file is able to check all
other files for integrity. Each file then requires the public key of the ISV: The hash value of the files to be checked then is
recalculated and compared to the hash value signed with the private key.

To add other files for performing an integrity check, please proceed as follows.
1. Set focus to tab "Files".
2. Click the "Add" button.

The dialog for adding displays.

Code Integrity Executable / Library

Name:

|
0K LCancel | Help |

2. Add asingle or several executable files / libraries by completing the "Name" field.

The sequence of the specified files does not matter.

Specifying the file extensions is optional. If using * . wbc files across several platforms, omitting the file
extensions is recommended.

4. Confirm each specification using the "OK" button.

Moreover, on encrypting a DLL also a list of applications can be transferred allowed to load these libraries. On loading
the DLL then it is checked whether the process name includes one of the names specified in tab "Files". If not, an error
message displays and subsequently the application closes.

To add processes please proceed as follows:

1. Set focus to tab "Processes".

2. Click the "Add" button.
The dialog for adding displays.

Code Integrity Executable / Library

Name:

0K LCancel | Help |

3. Add one or more processes which include one or more application names listed in tab "Files" by completing the
field "Name".

The sequence of the specified files does not matter.

If the same application names are also specified in the list of tab "Files" also their code integrity is checked.

Specifying the file extensions is optional. If using * . wbc files across several platforms, omitting the file
extensions is recommended.

4. Confirm each specification using the "OK" button.

The CodeMeter Core AP is statically linked to the protected a@plication. This option increases security but also increases
the sizes of the executable file (commandline option see hered*).

Specifies the portion of the code to be encrypted stated as percentage number (commandline option see here[3 7).
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7.4.4.6 Advanced Options

This input window lets you set further encryption options.

Figure 88: AxProtector - macOS "Advanced Options"

Extended Commandline Here you are able to directly enter extended options or new feature functions using the AxProtector commandline.
Options

For more information please contact support at Wibu-Systems.

Activate IxProtector / WUPI  Activate this checkbox to allow for the later creation and editing of license lists and function lists. These you need to
protect using IxProtector via the Software Protection-APID?® . (commandline option see here[#),

Create Logfile Activate this checkbox to create file logging for the activities of AxProtector.
Logging Specify the path and file name of this log file.

If you specify the name of the file only, by default, this file is saved to the directory $\ Program Files$%
\WIBU-SYSTEMS\AxProtector\DevKit\bin.

7.4.4.6.1 License Lists

This menu item lets you manage license lists. Those you need to protect using IxProtector via the Software Protection-API (WUP)D™ .
License lists consist of a unique identifier (ID), a Description, and hold specifications on Items and Item Details.

This ID corresponds to the index number you require when addressing a license using most of the WUPI commandst™ .
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Figure 89: AxProtector macOS - "License Lists"

Using this menu items also allows you to create License Lists. Please proceed as follows:
1. Click the "Add" button.

2. Assign in the area License List an Id and complete the field Description.

Id This ID uniquely identifies a license list and serves for referencing.

By default, an ID of 0 is initially set by the selection of the licensing system. Following, you are able to add
license list entries starting with IDs starting from 1.
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Description

Licensing Systems

Firm Code

Here you will describe a license list with text.
3. Define the license by completing the fields in the License item details group.

Add License list X

rLicense list:

Id: Description:

OfficeSoftware

Add Dielete
rLicense details:
Licensing systems:
Firm Code: Product Code: Feature Code:
00007 ~| [roozo0 o =
Subsysterm: License options: Minirmum driver: Build:
ILoca\ - Network v| INo uger limit LI IE 10 I
Minimurn Firrmnwsane: | Release Date: [~ lgnore Linger Time
[2.00 |26.10.2018 x| 7 wphwiieDats
[~ wupiReadData |
|
|
| |
oK Cancel Help |

Figure 90: AxProtector macOS - "Add License Lists"

Selecting the desired licensing system to be applied:
CodeMeter Applying the licensing system CodeMeter.
IP Protection Applying the licensing system IP Protection.

Only the intellectual property is protected here. It is therefore not necessary to use a licensing
system. However, a separate license from Wibu-Systems is required.

Depending on the input file and the selected encryption options, AxProtector creates a key with
which the application to be protected is encrypted.

With unchanged parameters, this key remains constant and guarantees reproducible encryption and
decryption.

Commandline option see here[3 .

Please note that after a decision for exclusive protection (/P Protection) the selection of an
additional licensing system is not supported and therefore not enabled in the user interface.

WibuKey Applying the licensing system WibuKey.
For setting WibuKey options, see the separate "WibuKey Developer Guide".

If you are switching from WibuKey to CodeMeter, please activate both licensing systems.

In this way, you are able to ship updates and upgrades to existing customers who already have a
WibuBox without the need to replace the hardware. New end-users will be the ones to receive a
CmbDongle or a CmActLicense together with the protected application.

Specify the Firm Code to be used for encrypting the software.
As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:

Firm Code CodeMeter Software Licensing system

Development Kit (SDK)

6000010 Evaluation Universal Firm Code ~ CodeMeter Universal Firm Code
10 CmDongle Evaluation Firm Code CmbDongle

5010 CmActLicense Evaluation Firm Code CmActLicense

Commandline option see here[3%,

143



CodeMeter Developer Guide 7.0 - December 2019 7.0

Product Code

Feature Code

Subsystem

License options

Minimum Driver Version

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.

Commandline option see here[1**,

Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of 0 is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.
Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.
Hex to Bin [=]
Hex Dec Bin
[oo000000
Cancel

Figure 91: Feature Map Input
Commandline option see here[ #*,

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[12°),

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see here[12).

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,
and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmDongle) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.
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AxProtector Tab

Build
Release Date
Minimum Firmware

Ignore Linger Time

WupiReadData
WupiWriteData

5010, 5.000.000- 4.20
5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmActLicense) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[3%.
Enter the Build number of the minimum driver version.
Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period

Specify the minimum firmware version required.
The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle) In order to use the Product Item Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product Item Option Maintenance Period you require the firmware
(CmActLicense) version 1.18.. After activating the checkbox you are prompted to accept that the

“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Commandline option see here[3%5

Please note, that this option disEIay only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options155 ",

Activate this option to ignore a programmed LingerTime.
This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here(** .
Activate this option to read datal1#® from the CmContainer if this data has been previously stored at a defined location.
Activate this option to write datall?® into a CmContainer that has been prepared for storing additional data.

After you defined all desired settings in the area License Element Details, please proceed as follows:
4. Click on the "Add" button in the License List group. The summary of your specifications are displayed in the license item list.
5. Click the "OK" button. The new license data is added to the license list.
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Figure 92: AxProtector macOS - "Completed License Lists"
7.4.4.6.2 IxProtector

This menu item lets you define single modules or program functions of the protected application.

Even when you use IxProtector without any further options, i.e. only the explicit encryption of functions, you nevertheless
obtain more security for your application.

In this case, CodeMeter® and WibuKey API calls, using the dynamic library (* .d11) are redirected to the corresponding statical
libraries and appended to the application. Since the dll interface is left out, the security increases without making any changes
to your application.
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AxProtector Tab
Figure 93: AxProtector - macOS - "Function List"

Functions to protect Lists all specified function lists, including all properties.
This menu item lets you also create function lists. Please proceed as follows:
1. Click the "Add" button in the group "IxProtector Options".
2. Define the function by completing the fields in the "Function" group.

Add function *

r~Funition:

1d Description:

|1 |Text Processing

Length [in &]: Narne:

J1o0 % | TetCmd

License list:

|1 - Office Software | [ Tp
Translocated execution:

Ic2 |5 - Tranzlocation with automatic decryption on demand and delayed cleanup LI

,TI LCancel | Help | ‘

Figure 94: AxProtector - macOS - "Add Function"

Id Uniquely identifies the function.

This Id corresponds to the identification you use when calling the WUPI commands
WupiDecryptCode) *' and WupiEncryptCodell ** .

Description Enter a description of the function with text.

Length The length of the array to be encrypted for the function is specified here.
You enter the length, in percent, anywhere from 0 to 100%. If you want this number to represent
percentage, you must enter the percent character (%). Alternatively, you are able to specify the
length by number of bytes. Then AxProtector automatically calculates the length.

If you do not close the number by a percentage character, the specified number is interpreted as
number of bytes.

Name Specify the name of the function to be encrypted.

The function name must exactly match the name used in the export list of the linked map file.
Please note the correct spelling (case sensitive, underline, etc.).

For detecting the exact function name you may use applications such as Dependency Walker.

License List Selects an existing license to which the function is assigned. Then this license list is used for the
encryption of the function.
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Trap Activates the trap function for the function.
Translocated Uses the technique for shifting the execution of selected functions to other random locations in the
execution

process space without changing the data at the original position.
There are the following selectable entries with different decryption and cleanup options.

1 Translocation with automatic decrpytion on demand and cleanup.
2 Translocation, manual decrpytion and cleanup with WUPI-AP (Software Protection API).
5 Translocation with automatic decrpytion on demand and delayed cleanup. (Default)

Command line option see herel12°.

3. Click the "OK" button. The new functions are added to the function list.

Figure 95: AxProtector - macOS - "Completed Function List"

7.4.4.7 Summary

This input window shows you a summary of all the settings you defined for the automatic protection of your application, and allows
you to start the encryption process.

For subsequent use, the contents of this page can be copied to a * . wbc file (WIBU Configuration file). Copy the content into a
text file, and change the file extension to * . wbc.

Alternatively, you may also use this file to protect your application using the AxProtector commandline tool. In the
commandlineD* type AxProtector.exe @*.wbc.

Alternatively, using the "File - export wbc file" menu item, you can also create the corresponding * . wbc file.
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AxProtector Tab
Figure 96: AxProtector - macOS "Summary"
Elemen Description
Finish Starts the encryption using AxProtector applying the settings you previously defined.
Back Allows returning to change previous settings.
The result of the encryption with all relevant settings is displayed in a separate window.
0 Po-MacOS. WibuAxProject - AxProtector EIIE
File Options Help
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& Runtime seftings .
Protection rezult
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@ Advanced aptions wibuae3Z: Versicn 7.10 of 2010-Nov-25 (Build 337)_ -
1 Summary Application is protected with CodeMeter and dynamic runtime loading
) (-» DE file for Win3Z on x86 machines) _
UnitCounter is decremented at start by 1.
#8§ WARNING: Static DLL binding {with bind.exe) of Exe/Dll is deactivated. i
Application File is a Windows GUI Executable. 3
Application mame - ... ......_.._.._.... MacRpplication. EXKE
Protected Application name ....... Machpplication _protected. ZKE
Expiration Time warning threshold 100 day(s)
UnitCounter warning threshold _... 1000 unit(s)
Automatic Run Time Check every 30 second(s)
Ignore-bucton limited ©o ... .......... 3 retry/retries
List of active WUPI ProvectionOptions:
AuStdProtectionOptions (ID=0):
+ EncryptionCodeCptions
* UnitCounter is checked
* ActivationTime is checked it
4 »
Dialog | Message | Time: I
I Licersing spstemns You are using a Codemeter evaluation Firm Codel 14122010 16:36:23
\ Mac Os X |Here wou find errors (red) and warnings (yellow) in your project. Doubleclick to jump directly to the according page. i
Figure 97: AxProtector - macOS "Encryption Result"
Element Description

Protect now When you need to repeat the encryption operation, click the "Protect now™ button. Then the AxProtector commandline is executed
in batch mode.

You are also able to copy the AxProtector commandline for the batch mode to the clipboard and insert it in the
commandline input. Subsequently, you can edit it and apply any desired changes.
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7.4.5 Java Application (jar file)

Compiled Java code, like .NET-Code, can be re-translated into uncompiled source code: easily and without any special programming
knowledge required. Thus, almost everything what happens in the application is principally publicly available, and competitors are able
to easily analyze the software. Your intellectual property is virtually unprotected. In addition, even a built-in license management can
be easily removed from the software. Thus, sooner or later for each Java developer the question arises: How to protect intellectual
property and to prevent use violations?

AxProtector Java solves this challenge. Basically, a Java compilation is composed of a mere collection of compiled classes, of class files.
Usually, these are bundled, saved, and delivered as jar-archives. The basic principle of AxProtector Java is to separately encrypt each
single class. For this purpose, automatically the * . jar-archive is unpacked, each class file is encrypted according to the selected
settings, and afterward re-packed in the archive together with some necessary class files of Wibu-Systems.

For encrypting Java applications AxProtector Java supports Java version 8 and higher.

Additional security mechanisms

In addition to this loading principle, AxProtector Java extends the application by other security mechanisms. In order to ensure that the
allocated license is still available for further use, and, for example, that the dongle was not disconnected, a periodical check at
application runtime can be specified. Then the allocated license is re-checked by decryption operations in customizable intervals, and in
the case that an error is returned, the application halts.

Signature check of the Runtime Environment

Since Version 6, Java sources are open and available. In principle, now anybody is able to assemble a slightly modified version of Java,
and able to inward transfer own code into the native Java library to record the loading of decrypted classes. Therefore, in Java up to
Version 9 the option exists to check the authenticity of the Java version in use. For that purpose, signatures of the native Java libraries
are added to the application and checked on start. In the case a newer version of the Java library is used, AxProtector spots this, and
offers to automatically download new signatures from the Wibu-Systems website. This way, the application is able to handle not yet
released versions at the time of encryption.

Requirements

AxProtector Java supports Oracle Java and also the free and open source implementation of the Java platform OpenJDK. Along with
the files located in the jar archive, the user requires the native wibuxPM4J library mentioned above. It is included for Windows and
macOS in the Runtime Kits of CodeMeter and WibuKey, for Linux there exist small separate installer.

When encrypting an additional option is provided to include (white list), or to exclude (black list) specific classes. This allows, for
example, to exclude classes of other vendors from encryption. Moreover, a minimum version can be specified.

This description so far related to Java applications, i.e. separate programs located on the user's hard drive. However, application
scenarios using Java have become varied, and for example, also the protection of server applications becomes an option. For example,
how to integrate software protection into the application server Tomcat?

Customized Use

AxProtector Java also meets protection requirements of, for example, Java Servlets, Eclipse Rich Client applications, or Java Web Start
applications. When using AxProtector Java in such environments, you have to note some special requirements, and make
customizations. Meanwhile, Wibu-Systems provides several ClassLoader especially designed to meet requirements in specific cases,
for example, the SservletClassLoader, or the EclipseClassLoader. Contact Wibu-Systems Support and inquire for matching
samples, or support on integration.The following table summarizes what kind of files can be encrypted using the AxProtector
Windows GUI or the commandline.

Application to be protected Project type (€]V]] Commandline
Windows

Java Application (Archive Format Windows commandlinel **

.jar, Webarchive Format * .war) AxProtector Java
In a separate commandline for Java, running on
Windows, macOS-, and Linux operating
systems, you are also able to insert encryption
parameter(™ .
The following menu items are available in the navigation windows:

o File to protectD ™

e Licensing SystemsD ™
 Runtime SettingsD*
e Security Options0™

e Error MessagesD *

e Java SettingsD ™

¢ Advanced OptionsD ™
e License Lists0 ™

o IxProtector0™

o SummaryD ™
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7.4.5.1 File to protect

To safely encrypt an executable file using AxProtector, first select the file you want to protect.

Figure 98: AxProtector - Java "File to Protect”
File to Protect

Source file Click on the "..." button and select the file to protect using the system dialog “Open*. Alternatively, manually specify the path and
name of the file in this field.

As alternative to the "..." button, you may also directly drag & drop the source file from Windows Explorer into the source
file field.

Destination file  After you selected the source file, AxProtector automatically creates a secondary folder [..\protected\..]. You may change

this default by manually specifying the path and name of the destination file. Then the destination file corresponds to your
protected application.

Commandline option see here[3 7,

7.4.5.2 Licensing Systems

After you select the file to be protected, the "Licensing systems" page displays in the input window. This is where you select and
configure the license(s) to be applied. Depending on your requirements, you can select one or several licenses to be used for
encrypting and later accessing your protected application.

151



CodeMeter Developer Guide 7.0 - December 2019 7.0

Figure 99: AxProtector - Java "Licensing Systems"

Single License

For creating and editing the license details of a single license the following settings are available:

Licensing systems Selecting the desired licensing system to be applied:

CodeMeter
IP Protection

Applying the licensing system CodeMeter.
Applying the licensing system [P Protection.

Only the intellectual property is protected here. It is therefore not necessary to use a licensing
system. However, a separate license from Wibu-Systems is required.

Depending on the input file and the selected encryption options, AxProtector creates a key with
which the application to be protected is encrypted.

With unchanged parameters, this key remains constant and guarantees reproducible encryption and
decryption.

Commandline option see here[37

Please note that after a decision for exclusive protection (/P Protection) the selection of an
additional licensing system is not supported and therefore not enabled in the user interface.
WibuKey Applying the licensing system WibuKey.
For setting WibuKey options, see the separate "WibuKey Developer Guide".
If you are switching from WibuKey to CodeMeter, please activate both licensing systems.
In this way, you are able to ship updates and upgrades to existing customers who already have a
WibuBox without the need to replace the hardware. New end-users will be the ones to receive a
CmDongle or a CmActLicense together with the protected application.
Firm Code Specify the Firm Code to be used for encrypting the software.

As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:

Firm Code CodeMeter Software Licensing system
Development Kit (SDK)

6000010 Evaluation Universal Firm Code CodeMeter

10 CmDongle Evaluation Firm Code CmDongle

5010 CmActLicense Evaluation Firm Code CmActLicense

Commandline option see here[3%.
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Product Code

Feature Code

Subsystem

License options

Minimum driver

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.

Commandline option see here[1%,

Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of 0 is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.

Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.

Hex to Bin @

Hex Dec Bin

[ooo0ogao

Figure 100: Feature Map Input

Commandline option see here[12*.

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[17*).

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see here[1%).

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,
and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmDongle Firm Code) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.
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Build
Release Date
Minimum Firmware

Ignore Linger Time

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected

software.
5010, 5.000.000- 4.20
5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal

(CmActLicense Firm Code)  servers is automated. This means that AxProtector automatically handles sessions of the
protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[1%.
Enter the Build number of the minimum driver version.
Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period

Specify the minimum firmware version required.
The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle Firm Code) In order to use the Product ltem Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product ltem Option Maintenance Period you require the firmware
(CmActLicense Firm Code) version 1.18.. After activating the checkbox you are prompted to accept that the

“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Please note, that this option disEIay only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options155".

Activate this option to ignore a programmed LingerTime.
This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here[ %,

If you want to use more than a single license to be used for encrypting and later accessing your protected application, you can do so.
Please click the "Add" button to add additional license(s).
7.4.5.2.1 Licensing Systems - Add licenses

Several Licenses

If you want to use more than a single license to be used for encrypting and later accessing your protected application, you can do so.

Please click the "Add" button to add additional license(s). The same settings as for configuring a single license are available.

Licensing systems

Firm Code
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Select from the dropdown control the desired licensing system. Available are the following entries:
CodeMeter

WibuKey

For setting WibuKey options, see the separate "WibuKey Developer Guide".

If you are switching from WibuKey to CodeMeter, please activate both licensing systems.

In this way, you are able to ship updates and upgrades to existing customers who already have a WibuBox
without the need to replace the hardware. New end-users will be the ones to receive a CmDongle or a
CmActLicense together with the protected application.

Specify the Firm Code to be used for encrypting the software.
As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:
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AxProtector Tab

Product Code

Feature Code

Subsystem

License options

Minimum driver

Development Kit (SDK)

6000010 Evaluation Universal Firm Code CodeMeter
10 CmDongle Evaluation Firm Code CmbDongle
5010 CmActLicense Evaluation Firm Code CmActLicense

Commandline option see here[32,

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.

Commandline option see here[1%,
Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of 0 is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.

Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.
Hex to Bin @
Hex Dec Bin
[ooo0ogao

Figure 101: Feature Map Input
Commandline option see here[3%*

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[1%*).

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see here[1%).

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,
and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:
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Build
Release Date
Minimum Firmware

Ignore Linger Time

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmDongle Firm Code) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected

software.
5010, 5.000.000- 4.20
5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal

(CmActLicense Firm Code)  servers is automated. This means that AxProtector automatically handles sessions of the
protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[3 %
Enter the Build number of the minimum driver version.
Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period

Specify the minimum firmware version required.
The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle Firm Code) In order to use the Product ltem Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product ltem Option Maintenance Period you require the firmware
(CmActLicense Firm Code) version 1.18.. After activating the checkbox you are prompted to accept that the

"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Please note, that this option display only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options!)55" .

Activate this option to ignore a programmed LingerTime.

This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here[1%°.

Moreover, the options WupiReadData and WupiWriteData are available.

WupiReadData

WupiWriteData

Reading and writing of data at runtime of an protected application is limited to license entries on the list which
do not represent the default license.

Activate this option to read datal) * from the CmContainer if this data has been previously stored at a defined
location.

Activate this option to write datall ® into a CmContainer that has been prepared for storing additional data.

Click the "OK" button to add the new license(s) to the list. In the list display separate sort buttons at the list button allow you to sort
the license entries to define a default license. In this view adding, editing or deleting licenses is supported.
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7.4.5.3 Runtime Settings

This input window lets you define the application's runtime settings, e.g. license checks for CmContainer, issue warnings, etc.

Figure 102: AxProtector - Java "Runtime Settings"
Runtime Check
In this group you define whether and how often the protected application checks the license at runtime.

Activate Runtime Check Activates or deactivates the check at runtime of the protected application.
Commandline options see here[17° .

Period Defines the period between two checks. You specify this time interval in the format: hours: minutes: seconds.
Max. Allowed Ignores  Defines how often the end-user is able to ignore a failed check

If the connection to a CmContainer should fail or the license cannot be accessed, you can assign a reasonable
number of “ignores” allowing the end-user to continue working without a license access.

Unit Counter Decrement

Decrementing an Unit Counter can serves to establish the validity of licenses in a CmContainer. This group allows you to define this
behavior (commandline option see here(3 7).

Decrement by Defines the value by which the Unit Counter is decremented. This option causes a decrement of the counter when the
protected application starts.

If the "Also at Runtime Check" option is activated and the specifications are set as shown in the figure above, every 30
seconds (see the defined period) a set Unit Counter is decremented by a value of 1.

Also at Runtime Check Decrements the Unit Counter also at runtime of the protected application.

This option works only when the "Also at Runtime Check* option in the "Runtime Check(3* * group is activated.

Thresholds
In this group you define when a message is issued to give information on the validity of a license.

For customizing the messages texts see herelJ ™.
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Unit Counter If the defined threshold falls short, a warning message is issued.
Commandline option see here[ 7.

Expiration Time (days) When the specified Expiration Time (in days) is achieved within the defined threshold, a warning message is issued.
Commandline option see here[J 7.

User Defined Text

In this group you can use a User Defined Text, which is then stored as text entries in the AxEngine (CmAccess) license access structure.
These entries then overwrite the texts that are set by a Message DLL. For the commandline option see here37°.

Activate User Defined Activates or deactivates the use of User Defined Text.
Text The following text entries can be used.

Application name  uses the application name.
Computer name uses the computer name.
Specified text uses the specified text in the field of the same name.

7.4.5.3.1 Advanced Runtime Settings

This input window lets you define further settings at the runtime of an encrypted application.

Advanced runtime settings @
(Uit Counter check: | [ Expirgtion Timecheck: | [ Aclivation Time check [CM only:
¢ Standard & Standard ¢ Standard
" Required [CH only] " Required [CM only] " Required
" lgrore [CM anly) " Ignore (CH only) " lgnore
—System Time check [CM only]: Maintenance Period check [CM only):
[~ Encrmption Time check % Standard
[~ CrmStick / PC Systern Time check = Required

Iinutes alowed to be older:
[15

inutez alowed to be vounger:
[15

Cetified time [Ch only): radvanced oplions:
[~ Set Certified Time ™ Add control and about menu
[ Check Certified Time [T Teminate host application
Mawimum Certified Time age [hours]: I= Create mobie application
[1o0

Period without time checking [haurs]:
E

Figure 103: AxProtector - Java "Advanced Runtime Settings"

For checking the options Unit Counter, Expiration Time, Activation Time defined in a license the following handling is valid.

=0 X X A

<>0 4

not specified 4 4 af

Unit Counter
Defines the handling of a Unit Counter set in a license (commandline option see here(37*).

Standard Decrements at runtime and/or start time an existing Unit Counter entry in a license by the value defined on the previous page.
If the Unit Counter reaches O (null), the encrypted application does not start.

Required A Unit Counter entry < > 0 in a license is required. Without such an entry the encrypted application does not start at all.

Ignore An existing Unit Counter entry in the license is ignored. The application does not decrement the Unit Counter. The application will start
with a Unit Counter entry set to 0.

Expiration Time
Defines the handling of an Expiration Time set in a license (commandline option see hereD 7%,
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Standard Checks for an existing Expiration Time entry in a license. However, the application also starts when no Expiration Time entry exists, or
the current date precedes the Expiration Time.

Required An Expiration Time entry in a license is required. Without such an entry the encrypted application does not start.
Ignore An existing Expiration Time entry in a license is ignored. Also, when the current date exceeds the Expiration Time.

Activation Time
Defines the handling of an Activation Time set in a license (commandline option see hereD#*).

Standard Checks for an existing Activation Time entry in a license. However, the application also starts when no Activation Time exists, or the
certified time[*" is later than the Activation Time.

Required An Activation Time entry in a license is required. Without such an entry the encrypted application does not start. Please note that in
that case, an Internet connection for getting the certified time is also required.

Ignore An existing Activation Time entry in a license is ignored. Also, when the current date precedes the Activation Time.

Maintenance Period

Defines the handling of a Maintenance Period saved to the license. Then the use of a license is limited to software versions which have
been created, i.e. released, within this Maintenance Period. The Release Date is stored in the protected application and at runtime a check
is executed whether the date is within the defined period (commandline option see hereD7®).

The option is available only, if you activated the checkbox Release Date on the page "Licensing systemsD ™.

Two checking options exist:

Standard At runtime of the protected application a Release Date check is performed only in the case a Maintenance Period exists. This corresponds
to the default setting, even when on the page "Licensing systems" the checkbox Release Date has not been activated.

Required At runtime of the protected application a Release Date check is mandatory performed. The PIO Maintenance Period must exist.

Certified Time

Each CmContainer has an integrated clock which advances when the CmDongle or the CmActLicense is connected with the computer.
When the CmContainer is connected, the clock's time synchronizes forward. Otherwise, the time last saved applies.

If desired, the Certified Time can be updated by synchronizing with any CodeMeter® Time Server. The Time Servers are spread globally
by Wibu-Systems and provide a Certified Time. On updating the Certified Time the internal CmContainer time is synchronized and
updated as well (commandline option see hereD?°),

For information on the fail safe and manipulation safe processes referring to Activation and Expiration Time see here3* .

Set Certified Time This option attempts to update the Certified Time in a CmDongle. The certified time is requested from the Time
Server.

This option requires a connection to the Internet.

Check Certified Time This option checks to see if the Certified Time is older than the '‘Maximum Certified Time Age' you defined here. If the
'Maximum Certified Time Age' is exceeded, the application will not start.

Maximum Certified Time Age If you select the option "Check" you are able to define here the Maximum Certified Time Age in hours. The age is
(hours) calculated by the difference between the running System Time and the Certified Time.

Period without time checking Specifies the period (in hours) when no check of the Certified Time certificate is taking place.

(hours) If this period is not reached, a check is not performed. If the Certified Time certificate is located between this period

and the ‘Maximum Certified Time Age', an attempt to update the Certified Time certificate is performed. If this is not
successful, however, the application continues running until the ‘Maximum Certified Time Age' is reached. Not until
this happens, is an update of the Certified Time certificate required.

System Time

In this area you define settings for additional protection preventing license manipulation by faked PC Time setting (commandline
option see here[™).

Encryption Time check This option saves the time when the encryption takes place (PC Time) in the protected application. Then the application
runs on the user PC only when the CmContainer System Time is newer than the encryption time.

Requires at least CodeMeter® 4.10.
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CmContainer / PC System When activated these options define a time corridor in which a difference between CmContainer System Time and PC
Time check Time is allowed. If the PC Time does not fall into this defined time corridor , the protected application will not run on
the user PC.

Minutes to be allowed older  States in minutes how much the PC Time is allowed to be older than the CmContainer System Time.

Minutes to be allowed States in minutes how much PC Time is allowed to be younger than the CmContainer System Time.
younger

7.4.5.4 Security Options

This input window lets you select from different mechanisms and methods for protecting your application.

| g Ax_lava.WibufxProject - AxProtector 10.0 - 0 x

File Options Help

. . .@ . PERFECTION IN SOFTWARE PROTECTION

#Pratector Project
@ File to protect
Licensing systems

Security options:

Funtime seftings Advanced Protection Scheme: —Java anti debug scheme:
Security options [ Encrpt constant Pool entries ¥ JMPLANVITI Detection
& Enor mES_SBQES [~ Encrpt method control flow (affects performance) [¥ Callback Maripulation Check.
g JAad\:u'Zr?Et:;TDtions [ Integrity verification ¥ Virtual Machine Yerification [Java Yersion B and higher)
b Summary ¥ wibu Runtime classes |¥ Basic Debugger Check
¥ 2l claszes ¥ &utomatic Trap Generation
[~ Activate license access lock
[ Locking only if FAC is defined
[T Only FAC decrement

rlava Obfuscation

[ Activate obfuscation

Help | < Back | Mext >
Dialag | Meszage | Time |
! Licensing spstems “You are using an evaluation Firm Cade 2402017 09:35:35
! Runtime settings Uit Counter Decrement is not allowed and will be disabled [please remove |xProtector functionality on...  24.01.2017 09.35:37
[ Java [ A

Figure 104: AxProtector - Java "Security Options"

Advanced Protection Schemes
The advanced protection schemes deeply intervene into your application.

Encrypt constant Pool entries  Encryption of selected values from the constants pool (commandline option see here[1*").

Encrypt method control flow  Enrypts method calls (commandline option see here[1*7).
(affects performance)

This option must be combined with option -ci for method encryption.

Integrity verification The protected application is checked for code integrity using asymmetric authentication mechanisms, if you check this
box.

Wibu Runtime classes are automatically checked. All classes can be checked for integrity.

Java anti debug schemes
Debugger programs serve an honest role in searching for error and finding bugs. But they may also be used by hackers to analyze
software. In this group you determine how to react to debugger programs (commandline options see hereD™).

JVMPI / JVMTI Detection Activating this checkbox starts the detection of the Java Virtual Machine Profiler Interface (JVMPI) and Java Virtual
Machine Tool Interface (JVMTI). Using JVMPI the Java Virtual Machine is manipulable sending messages to the native
code. In particular, the event JVMPI EVENT CLASS LOAD HOOK may be used to intercept the unaltered byte code
of the class actually loaded. The activation of this option prevents this interception.

Callback Manipulation Check Activating this checkbox protects against the manipulation of callback functions, i.e. functions which are transferred as

parameters to other functions are checked.
1ov
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Virtual Machine Verification
(Java 6 and higher)
Basic Debugger Check

Automatic Trap Generation

Activate license access lock

Activating this checkbox checks for the correct Java Virtual Machine runtime environment for Java 6 and higher.

The 'Basicl1 ® Debugger Check’, checks to see if a debugger is attached to your application. If a debugger is found,
your application will not be started or exited.

Automatically inserts hacker traps into the protected assembly.

Automatic traps are generated for methods only, if they have been encrypted using IxProtector license lists. Only those
methods are transformed into new classes (commandline option see here?*).

This option locks the license access to the used Firm Item in a CmContainer as soon as a debugger program is
detected.

Locking only if FAC defined It is checked whether a prepared locking of the Firm Access Counter (FAC) is
programmed. If a locking is prepared, the Firm Items is locked.
Only FAC decrement The Firm Access Counter (FAC) is decremented by the value of 1.

Java Obfuscation

The obfuscation process renames elements to render them meaningless and replaces human-readable information with machine

generated information.

Activate obfuscation

Ignore detection of reflection

Print name mapping

The obfuscation process renames elements to render them meaningless and replaces human-readable information
with machine generated information (commandline option see here[17#).
If activated the following selectable options display:

¥ Activate obfuscation

¥ Class names ¥ Private elements I~ lgnore detection of reflection
¥ Method names W Iriner elements I~ Print name mapping

¥ Local variable names [V Protected elements

v Field names [~ Public elements

|~ Package Mames

Elements to be obfuscated comprise: Class names, Method names, Local variable names, Field names, Package names,
Private elements, Inner elements, Protected elements, and Public elements,
Ignores detection of reflection.

o |f the class name is known at encryption, e.g. Class. forName (“HelloWorld”), automatically a customization
of the class name is performed. Please note, that in this case methods and fields of the class are excluded from
obfuscation.

o If the class name is not known at encryption, e.g. Class. forName (getClassName () ), an exception is thrown
together with the specification where the reflection call has been found and what can be done, e.g. Replace
reflection, use constant class names, force the obfuscation or disable obfuscation.

o For reflection calls, such as, getMethod ('aMethod'), getField('aField'), you must make sure that
'aMethod' and 'aField' are not obfuscated.

At encryption an obfuscation mapping is issued to the console output.
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7.4.5.5 Error Messages

This input window lets you define the messages displayed if errors occur. You define whether a User Message Class with a
separate error display is used, or whether you use default error message windows.

Figure 105: AxProtector - Java "Error Messages"

Error Messages

Default Error Messages All egors occurring at the runtime of a protected application display default error messages (commandline option see
here[17).

User Message Class Activates the use of a User Message Class.

Class name

Specify here the file name without path information and extension.

Customized Error Messages ~ Activate this option to enter customized error messages displayed in the message boxes below.

162



7.4.5.6 Java Options

This input window lets you

Figure 106: AxProtector - Java

Automatic Software Protection using AxProtector (Tool of CodeMeter Protection Suite)
AxProtector Tab

determine some parameters for the configuration of the Java runtime environment.

"Java Settings" Java Runtime (java.exe)

Java Runtime (java.exe)
Main class

Parameters

Min-Max Java Version

Call System.exit()

Deactivate Getter / Setter
generation

Initialize JavaFX
Split Output

Using the "..." button specify the java.exe file of the installed runtime environment.

Enter here the name of the Java main class (commandline option see herel1®*).

Define here the parameters for calling the Java main class (commandline option see here[122),
Enter here the required minimum Java version (commandline option see here(1%?).

When the check fails, a respective error message is issued.

This ensures already at start of the protected application that the functionality of your application requires is
guaranteed.

Activate this option to exit the application by the call of System.exit () after return to the Java main class.

This ensures that in the case errors occur, the protected application correctly and completely shuts down. Even
when the error occurred outside the Java main class (commandline option see here[1%).

Deactivating of the default generation of getter and setter methods (commandline option see here[3 %),

Initializes JavaFX. This is required for encrypting some JavaFX applications (commandline option see here[ #),

Runtime jar / source file
By default, runtime classes are saved to the separate Wwibuxpm4Jruntime. jar file (commandline option see here[3**

).

Swapping the Wibu ClassLoader to a separate file increases performance of the protected application. Then
even in the case of multiple encrypted classes, the Wibu ClassLoader will be only one-time loaded.

Runtime OSGI plugin / source file

The WIBU runtime classes are created in form of a OSGI bundle named WibuXpm4 JRuntimePlugin.jar. The
dependencies of the encrypted source *.jar from this OSGI bundle are automatically created at encryption
(commandline option see here(3%).

Runtime jigsaw module / source file

Modular jar files created using Java 9 are encrypted.

Then on encryption a modular Wibu Runtime jar file with the name com.wibu.xpm. jar is created. Dependencies of
the protectee to this Wibu Runtime jar file are automatically added to the module-info.class of the protectee
(commandline option see here[3%).
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Rename encrypted classes  This group allows you to determine the classes which classes will be renamed, and loaded into the Wibu ClassLoader
(commandline option see here[12).

Please note that this group can be edited only, if IxProtector is not activated.

For all class-related settings, the classes are renamed, and follow the pattern: <MyClass>.class.wibu.

All Activate this option to rename all existing classes.
Encrypted Activate this option to rename encrypted classes only.
None Activate this option to rename no classes.

When you rename encrypted classes only, only these classes are loaded by the Wibu ClassLoader. This
improves the performance of the application. When you rename all classes, the security is increased at a small
margin but eventually the performance of the protected application is negatively affected.

Classes to encrypt This allows you to assign white or black list to classes (commandline option see here(3%*),

Whitelist All classes referred to in the whitelist will be encrypted. This whitelist is saved to the jar-archive as
an unencrypted text file com/wibu/xpm/encrypted.

Blacklist All classes referred to in the blacklist will not be encrypted.
AxProtector Syntax: —-JL[W|B]:<whitelist|blacklist>

Using these list give you direct bearing on the classes to be encrypted. For example, eventually it does not make
sense to protect classes of third party providers, and stress the application performance.

For the output of error messages at the runtime of the encrypted Java application you may use the error class
com.wibu.xpm.MessageHandler.

Add folders and files to class Adds folder and file information to the Java class path to allow resolving dependencies of the Java application
path (commandline option see here[1%?).

7.4.5.7 Advanced Options

This input window lets you set further encryption options.
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Figure 107: AxProtector - Java "Advanced Options"

Extended Commandline
Options

IxProtector

create valid java class files
Create Lodfile
Logging

Optimization

Here you are able to directly enter extended options or new feature functions using the AxProtector commandline.

For more information please contact support at Wibu-Systems.

Activate this checkbox to allow for the later creation and editing of license lists and function lists. These you need to
protect using IxProtector via the Software Protection-APID?® . (commandline option see here[#),

Creates machine-readable class files (commandline option see here[32%).
Activate this checkbox to create file logging for the activities of AxProtector.
Specify the path and file name of this log file.

If you specify the name of the file only, by default, this file is saved to the directory $\ Program Files$%
\WIBU-SYSTEMS\AxProtector\DevKit\bin.

For an optimized performance specify here the minimum number of instructions a method must at least have to be
encrypted. The default setting is 10 instructions. This way you are able to exclude methods from encryption which have
less instructions than the number of instructions you specify here. By setting a value of 0 this feature is deactivated.
Commandline option see here[122.

7.4.5.7.1 License Lists

This menu item lets you manage license lists. Those you need to protect using IxProtector via the Software Protection-API (WUP)B? .
License lists consist of a unique identifier (ID), a Description, and hold specifications on Items and Item Details.

This ID corresponds to the index number you require when addressing a license using most of the WUP/ commandsD™ .
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Q Ao Java WibulxProject - AxProtector

File Options Help

. . . . PERFECTION IN SOFTWARE PROTECTION

B AxProtector Project Li Jists:
@ File to protect pcensellistss
- b Licensing systems List of |
@ Runtime settings 5t oF hoernse Jet
@ Security options |ID |Descripti0n |Items |Item details
@ Erormessages [ i e Codiia e Firs e S000A 3T Loel TN wesr 62071
- @ Java options
5@ advanced options
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L@ |vProtector
- 8 Summary
sdd | I
Help | < Back | Mext > |
Dialag | Meszage | Time |
! Licensing systems “You are using an evaluation Firm Cade 08122016 08:39:22
Java | A
Figure 108: AxProtector Java - "License Lists"
Using this menu items also allows you to create License Lists. Please proceed as follows:
1. Click the "Add" button.
2. Assign in the area License List an Id and complete the field Description.

Id This ID uniquely identifies a license list and serves for referencing.

By default, an ID of 0 is initially set by the selection of the licensing system. Following, you are able to add
license list entries starting with IDs starting from 1.
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Description

Licensing Systems

Firm Code

Here you will describe a license list with text.
3. Define the license by completing the fields in the License item details group.

Add License list

{CodeMeter Universal Firm Code | 5000010 | 201001 | 0| Local - Nebwork | Mo user limit | 6.10 1 2.001 26.10.2016 1 0 | none }

‘ X
rLicense list:

‘ Id: Description:

| |1 IChangeFonts

[ | Licenses:

Add Delete
rLicense details:
Licensing systems:
Codeteter |
Firm Code: Product Code: Feature Code:
6000010 x| [eoiom [o e
Subsystem: License options: Finimum driver: Build:
ILoca\ - Metwork, V| IND user limit - |E 10 I
Minirmum Firmware: ¥ Releaze Date: [ lanare Linger Time
[300 [z810.2018 x| [ wupiwiteData
[~ wupReadData |
|
|
| !
oK LCancel Help |

Figure 109: AxProtector Java - "Add License Lists"

Selecting the desired licensing system to be applied:

CodeMeter Applying the licensing system CodeMeter.
IP Protection Applying the licensing system /P Protection.

Only the intellectual property is protected here. It is therefore not necessary to use a licensing
system. However, a separate license from Wibu-Systems is required.

Depending on the input file and the selected encryption options, AxProtector creates a key with

which the application to be protected is encrypted.

With unchanged parameters, this key remains constant and guarantees reproducible encryption and

decryption.
Commandline option see here[3 #,

Please note that after a decision for exclusive protection (/P Protection) the selection of an
additional licensing system is not supported and therefore not enabled in the user interface.

If LicenseList 0 contains an "IP Protection" license and the -3 ip option is not explicitly set,
all operating system-specific runtime components, i.e.default DLLs for win-32, win-64, mac-
64, 1in-32 and 1in-64 are added to the JAR archive (equivalent to the -jip:std option).
However, you can use the field® * "Extended Commandline Options” to add further DLLs.

WibuKey Applying the licensing system WibuKey.

For setting WibuKey options, see the separate "WibuKey Developer Guide".

If you are switching from WibuKey to CodeMeter, please activate both licensing systems.

In this way, you are able to ship updates and upgrades to existing customers who already have a
WibuBox without the need to replace the hardware. New end-users will be the ones to receive a
CmDongle or a CmActLicense together with the protected application.

Specify the Firm Code to be used for encrypting the software.
As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:

Firm Code CodeMeter Software Licensing system
Development Kit (SDK)

6000010 Evaluation Universal Firm Code CodeMeter Universal Firm Code

10 CmDongle Evaluation Firm Code CmDongle

167



CodeMeter Developer Guide 7.0 - December 2019 7.0

Product Code

Feature Code

Subsystem

License options

Minimum Driver Version

Firm Code CodeMeter Software Licensing system
Development Kit (SDK)
5010 CmActLicense Evaluation Firm Code CmActLicense

Commandline option see here[) #*,

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.

Commandline option see here[) #*,
Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of 0 is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.
Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.
Hex to Bin [=]
Hex Dec Bin
[oo000000
Cancel

Figure 110: Feature Map Input
Commandline option see here[)**,

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[1%°),

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see here[1 ).

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,
and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal

(CmDongle)
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Build
Release Date
Minimum Firmware

Ignore Linger Time

WupiReadData
WupiWriteData

servers is automated. This means that AxProtector automatically handles sessions of the
protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected

software.
5010, 5.000.000- 4.20
5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmActLicense) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[3%* .
Enter the Build number of the minimum driver version.
Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period

Specify the minimum firmware version required.
The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle) In order to use the Product Item Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product Item Option Maintenance Period you require the firmware
(CmActLicense) version 1.18.. After activating the checkbox you are prompted to accept that the

"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Commandline option see here[3%°

Please note, that this option display only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options[) 55 ".

Activate this option to ignore a programmed LingerTime.

This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here[1%°

Activate this option to read datal1?** from the CmContainer if this data has been previously stored at a defined location.

Activate this option to write datal1®® into a CmContainer that has been prepared for storing additional data.

After you defined all desired settings in the area License Element Details, please proceed as follows:
4. Click on the "Add" button in the License List group. The summary of your specifications are displayed in the license item list.
5. Click the "OK" button. The new license data is added to the license list.
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Figure 111: AxProtector Java - "Completed License Lists"
7.4.5.7.2 IxProtector

Using this menu item allows you to separately define single encryption types for single elements.

In the case you activated the checkbox "IxProtector" in the menu item "Advanced options" the source application file is loaded and
displayed in a tree view making available all packages, classes, and methods.
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Figure 112: AxProtector Java - "IxProtector”
Click the different buttons in the upper "IxProtector” area to select from different views.
Views

Closes all levels of the tree structure.

Expands the package level of the application file.
Expands the class level of the application file.
Expands the method level of the application file.

Expands all parent levels of the application file. In this view see all levels where modifications have been made.

The area "Statistics" on the right shows you more encryption details depending on the selection you have made for the tree view.

Name This field refers to the name of the element you have marked in the tree view.

Methods Using different colors the bar '‘Methods' shows you the protection technology used or not used when encrypting or not

encrypting. At the same time, the displayed numbers inform you about the number of encrypted or non-encrypted methods for
each protection technology.

Green Shows that the method will be encrypted using AxProtector and that the License List ID has a value of 0 (default
license)
Blue Shows that the method will be encrypted using IxProtector and that the License List ID has a value unequal 0.
Red Shows that the method in not encrypted.
Bytes Using different colors the bar ‘Instructions' also shows you the protection technology used or not used when encrypting or not

encrypting. At the same time, the displayed numbers inform you about the number of encrypted or non-encrypted instructions
for each protection technology.

Green Shows that the method will be encrypted using AxProtector).
Blue Shows that the method will be encrypted using IxProtector.
Red Shows that the method in not encrypted.
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You also have the option to separately assign the protection technologies AxProtector and IxProtector to single elements, or exclude
single elements from encrypting. To assign a protection technology by using the secondary menu, please proceed as follows:

1. In the left tree view, select the favored element (package, class, or method).

2. Click the right mouse button.
The secondary menu opens.

3. Assign the favored encryption types by using symbols.
The License List IDs you are prompted are automatically transferred from the entries you added to the license list.

ol Excludes the selected element from encryption.

£ Encrypts the selected element using AxProtector (License List ID with a value of O, i.e. default license).

o Encrypts the selected element using IxProtector (License List ID with a value unequal to 0, i.e. according to existing license list
entries).

< This icon marks methods that are excluded from encryption due to the number of instructions included. The instruction
threshold can be set on the page '‘Advanced Options' in the group Optimizing

EntryPoint Sets entry point. This allows the direct external call of a class / method (e.g. as library).

Check Integrity Checks for code integrity. Available only, if respective option3 ™ is checked.

Apply Obfuscation Applies obfuscation. Available only, if respective option[™ is checked.

The modifications you made instantly display in the left area.

7.4.5.8 Summary

This input window shows you a summary of all the settings you defined for the automatic protection of your application, and allows
you to start the encryption process.

For subsequent use, the contents of this page can be copied to a * . wbc file (WIBU Configuration file). Copy the content into a
text file, and change the file extension to * . wbc.

Alternatively, you may also use this file to protect your application using the AxProtector commandline tool. In the
commandlinel® type AxProtector.exe @*.wbc.

Alternatively, using the "File - export wbc file" menu item, you can also create the corresponding * . wbc file.
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File Options Help

B--igd AxProtectar Project
- @ File to protect

- b Licensing spstems
@ Funtime settings
@ Security optionz
@ Eror messages

- @ Java options

@ Advanced options
@ License lists
@ 14Protector

- 8 Summary

14xProject - AxProtector - ]

Summary:

<?xml wversion="1.0" encoding="UIF-8" standzlone="yes"?»
<AxProtectorJava xmlns:wibu="http://wibu.com/2013/AxpJavaControlFiles/1.0">
<CommandLine>
<Command>-kem</Command>
<Command>—£&000010</Command>
<Command>-pl3</Command>
<Command>-cf£0</Command>
<Command>-d: . 20</Comand>
<Command>—£w: 3. 00</Command>
<Command>-gl</Command>
<Command>-nl</Command>
<Command>-ci</Command>
<Command>—wuld00</Cormand>
<Command>-wel00</Command>
<Command>-eac</Command>
<Command>-eec</Command>
<Command>—euscl</Command>
<Command>—eme</Command>
<Command>—-car3(, 3</Command>
<Command>—v</Command>
<Command>—cagT</Command>
<Command>—§</Command>
<Command>-o:"C:\CodeMeter Examples\protectedi\Javahpplication.jar"</Command>
<Command>"C:\CodeMeter Examples’Javahkpplication.jar"</Command>
</CommandLines
<Wupi>
<Jar MethodProtectionLicenseList="None" ClassProtectionlicenselList="0" EntryPoint="false'
</Jar>

Hep | <Back |  Eiish

Dialag

| Time |

! Licensing spstems
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Figure 113: AxProtector - Java "Summary"

Finish Starts the encryption using AxProtector applying the settings you previously defined.
Back Allows returning to change previous settings.

The result of the encryption with all relevant settings is displayed in a separate window.

AxProtector Tab
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Info: Encrypting class org.eclipse.jdt.internal.jarinjarloader.RsrcURLStreamHandlerFactory
Info: Encrypting class com.wibu.guitest.GuiTest.class
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Info: Encrypting class org.eclipse.jdt._internal.jarinjarloader.RsrcURLStreamHandler._class
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Info: Encrypting class corg.eclipse.jdt.internal.jarinjarleoader.RsrcURLConnecticn.class
Info: Adding Meta Information
Info: Finishing output file 'C:\CodeMeter Examples‘\protected\Javaipplication.jar’.
Error 0x14020102: UnitCounter decrement on startup requires encrypted main class — unencry
Use: "java -jar AxDrotecter.jar options input_file'
Enter 'java -jar AxProtector.jar -?' for getting more information.

Command line for pratection in batch mode:

Pratection result
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Figure 114: AxProtector - Java "Encryption Result"

Protect Now When you need to repeat the encryption operation, click the "Protect now™ button. Then the AxProtector commandline is executed
in batch mode.

You are also able to copy the AxProtector commandline for the batch mode to the clipboard and insert it in the
commandline input. Subsequently, you can edit it and apply any desired changes.

7.4.6 Linux Application or Shared Object

Using this AxProtector project type works analog to the previous project types. For a detaiiled view and description of the singe
navigation menu items an online variant of this guide is available for download at the Wibu-System website
(www.wibu.com/en/manuals-guides.html). A complete version is also included in the help documentation you find in the CodeMeter
SDK.

This project type covers encrypting executables in the standard binary format for executable programs (ELF, Executable and Linking
Format) and program libraries (shared objects * . so).The following table summarizes what kind of files can be encrypted using the
AxProtector Windows GUI or the commandline.

Application to be protected Project type GUI Commandline
Windows

Linux Application or Shared Object Windows commandline[ **

AxProtector Linux
In a separate commandline for Linux, running
on Linux operating systems, you are also able to
insert encryption parameterﬁ 1%

The following menu items are available in the navigation windows:
o File to protectD ™

e Licensing SystemsD ™

 Runtime Settings® ™

e Security Options0™

e Error MessagesD ™

o Advanced Options ™
o License Lists ™
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o IxProtectorD ™
e Summary
7.4.6.1 File to protect

To safely encrypt an executable file using AxProtector, first select the file you want to protect.

Figure 115: AxProtector - Linux "File to Protect”

File to Protect

Source File

Click on the "..." button and select the file to protect using the system dialog "Open™. Alternatively, manually specify the path and
name of the file in this field.

As alternative to the "..." button, you may also directly drag & drop the source file from Windows Explorer into the source
file field.

Destination File  After you selected the source file, AxProtector automatically creates a secondary folder [ ..\protected\..]. You may change

this default by manually specifying the path and name of the destination file. Then the destination file corresponds to your
protected application.

Commandline option see here[17°.

7.4.6.2 Licensing Systems
After you select the file to be protected, the "Licensing systems" page displays in the input window. This is where you select and

configure the license(s) to be applied. Depending on your requirements, you can select one or several licenses to be used for
encrypting and later accessing your protected application.
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Figure 116: AxProtector - Linux "Licensing Systems"

Single License

For creating and editing the license details of a single license the following settings are available:

Licensing systems Selecting the desired licensing system to be applied:

CodeMeter
IP Protection

Applying the licensing system CodeMeter.
Applying the licensing system [P Protection.

Only the intellectual property is protected here. It is therefore not necessary to use a licensing
system. However, a separate license from Wibu-Systems is required.

Depending on the input file and the selected encryption options, AxProtector creates a key with
which the application to be protected is encrypted.

With unchanged parameters, this key remains constant and guarantees reproducible encryption and
decryption.

Commandline option see here[3%*

Please note that after a decision for exclusive protection (/P Protection) the selection of an
additional licensing system is not supported and therefore not enabled in the user interface.
WibuKey Applying the licensing system WibuKey.
For setting WibuKey options, see the separate "WibuKey Developer Guide".
If you are switching from WibuKey to CodeMeter, please activate both licensing systems.
In this way, you are able to ship updates and upgrades to existing customers who already have a
WibuBox without the need to replace the hardware. New end-users will be the ones to receive a
CmDongle or a CmActLicense together with the protected application.
Firm Code Specify the Firm Code to be used for encrypting the software.

As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:

Firm Code CodeMeter Software Licensing system
Development Kit (SDK)

6000010 Evaluation Universal Firm Code CodeMeter

10 CmDongle Evaluation Firm Code CmDongle

5010 CmActLicense Evaluation Firm Code CmActLicense

Commandline option see here[3%.
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Product Code

Feature Code

Subsystem

License options

Minimum driver

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.

Commandline option see here[1%,

Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of 0 is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.

Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.

Hex to Bin @

Hex Dec Bin

[ooo0ogao

Figure 117: AxProtector - Feature Map Input
Commandline option see here[12*

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[17*).

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see here[1%).

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,
and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmDongle Firm Code) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.
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Release Date
Minimum Firmware

Ignore Linger Time

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected

software.
5010, 5.000.000- 4.20
5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal

(CmActLicense Firm Code)  servers is automated. This means that AxProtector automatically handles sessions of the
protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[1%.
Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period

Specify the minimum firmware version required.
The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle Firm Code) In order to use the Product Item Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product Item Option Maintenance Period you require the firmware
(CmActLicense Firm Code) version 1.18.. After activating the checkbox you are prompted to accept that the

“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Commandline option see here[) %,

Please note, that this option disEIay only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options 155" .

Activate this option to ignore a programmed LingerTime.

This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here[12.

If you want to use more than a single license to be used for encrypting and later accessing your protected application, you can do so.
Please click the "Add" button to add additional license(s).
7.4.6.2.1 Licensing Systems - Add licenses

Several Licenses

If you want to use more than a single license to be used for encrypting and later accessing your protected application, you can do so.

Please click the "Add" button to add additional license(s). The same settings as for configuring a single license are available.

Licensing systems

Firm Code
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Select from the dropdown control the desired licensing system. Available are the following entries:
CodeMeter

WibuKey

For setting WibuKey options, see the separate "WibuKey Developer Guide".

If you are switching from WibuKey to CodeMeter, please activate both licensing systems.

In this way, you are able to ship updates and upgrades to existing customers who already have a WibuBox
without the need to replace the hardware. New end-users will be the ones to receive a CmDongle or a
CmActLicense together with the protected application.

Specify the Firm Code to be used for encrypting the software.
As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:
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AxProtector Tab

Product Code

Feature Code

Subsystem

License options

Minimum driver

Development Kit (SDK)

6000010 Evaluation Universal Firm Code CodeMeter
10 CmDongle Evaluation Firm Code CmbDongle
5010 CmActLicense Evaluation Firm Code CmActLicense

Commandline option see here[32,

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.

Commandline option see here[1%,
Enter the Feature Code which defines, for example, the encryption of different software versions.

By default, a Feature Code of 0 is set. This deactivates the use of the Product Item Option Feature Map.Enter a 32-
bit value to use the option.

Using the "..." button you may enter the feature map value in hexadecimal, decimal or binary format.
Hex to Bin @
Hex Dec Bin
[ooo0ogao

Figure 118: AxProtector - Feature Map Input
Commandline option see here[3%*

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[1%*).

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see here[1%).

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,
and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:
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Release Date
Minimum Firmware

Ignore Linger Time

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmDongle Firm Code) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected

software.
5010, 5.000.000- 4.20
5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal

(CmActLicense Firm Code)  servers is automated. This means that AxProtector automatically handles sessions of the
protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here[) **,
Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period

Specify the minimum firmware version required.
The following default settings exist:

6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle Firm Code) In order to use the Product ltem Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product ltem Option Maintenance Period you require the firmware
(CmActLicense Firm Code) version 1.18.. After activating the checkbox you are prompted to accept that the

"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Commandline option see here[3%°

Please note, that this option display only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options!155" .

Activate this option to ignore a programmed LingerTime.

This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here[12°

Moreover, the options WupiReadData and WupiWriteData are available.

WupiReadData

WupiWriteData

Reading and writing of data at runtime of an protected application is limited to license entries on the list which
do not represent the default license.

Activate this option to read datal) * from the CmContainer if this data has been previously stored at a defined
location.

Activate this option to write datall ® into a CmContainer that has been prepared for storing additional data.

Click the "OK" button to add the new license(s) to the list. In the list display separate sort buttons at the list button allow you to sort
the license entries to define a default license. In this view adding, editing or deleting licenses is supported.
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7.4.6.3 Runtime Settings

This input window lets you define the application's runtime settings, e.g. license checks for CmContainer, issue warnings, etc.

Figure 119: AxProtector - macOS "Runtime Settings"

Runtime Check

In this group you define whether and how often the protected application checks the license at runtime.

Activate Runtime Check Activates or deactivates the check at runtime of the protected application.

Period
Max. Allowed Ignores

Activate Plug-out
Check
(only CmDongle)

Commandline options see here[17° .
Defines the period between two checks. You specify this time interval in the format: hours: minutes: seconds.
Defines how often the end-user is able to ignore a failed check

If the connection to a CmContainer should fail or the license cannot be accessed, you can assign a reasonable
number of “ignores” allowing the end-user to continue working without a license access.

This option closes the protected application if the CmDongle is removed while the application is running. Immediately, an
error message is issued. This option is valid for CmDongle only.

Commandline option see here[3%7 .

Unit Counter Decrement

Decrementing an Unit Counter can serves to establish the validity of licenses in a CmContainer. This group allows you to define this
behavior (commandline option see here(3 ™).

Decrement by

Defines the value by which the Unit Counter is decremented. This option causes a decrement of the counter when the
protected application starts.

If the "Also at Runtime Check" option is activated and the specifications are set as shown in the figure above, every 30
seconds (see the defined period) a set Unit Counter is decremented by a value of 1.

Also at Runtime Check Decrements the Unit Counter also at runtime of the protected application.

This option works only when the "Also at Runtime Check" option in the "Runtime" group is activated.

Thresholds

In this group you define when a message is issued to give information on the validity of a license.
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For customizing the messages texts see here[" .

Unit Counter If the defined threshold falls short, a warning message is issued.

Commandline option see here(?7 .
Expiration Time (days) When the specified Expiration Time (in days) is achieved within the defined threshold, a warning message is issued.

Commandline option see here?7

User Defined Text

In this group you can use a User Defined Text, which is then stored as text entries in the AxEngine (CmAccess) license access structure.
These entries then overwrite the texts that are set by a Message DLL. For the commandline option see here .

Activate User Defined Activates or deactivates the use of User Defined Text.
Text The following text entries can be used.

Application name  uses the application name.
Computer name uses the computer name.

Specified text uses the specified text in the field of the same name.

7.4.6.3.1 Advanced Runtime Settings

This input window lets you define further settings at the runtime of an encrypted application.

Advanced runtime settings @
Unit Counter check [Codebdeter anly): Expiration Time check [Codebdeter anly). Activation Time check (Codehdeter only);

@ Standard & Standard & Standard

" Required " Required " Required

i Ignore = lgnore  lgnome

—Spstem Time check [Codebeter only)
[~ Enciyption Time check
[~ CmContainer / PC System Time check.

Minutes alowed to be older:
[15

Minutes allowed to be younger:
[15

Maintenance Period check [Codebeter anly)
& Standard

" Required

Certified time [Codeteter anly):

[~ Set Certified Time
[~ Check Certified Time

aximum Certified Time age [haurs):
100

Period without time checking [hours]:
E

rAdvanced optians:
[T &dd control and about menu
[T Teminate host application

I~ Create mobile application

Figure 120: AxProtector - Linux "Advanced Runtime Settings"

For checking the options Unit Counter, Expiration Time, Activation Time defined in a license the following handling is valid.

=0 X X 3

<>0 a4

not specified 4

Unit Counter

Defines the handling of a Unit Counter set in a license (commandline option see hereD#®).

Standard Decrements at runtime and/or start time an existing Unit Counter entry in a license by the value defined on the previous page.
If the Unit Counter reaches 0 (null) the encrypted application does not start.
Required A Unit Counter entry < > 0 in a license is required. Without such an entry the encrypted application does not start at all.
Ignore An existing Unit Counter entry in the license is ignored. The application does not decrement the Unit Counter. The application will start

with a Unit Counter entry set to 0.

Expiration Time
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Defines the handling of an Expiration Time set in a license (commandline option see here[ ).

Standard Checks for an existing Expiration Time entry in a license. However, the application also starts when no Expiration Time entry exists, or
the current date precedes the Expiration Time.

Required An Expiration Time entry in a license is required. Without such an entry the encrypted application does not start.
Ignore An existing Expiration Time entry in a license is ignored. Also, when the current date exceeds the Expiration Time.

Activation Time
Defines the handling of an Activation Time set in a license (commandline option see hereD?®).

Standard Checks for an existing Activation Time entry in a license. However, the application also starts when no Activation Time exists, or the
certified time[ % is later than the Activation Time.

Required An Activation Time entry in a license is required. Without such an entry the encrypted application does not start. Please note that in
that case, an Internet connection for getting the certified time is also required.

Ignore An existing Activation Time entry in a license is ignored. Also, when the current date precedes the Activation Time.

Maintenance Period

Defines the handling of a Maintenance Period saved to the license. Then the use of a license is limited to software versions which have
been created, i.e. released, within this Maintenance Period. The Release Date is stored in the protected application and at runtime a check
is performed if the date is within the defined period (commandline option see here[37®).

The option is available only, if you activated the checkbox Release Date on the page "Licensing systems[ ™.

Two checking options exist:

Standard At runtime of the protected application a Release Date check is performed only if a Maintenance Period exists. This corresponds to the
default setting, even when on the page "Licensing systems" the checkbox Release Date has not been activated.

Required At runtime of the protected application a Release Date check is mandatory performed. The PIO Maintenance Period must exist.

Certified Time

Each CmContainer has an integrated clock which advances when the CmContainer is connected with the computer or activated. If the
CmContainer is connected or activated, the clock's time synchronizes forward. Otherwise, the time last saved applies.

If desired, the Certified Time can be updated by synchronizing with any CodeMeter® Time Server. The Time Servers are spread globally
by Wibu-Systems and provide a certified time. On updating the Certified Time the internal CmContainer time is synchronized and
updated as well (commandline option see hereD#°)

For information on the fail safe and manipulation safe processes referring to Activation and Expiration Time see here[3* .

Set Certified Time This option attempts to update the Certified Time in a CmDongle. The Certified Time is requested from the Time
Server.

This option requires a connection to the Internet.

Check Certified Time This option checks to see if the Certified Time is older than the 'Maximum Certified Time Age' you defined here. If the
'Maximum Certified Time Age' is exceeded, the application will not start.

Maximum Certified Time Age If you select the option "Check", you are able to define here the Maximum Certified Time Age in hours. The age is
(hours) calculated by the difference between the running System Time and the Certified Time.

Period without time checking Specifies the period (in hours) when no check of the Certified Time certificate is performed.

(hours) If this period is not reached, a check is not performed. If the Certified Time certificate is located between this period

and the ‘Maximum Certified Time Age', an attempt to update the Certified Time certificate is performed. If this is not
successful, however, the application continues running until the ‘Maximum Certified Time Age' is reached. Not until
this happens, is an update of the Certified Time certificate required.

System Time

In this area you define settings for additional protection preventing license manipulation by faked PC Time setting (commandline
option see hereD*).

Encryption Time check This option saves the time when the encryption takes place (PC Time) in the protected application. Then the application
runs on the user PC only when the CmContainer System Time is newer than the encryption time.
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CmContainer / PC System
Time check

Minutes to be allowed older

Minutes to be allowed
younger

Requires at least CodeMeter® 4.10.

When activated these options define a time corridor in which a difference between CmContainer System Time and PC
Time is allowed. If the PC Time does not fall into this defined time corridor, the protected application will not run on
the user PC.

States in minutes how much the PC Time is allowed to be older than the CmContainer System Time.

States in minutes how much PC Time is allowed to be younger than the CmContainer System Time.

7.4.6.4 Security Options

This input window lets you select from different mechanisms and methods for protecting your application. You are able to scale the
degree of security for yourself, for example, search intensity for debugger or whether a CmContainer is locked.

When the options you set here turn out to be incompatible with your protected application, you are also able to separately
deactivate single security options.

Figure 121: AxProtector - Linux "Security Options"

Anti-Debug Schemes

Debugger programs serve an honest role in searching for error and finding bugs. But they may also be used by hackers to analyze
software. In this group you determine how to react to debugger programs (commandline options see hereD*").

Basic Debugger Check
Advanced Debugger Check

Virtual Machine Detection
Activate license access lock

Configuration

The 'Basic Debugger Check', checks to see if a debugger is attached to your application. When a debugger is found,
your application will not be started or exited.

Checks in an advanced search for debugger programs which may run parallel to your application, also cracker tools,
such as, ImpREC, are detected. In the case a debugger is found, your application will not be started.

Detects if the application is to be started on a virtual machine and prevents this.

This option locks the license access to the used Firm Item in a CmContainer as soon as a debugger program is
detected.

If this option is activated, the settings are applied you defined in the dialog to be opened by the "Configuration"
button.

This button is activated only for CodeMeter.

If the option “Activate license access lock" is activated, you are able to define further settings in the dialog which opens
by clicking the "Configuration" button:
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Depending on the Firmware used this dialog allows to define separate locking scenarios (for more detailed information
see separate CodeMeter Developer Guide, section "Advanced CodeMeter Features | Locking a CmContainer").

immediate locking is performed starting with Firmware Version 1.14 as soon as a debugger is detected.

prepared locking is performed by checking the Firm Access Counter (FAC). The Firm Access Counter locates at the
Firm Item level of a CmContainer. This counter allows you to control whether a Firm ltem can
be used for encryption and decryption operations.
By default, the FAC is deactivated and has a value of 65535 (0xFFFF). A software vendor
is able to program it to any other value between 1 and 65534. On detecting a debugger
the FAC is decremented by a value of 1.
If the FAC reaches a value of 0, the Firm ltem is locked.
The owner / end-user of the locked Firm ltems must contact the software vendor for
unlocking codes. This can be done by remote programming.

Hardware locking (CmDeongle only) @

¢ Automatic mode
[~ Locking only if FAC defined

i Lock license container (new)
I~ Locking anly if FAC defined

i~ Lock license container (old)

oK Help

Figure 122: AxProtector -"Security Options - Hardware Locking"
The following settings are available:

" Automatic Mode" activated and
"Locking only if FAC defined" not
activated (Standard)

" Automatic Mode" activated and

If the Firmware version is smaller than 1.14 and a Firm Access Counter unequal
65535 has been programmed, the counter will be decremented by a value
of 1.

If the Firmware version is 1.14 or higher, the Firm ltem is immediately locked.
For compatibility reasons this represents the default setting.

If the Firmware version is smaller than 1.14 and a Firm Access Counter unequal

"Locking only if FAC defined" activated 65535 has been programmed, the counter will be decremented by a value

"Lock License Container (new)"
activated and "Locking only if FAC
defined" not activated

"Lock License Container (new)" and

of 1.

If the Firmware version is 1.14 or higher and a Firm Access Counter unequal
65535 has been programmed, the Firm Item is immediately locked.

This option requires a Firmware version 1.14 or higher. The Firm ltem is
immediately locked.

Seen from a security point of view this is the recommended option.

This, however, requires that all CmContainer in the field must have a
Firmware Version 1.14 an higher.

This option requires a Firmware version 1.14 or higher. If a Firm Access

"Locking only if FAC defined" activated Counter unequal 65535 has been programmed, the Firm Item is immediately

"Lock License Container (old)"
activated

locked.

Independent from the Firmware version, if a Firm Access Counter unequal
65535 has been programmed, the counter will be decremented by a value
of 1.

This holds for all Firmware versions. If 'prepared locking' is programmed, the
Firm Access Counter is decremented by a value of 1.
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7.4.6.4.1 Advanced Security Options

This input window lets you define further settings.

Advanced security options

[Advanced settings:
v Add code integrity check

—Other exe or dil fles to be checked for integrity

Files I Processes

Add Delzte

¥ Link &P staticaly to application

Size of encypted code [in %)
100

Figure 123: AxProtector - Linux "Advanced Security Options"

Advanced settings
This area allows for setting additional options.

Add code integrity check The protected application is checked for code integrity using asymmetric authentication®47 mechanisms, if you check
this box (commandline options see here[17°).

On code integrity check first a check sum (hash value) of the application is created and signed with the private key of
the Individual Software Vendor (ISV).

The hash value and the signature are added to the application. The recalculation and the integrity check of the hash
value and thus of the application is performed at runtime check using the public key located in the software (AXxEngine).

Alternatively to the default private key you can also apply the commandline option -sigl3® to use an entry of a
Hidden or Secret Data field to define another private key.

Moreover, the code integrity check may also cover several executable files / libraries. Then each file is able to check all
other files for integrity. Each file then requires the public key of the ISV: The hash value of the files to be checked then is
recalculated and compared to the hash value signed with the private key.

To add other files for performing an integrity check, please proceed as follows.
1. Set focus to tab "Files".
2. Click the "Add" button.

The dialog for adding displays.

Code Integrity Executable / Library

Name:

|
0K I LCancel | Help |

2. Add asingle or several executable files / libraries by completing the "Name" field.

The sequence of the specified files does not matter.

Specifying the file extensions is optional. If using * . wbc files across several platforms, omitting the file
extensions is recommended.

4. Confirm each specification using the "OK" button.

Moreover, on encrypting a DLL also a list of applications can be transferred allowed to load these libraries. On loading
the DLL then it is checked whether the process name includes one of the names specified in tab "Files". If not, an error
message displays and subsequently the application closes.

To add processes please proceed as follows:

1. Set focus to tab "Processes".

2. Click the "Add" button.
The dialog for adding displays.
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Code Integrity Executable / Library

Name:

a8 LCancel | Help |

3. Add one or more processes which include one or more application names listed in tab "Files" by completing the
field "Name".

The sequence of the specified files does not matter.

If the same application names are also specified in the list of tab "Files" also their code integrity is checked.

Specifying the file extensions is optional. If using * . wbc files across several platforms, omitting the file
extensions is recommended.

4. Confirm each specification using the "OK" button.

Link API statically to The CodeMeter Core API is statically linked to the protected application. This option increases security but also increases
Application the sizes of the executable file (commandline option see here[3%*).

Size of encrypted Code (in  Specifies the portion of the code to be encrypted stated as percentage number (commandline option see here(32?),
%)

7.4.6.5 Error Messages

This input window lets you define the messages displayed if errors occur.

Figure 124: AxProtector - Linux "Error Messages"

Error Messages

Default Error Messages All egors occurring at the runtime of a protected application display default error messages (commandline option see
herel177),

Customized Error Messages ~ Activate this option to enter customized error messages displayed in the message boxes below.
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7.4.6.6 Advanced Options

This input window lets you set further encryption options.

Figure 125: AxProtector - Linux "Advanced Options"

Extended Commandline

Here you are able to directly enter extended options or new feature functions using the AxProtector commandline.
Options

For more information please contact support at Wibu-Systems.

Activate IxProtector / WUPI  Activate this checkbox to allow for the later creation and editing of license lists and function lists. These you need to
protect using IxProtector via the Software Protection-APID®°. (commandline option see herel ).

Create Logfile Activate this checkbox to create file logging for the activities of AxProtector.
Logging Specify the path and file name of this log file.

If you specify the name of the file only, by default, this file is saved to the directory $\ Program Files$%
\WIBU-SYSTEMS\AxProtector\DevKit\bin.

7.4.6.6.1 License Lists

This menu item lets you manage license lists. Those you need to protect using IxProtector via the Software Protection-APIl (WUP)D™ .
License lists consist of a unique identifier (ID), a Description, and hold specifications on Items and Item Details.

This ID corresponds to the index number you require when addressing a license using most of the WUPI commandsD™ .
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Figure 126: AxProtector Linux - "License Lists"

Using this menu items also allows you to create License Lists. Please proceed as follows:
1. Click the "Add" button.

2. Assign in the area License List an Id and complete the field Description.

Id This ID uniquely identifies a license list and serves for referencing.

By default, an ID of 0 is initially set by the selection of the licensing system. Following, you are able to add
license list entries starting with IDs starting from 1.
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Description Here you will describe a license list with text.

Licensing Systems

Firm Code

190

3. Define the license by completing the fields in the License item details group.

Add License list

rLicense list:

Id: Description:

1 OfficeSoftware

Licenses:

Add Dielete
rLicense details:
Licensing systems:
Firm Code: Product Code: Feature Code:
00007 ~| [roozo0 o =
Subsysterm: License options: Minirmum driver: Build:
ILoca\ - Network v| INo uger limit LI IE 10 I
Minimurn Firrmnwsane: | Release Date: [~ lgnore Linger Time
[2.00 |26.10.2018 x| 7 wphwiieDats
[~ wupiReadData
oK Cancel Help

Figure 127: AxProtector - Linux - "Add License Lists"

Selecting the desired licensing system to be applied:
CodeMeter Applying the licensing system CodeMeter.
IP Protection Applying the licensing system IP Protection.

Only the intellectual property is protected here. It is therefore not necessary to use a licensing
system. However, a separate license from Wibu-Systems is required.

Depending on the input file and the selected encryption options, AxProtector creates a key with
which the application to be protected is encrypted.

With unchanged parameters, this key remains constant and guarantees reproducible encryption and
decryption.

Commandline option see here[3%*

Please note that after a decision for exclusive protection (/P Protection) the selection of an
additional licensing system is not supported and therefore not enabled in the user interface.
Applying the licensing system WibuKey.

For setting WibuKey options, see the separate "WibuKey Developer Guide".

If you are switching from WibuKey to CodeMeter, please activate both licensing systems.

In this way, you are able to ship updates and upgrades to existing customers who already have a
WibuBox without the need to replace the hardware. New end-users will be the ones to receive a
CmbDongle or a CmActLicense together with the protected application.

WibuKey

Specify the Firm Code to be used for encrypting the software.

As a registered licensor, you will be issued your own unique Firm Code(s).
The following default settings exist:

Firm Code CodeMeter Software Licensing system

Development Kit (SDK)

6000010 Evaluation Universal Firm Code ~ CodeMeter Universal Firm Code
10 CmDongle Evaluation Firm Code CmbDongle

5010 CmActLicense Evaluation Firm Code CmActLicense

Commandline option see here[3 .
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Product Code

Feature Code

Subsystem

License options

Minimum Driver Version

Build
Release Date
Minimum Firmware

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.

Commandline option see here[1%,

Enter the Product Code which defines the encryption of a specific product. You can freely choose this identifier, e.g. for a
separate module of a software application, or for a single application.

Commandline option see here[3%

Here you can define in which subsystem (local or network) the protected application is to search for matching license(s)
(commandline options see here[1*),

Local This setting determines if the protected application searches exclusively for licenses located on the same
PC or allocated to the same VM.

Network This setting determines that the license of the protected applications is to be sought in the network, i.e.
only PCs are accessed where CodeMeter License Server runs and is activated as network server.

Local - This setting determines that the license of the protected applications is to be sought first locally and

Network subsequently on the network.

Network - This setting determines that the license of the protected applications is to be sought first on the network

Local and subsequently locally.

In this group you define how started instances of the protected applications perform together with the allocation of
licenses (commandline options see herel] %),

Normal user limit ~ Here each started instance allocates a single license. It does not make a difference if the
CmContainer was found locally, or on a network.

Station Share Here multiple instances can be started on a single PC but allocate only a single license.

You use this setting, for example, when you want to provide the end-user with the option of
starting the application several times. On a terminal server each session allocates a license. In
virtual machines each machine allocates a license.

WibuKey Here each started instance in the network allocates a license (normal user limit) but the local
Compatibility Mode access is unlimited (no user limit).

This allocation option exists only because of compatibility issues with WibuKey. Wibu-Systems
recommends the setting 'normal user limit' and 'station share'.

Exclusive Mode Here a protected application can be started only once on a PC.

No user limit Here any number of instances of the protected application can be started locally or in a network,

and no additional licenses are allocated. Allocated licenses in this mode can be re-used.

Enter the minimum driver version required for the installed CodeMeter License Servers.
The following default settings exist:

6000010; >= 6.10

6.000.000 This supports the License Transfer feature.

(Universal Firm Code)

10, 100.000- 4.20

4.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmDongle) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

5010, 5.000.000- 4.20
5.999.999 When setting the minimum driver version to 3.20 the session handling for terminal
(CmActLicense) servers is automated. This means that AxProtector automatically handles sessions of the

protected software, and each session is allocated one of the available licenses.

Setting the driver version is also required when, for example, you wish to use new
features for the encryption of an application. Older driver versions will not support
these new features, and will trigger error messages when starting the protected
software.

Commandline option see here(%

Enter the Build number of the minimum driver version.

Starting with Firmware version 1.18 CodeMeter supports the Product Item Option Maintenance Period

Specify the minimum firmware version required.
The following default settings exist:
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6000010; >= 6.000.000 3.00
(Universal Firm Code) This supports the License Transfer feature.

10, 100.000-4.999.999 1.14

(CmDongle) In order to use the Product Item Option Maintenance Period you require the firmware
version 1.18.. After activating the checkbox you are prompted to accept that the
“Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

5010, 5.000.000- 1.14
5.999.999 In order to use the Product Item Option Maintenance Period you require the firmware
(CmActLicense) version 1.18.. After activating the checkbox you are prompted to accept that the

"Mimimum Firmware" field changes to version 1.18 which is at least required to use
the Product Item Option Maintenance Period.

Commandline option see here[) #

(eeite gy Whne Please note, that this option display only, if you checked in the menu navigation the entry "Options | Display
Advanced Licensing Options[155" .

Activate this option to ignore a programmed LingerTime.
This license option allows to define an allocation time of the license after a protected application has been released or
finished (more Information in the CodeMeter Developer Guide).

Commandline option see here[1%°
WupiReadData Activate this option to read datal}** from the CmContainer if this data has been previously stored at a defined location.
WupiWriteData Activate this option to write datal} *® into a CmContainer that has been prepared for storing additional data.
After you defined all desired settings in the area License Element Details, please proceed as follows:
4. Click on the "Add" button in the License List group. The summary of your specifications are displayed in the license item list.
5. Click the "OK" button. The new license data is added to the license list.

Figure 128: AxProtector - Linux - "Completed License Lists"
7.4.6.6.2 IxProtector

This menu item lets you define single modules or program functions of the protected application.

Even when you use IxProtector without any further options, i.e. only the explicit encryption of functions, you nevertheless
obtain more security for your application.

In this case, CodeMeter® and WibuKey API calls, using the dynamic library (*.d11) are redirected to the corresponding statical
libraries and appended to the application. Since the dll interface is left out, the security increases without making any changes
to your application.
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Figure 129: AxProtector - Linux - "Function List"

Functions to protect

Lists all specified function lists, including all properties.

This menu item lets you also create function lists. Please proceed as follows:
1. Click the "Add" button in the group "IxProtector Options".

2. Define the function by completing the fields in the "Function" group.
Add function *
r~Funition:
Id: Description:
|1 |Text Processing
Length [in &]: Narne:
J1o0 % | TetCmd
License list:
|1- Office Software x| [ Tap
Translocated execution:
Ic2 |5 - Tranzlocation with automatic decryption on demand and delayed cleanup LI
ok | cancel | Hep |

Figure 130: AxProtector - Linux - "Add Function"

Id

Description
Length

Name

Uniquely identifies the function.

This Id corresponds to the identification you use when calling the WUPI commands
WupiDecryptCode) *' and WupiEncryptCodell ' .

Enter a description of the function with text.

The length of the array to be encrypted for the function is specified here.

You enter the length, in percent, anywhere from 0 to 100%. If you want this number to represent
percentage, you must enter the percent character (%). Alternatively, you are able to specify the
length by number of bytes. Then AxProtector automatically calculates the length.

If you do not close the number by a percentage character, the specified number is interpreted as
number of bytes.

Specify the name of the function to be encrypted.

The function name must exactly match the name used in the export list of the linked map file.
Please note the correct spelling (case sensitive, underline, etc.).

For detecting the exact function name you may use applications such as Dependency Walker.
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License List Selects an existing license to which the function is assigned. Then this license list is used for the
encryption of the function.

Trap Activates the trap function for the function.

Translocated Uses the technique for shifting the execution of selected functions to other random locations in the

execution

process space without changing the data at the original position.
There are the following selectable entries with different decryption and cleanup options.

1 Translocation with automatic decrpytion on demand and cleanup.
2 Translocation, manual decrpytion and cleanup with WUPI-AP (Software Protection API).
5 Translocation with automatic decrpytion on demand and delayed cleanup. (Default)

Command line option see herel12.

3. Click the "OK" button. The new functions are added to the function list.

Figure 131: AxProtector - Linux - "Completed Function List"

7.4.6.7 Summary

This input window shows you a summary of all the settings you defined for the automatic protection of your application, and allows

you to start the encryption process.

For subsequent use, the contents of this page can be copied to a * . wbc file (WIBU Configuration file). Copy the content into a
text file, and change the file extension to * . wbc.

Alternatively, you may also use this file to protect your application using the AxProtector commandline tool. In the
commandlineD ™ type AxProtector.exe @*.wbc.

Alternatively, using the "File - export wbc file" menu item, you can also create the corresponding * . wbc file.
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Figure 132: AxProtector - Linux "Summary"
Element Description
Finish Starts the encryption using AxProtector applying the settings you previously defined.
Back Allows returning to change previous settings.
The result of the encryption with all relevant settings is displayed in a separate window.
D Ee_Linue.WibuAxProject - AxProtector EI@
File Options Help
@ @ @ @ PERFECTION IN SOFTWARE PROTECTION
EA Protector Py t
S CEC OIS Command line for pratection in batch mode:
@ File to protect
Error messages IC:\F‘rogram Files [=86]\Ww/BU-5YSTEMS \AxProtector\Devkit\bin'dsProtector exe &"'C:AUsers\is\AppD ataiLocalhTemphés | Protect now! I
@ Advanced options Protect It
@ License lists fatection resu
o |%Pratectar Encryption Module: Version 8.10 of Z201Z2-A2pr-Z0 (Build 843). s
Summary Zpplication is protected with CoDongle =nd static runtime loading
{-> ELF file for Linux on x8& machines).
UnitCounter is decremented at start by 1.
Expiration Time warning threshold .... 100 dayi(s)
UnitCounter warning threshold ........ 1000 uniti{s)
Anti-Debugging-Check (ADC) is activated .... Level 21
££& WARNING: The security option hardwere locking (command line option -caglé) cannot be use
AButomatic Run Time Check every ....... 30 second(s)
Ignore-button limited to ............. 3 retry/retries
List of active WUPI ProtectionOptions:
BxStdProtectionCptions (ID=0):
* EncryptionCodeCptions
* UnitCounter is checked
* ActivationTime is checked
* ExpirationTime is checked
* FeatureCode of Licenselist 0 is used
* UCDeltaFirst/MNext = 170
* RID/Trap = Z5&/8
* Licenselist ID = 0
4 [
Dialog | Mescage | Time: |
! Licensing spstems *You are using an evaluation Firm Code. 23.04.201214:16:22
! Licensing spstems Please use curent CadeMeter version 4.50 as minimum driver version for CrmDongle. 23.04.201214:16:22
! Ermor messages |xPratector not activated! Errar handling for |4Pratectar wil be ignored. 23.04.201214:50:21
|IxProtector only (Lin) |Here you find errors (red) and warnings (yellow) in your project. Doubleclick to jump directly to the according page. i
Figure 133: AxProtector - Linux "Encryption Result"
Element Description

Protect Now

in batch mode.

When you need to repeat the encryption operation, click the "Protect now™ button. Then the AxProtector commandline is executed
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You are also able to copy the AxProtector commandline for the batch mode to the clipboard and insert it in the
commandline input. Subsequently, you can edit it and apply any desired changes.

7.5 IxProtector Tab

This tab offers you the selection of the following project types:

Windows Application or DLL

.NET Assembly

.NET Standard 2.0 Assembly

Linux Application or Shared Object

macOS Application or Dylib

7.5.1 Windows Application or DLL

When you want to encrypt specified functions of an application using an index-based list, you select this project type. However, then
the complete application is not additionally protected with AxProtector.

Wibu-Systems recommends to use IxProtector within AxProtector if no other special requirements exist.

Then IxProtector finds the respective code areas and encrypts them. But even when you choose the project type increased security is
fact, since IxProtector uses static code to be integrated later when the protected application is executed.

The following table summarizes what kind of files can be encrypted using the AxProtector Windows GUI or the commandline.

Application to be protected Project type GUI Commandline
Windows

Windows Application or DLL Windows commandline

IxProtector Windows
The following menu items are available in the navigation windows:

o File to protectD ™
e Error MessagesD ™

 Advanced OptionsD ™
e License Lists0™

o IxProtectorD®™

e Summary
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IxProtector Tab
7.5.1.1 File to protect
To safely encrypt respective code areas using AxProtector, first select the file you want to protect.
Figure 134: AxProtector - IxProtector only Windows "File to Protect"
File to protect
Source File Click on the "..." button and select the file to protect using the system dialog “Open®. Alternatively, manually specify the path and
name of the file in this field.
As alternative to the "..." button, you may also directly drag & drop the source file from Windows Explorer into the source
file field.

Destination File  After you selected the source file, AxProtector automatically creates a secondary folder [..\protected\..]. You may change

this default by manually specifying the path and name of the destination file. Then the destination file corresponds to your
protected application.

Commandline option see here[3 7,
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7.5.1.2 Error Messages

This input window lets you define the messages displayed if errors occur. You define whether a user message DLL with a separate
error display is used, or whether you use default error message windows.

Figure 135: AxProtector - IxProtector only Windows "Error Messages"

Error Messages

Suppress IxProtector Error
Messages

Default Error Messages

User Message DLL
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The output of /xProtector error messages is suppressed (commandline option see here[1 7).

If you do not activate this option, when using IxProtector errors, additional message windows are displayed
along with the messages you program in the project.

All erD(ors occurring at the runtime of a protected application display default error messages (commandline option see
hereD%7).

The ability to use the User Message DLL is activated. Error messages can be localized to different languages using
* . ini files. In addition, you have the option to integrate your own designs to this file, for example, by using